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Section |: Introduction

This guide contains instructions on deploying Embedded AccuRoute for HP Chai to multifunction devices in a LAN.
It is written for systems administrators with detailed knowledge of the Omtool server and the device.

This section includes:

Embedded AccuRoute for HP Chai (I-1)

Main components of the environment (1-3)

Document workflows (1-3)

Installation components (1-6)
Deployment summary (1-6)

Custom configuration (1-7)
Related documentation (1-8)

Embedded AccuRoute for HP Chai

Embedded AccuRoute for HP Chai brings the versatile document routing capabilities of AccuRoute to supported HP
devices. These capabilities are founded on Omtool’s Embedded Directive technology.

Embedded AccuRoute for HP Chai runs as a Java chailet called the Omtool chailet. In the main menu, the Chailet
presents the device user with several AccuRoute scanning features.

Figure I-A: AccuRoute scanning features on the HP device
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Each feature has a unique function that is detailed in the following table. (To see how each feature works on the
device, go to Section 7: Testing. This section shows a complete screen sequence for each feature.)

Table I-A: AccuRoute scanning features in Embedded AccuRoute for HP Chai

Feature Description Login required Notes

Public The user selects Public Distributions and then No Public distribution options are

Distributions selects a public distribution option, or Embedded associated with a special user account
Directive. The device scans the document and it is that is set up for this purpose.
distributed using the selected public distribution
option.

Personal The user selects Personal Distributions, logs in to Yes

Distributions the device, and selects a personal distribution

option, or Embedded Directive. The device scans
the document and it is distributed using the
selected personal distribution option.

MyAccuRoute The user selects MyAccuRoute and logs in to the Yes MyAccuRoute is an advanced feature of
device. The device scans the document and it is AccuRoute Desktop. It enables the
distributed using the My AccuRoute preferences of server to process all AccuRoute
the user. messages from the same user with the

same Embedded Directive. For more

MyAccuRoute This special MyAccuRoute option accommodates information on this feature, consult the

with Scan More users who scan multi-page documents from the AccuRoute Desktop installation guide.
exposure glass or scan documents that are larger Go to Related documentation on |-8.

than the capacity of the automatic document feeder.

Routing Sheet The user selects Routing Sheet. The device scans No
the document and it is distributed using the
Embedded Directive that was used to create the
AccuRoute Routing Sheet.

Routing Sheet This special Routing Sheet option accommodates

with Scan More users who scan multi-page documents from the
exposure glass or scan documents that are larger
than the capacity of the automatic document feeder.

Scan to Folder The user selects Scan to Folder. The device scans No
the document and it is saved to a network folder.

Scan to Folder This special Scan to Folder option accommodates

with Scan More users who scan multi-page documents from the
exposure glass or scan documents that are larger
than the capacity of the automatic document feeder.

Fax This option allows the user to do a walk-up fax. The ~ No
user enters the fax number and can additionally add
a cover page to fax. The device scans the document
and faxes it to the number specified.
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Main components of the environment

The Embedded AccuRoute for HP Chai environment requires the Omtool server, the web server, and the device.
. AccuRoute server - AccuRoute v2.1 or higher

For information on installing AccuRoute, consult the server installation guides. Downloads are
available on the Omtool web site.

. Web server - The following must be installed:

» Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) -
For information on installing this application, consult the Embedded AccuRoute for Intelligent
Devices installation guide. See Related documentation (1-8)

Note AccuRoute v2.2/v2.3 installs the AccuRoute Intelligent Device Client v2.1.1 as part of the server install. If you
are using AccuRoute v2.2, no separate AccuRoute Intelligent Device Client install is required.

» Embedded AccuRoute for HP Chai - The instructions for installing Embedded AccuRoute for
HP Chai are in this guide.

Note The same system can be used as the Omtool server and the web server.

. Device - The following must be installed:
» Supported firmware - Go to Supported devices on 2-1|.

» Chailet - The instructions for uploading the Omtool chailet from the web server to the device
are in this guide.

Document workflows

The workflow that moves a document from the device to its final destination involves the user, the Chailet,
Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension), and the Omtool server. An
understanding of this workflow can be helpful in troubleshooting an Embedded AccuRoute integration.

In its most basic workflow, the Chailet saves files to a directory on the web server, and Embedded AccuRoute for
Intelligent Devices (Omtool ISAPI web server extension) submits the files directly to the Omtool server. This
workflow applies to the features Public Distributions, Routing Sheet, Routing Sheet with Scan More, Scan to Folder,
and Scan to Folder with Scan More.
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Figure 1-B: Workflow for Public Distributions, Fax, Routing Sheet, Routing Sheet with Scan More, Scan
to Folder, and Scan to Folder with Scan More

NIESS
Embedded AccuRoute for HP

-~ {Omitool chailet) ranning on the device

AccuRoute for igent Devices
_(Dmtool ISAPI web server extension)

. running on the web server

The user selects an AccuRoute scanning feature and scans a document. The Chailet saves the scanned document and copies the
file to the web server. Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) submits the file to the
Omtool server as a “message”. The Dispatch component applies rules to the message, and the Omtool server processes the
message accordingly. The Dispatch component routes the message to the outbound connector.

For all other scanning features (Personal Distributions, MyAccuRoute, and MyAccuRoute with Scan More), the
Chailet makes requests during the scan session to authenticate users, retrieve Embedded Directives, and/or retrieve
the user’s MyAccuRoute settings. When the Chailet requires data from the Omtool server, it submits a request to
Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) which retrieves the data from
the Omtool server and supplies it to the Chailet. As soon as the Chailet has the requested data, the basic workflow
resumes.
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Figure 1-C: Workflow for Personal Distributions, MyAccuRoute, and MyAccuRoute with Scan More
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The user selects an AccuRoute scanning feature. The Chailet submits a request to Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI web server extension) to authenticate the user. Embedded AccuRoute for Intelligent Devices (Omtool ISAPl web
server extension) requests the authentication data from the Omtool server and returns it to the Chailet. The Chailet saves the
scanned document and copies the file to the web server. Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server
extension) submits the file to the Omtool server as a “message”. The Dispatch component applies rules to the message, and the
Omtool server processes the message accordingly. The Dispatch component routes the message to the outbound connector.
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Installation components

The Embedded AccuRoute for Chai setup includes multiple components that are detailed in the following table.

Table 1-B: Description of installation components with locations and functions

Component Setup location Function

Omtool Chailet ...\program files\Omtool\ISAPIClients\HPChai\*  These files are copied to the web server during

and AccuRoute installation (...\Omtool\ISAPIClients\HPChai\*). Included
HP Chai Device are configuration files and JAR files.

Loader application

Omtool Chailet ...\OmISAPIHP\Scripts\OmISAPIUHP.xml This XML file is copied to the web server during
configuration data installation.

If you are using AccuRoute v2.1, it is copied to:
C:\Program Files\Common
Files\Omtoo\WEBAPI\Scripts\

If you are using AccuRoute v2,2 or later, it is copied to:
C:\Program Files\Omtool\Omtool
Server\WebAPN\OmtoolWebAPI\Scripts

The file supplies the Chailet with configuration data. It is
configured automatically by the setup. Do not modify this
file after installation.

Deployment summary

To deploy Embedded AccuRoute for HP Chai:
| Complete the installation requirements. (Section 2: Requirements)
Install Embedded AccuRoute for HP Chai on the web server. (Section 3: Installation)

Upload the Chailet to the device. (Section 4: Required configuration on the device)

Configure the Omtool server. (Section 5: Required configuration on the server)

Configure optional capabilities. (Section 6: Optional configuration)

Test the AccuRoute scanning features on the device. (Section 7: Testing)

N 00 A WN

Troubleshoot the setup if necessary. (Section 8: Troubleshooting)
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Custom configuration

By default, Embedded AccuRoute for HP Chai supports one Chailet configuration. You can modify or customize it
to support multiple configurations.

Modifying the default configuration

The default configuration is created by the Embedded AccuRoute for Chai setup.

To change the default configuration after Embedded AccuRoute for HP Chai has been
deployed, reinstall Embedded AccuRoute for HP Chai:

| Remove Embedded AccuRoute for HP Chai from the web server. (Go to Uninstalling Embedded
AccuRoute for HP Chai from the web server on 3-9.)

2 Run the Embedded AccuRoute for Chai setup again using the desired values. (Go to Section 3:
Installation.)

3 Configure the device. (Go to Section 4: Required configuration on the device.)

Customizing Embedded AccuRoute for HP Chai

Embedded AccuRoute for HP Chai can be customized to:
. Run a unique configuration on each device or groups of devices.

. Use custom values for button names and icons, the number of Embedded Directives displayed on the
device, and the frequency in which the Chailet resets the display panel and refreshes its configuration
from the web server.

. Override native settings on the device.

For information and ideas on how you can customize Embedded AccuRoute for HP Chai, contact Omtool sales.
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Related documentation

AccuRoute server documentation

. AccuRoute v2.3 server installation guide - http://www.omtool.com/documentation/AccuRoute/
v23/Server/AccuRouteV23ServerlnstallConfigureGuide.pdf

. AccuRoute v2.2 server installation guide - http://www.omtool.com/documentation/accuroute/
v22/accurouteserver/accuroutev22serverinstallguideexchange.pdf

For AccuRoute v2.1 server installation, consult the following manuals

. Omtool server installation guide - http://www.omtool.com/documentation/omtoolserver/
installationguidegf33 1ar20|.pdf

. AccuRoute v2.| update readme - http://www.omtool.com/documentation/readmes/
readme_ar21gf34.htm

For information on how to manage your AccuRoute servers, consult the following manual.

. Administrator help - http://www.omtool.com/documentation/omtoolserver/v33|/admin/

AccuRoute Desktop documentation

. AccuRoute Desktop installation guide - http://www.omtool.com/documentation/accuroute/v2 1/
accuroutedesktop/accuroutedesktopinstallationguideV2 | .pdf

. AccuRoute Desktop user guide - http://www.omtool.com/documentation/accuroute/v21/
accuroutedesktop/accuroutedesktopuserguidev? | .pdf

. AccuRoute Desktop quick start guide - http://www.omtool.com/documentation/accuroute/v21/
accuroutedesktop/accuroutedesktopquickstartv2 | .pdf

Web Client documentation

. AccuRoute Web Client installation guide (relevant for AccuRoute v2.3 only) -
http://www.omtool.com/documentation/AccuRoute/v23/AccuRouteVWebClient/
AccuRouteWebClientV20InstallConfigurationGuide.pdf

. Omtool Web Client installation guide - http://www.omtool.com/documentation/omtoolserver/
v332/webclient/omtoolwebclientinstallationguide.pdf

Embedded AccuRoute for Intelligent Devices documentation

. Embedded AccuRoute for Intelligent Devices installation guide - http://www.omtool.com/
documentation/accuroutedeviceintegration/EmbeddedAccuRouteV2 | InstallGuide.pdf
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Embedded AccuRoute for HP Chai documentation

The following quick start guide is designed to be posted near the device, distributed to device users, and published
on your organization’s intranet: http://www.omtool.com/documentation/accuroutedeviceintegration/hp/
EmbeddedAccuRouteforHPChaiV13QuickStartGuide.pdf

It contains instructions for the following AccuRoute features:

. Using the Public Distributions feature

. Using the Personal Distributions feature

. Using the Fax feature

. Using the MyAccuRoute feature

. Using the MyAccuRoute with Scan More feature
. Using the Routing Sheet feature

. Using the Routing Sheet with Scan More feature
. Using the Scan to Folder feature

. Using the Scan to Folder with Scan More feature
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Section 2: Requirements

This section includes:

Supported devices (2-1)

Server requirements (2-2)

Installation requirements (2-2)

Deployment requirements (2-3)

Supported devices

Omtool qualified Embedded AccuRoute for HP Chai in the following configurations:

o HP Color Laserjet CM4730, HP Digital Sender 9250c

. HP Laser]et M3035, M4345, M5035.

o HP Laser]et 4345mfp series with firmware version 9.051.6

. HP Digital Sender 9200c series with firmware version 9.051.7

. HP Color Laser]et 4730mfp series with firmware version 46.131.7

HP certified the following devices with the HP Chai embedded software platform that supports Embedded
AccuRoute for HP Chai:

. Black and white multifunctions and all-in-ones - HP Laser]et 9040/9050mfp series, HP Laser]et
9000mfp series, HP Laserjet 4345mfp series, and HP Laser]et 41 00mfp series.

. Color multifunctions and all-in-ones - HP Color LaserJet 9500mfp series, HP Color Laser]et
4730mfp series, and HP Digital Sender 9200c series.

Note All Laser]et models listed here are part of the “mfp series”. Other LaserJet models that are part of the “printer series” do not
have the scanning capabilities required to support Embedded AccuRoute for HP Chai.

Omtool supports Embedded AccuRoute for HP Chai on all devices listed in this section. Consult HP to determine
compatible firmware versions for supported devices.

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.

2-1



2-2 Embedded AccuRoute for HP Chai v1.3 installation and integration guide

Section 2: Requirements

Server requirements

Embedded AccuRoute for HP Chai requires:

a AccuRoute v2.1 or later (must be fax-enabled to support fax-based features)

Note AccuRoute v2.2/v2.3 installs the AccuRoute Intelligent Device Client v2.1.1 as part of the server install. If you are using AccuRoute
v2.2, no separate AccuRoute Intelligent Device Client install is required.

a web server running Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension)
a Patch 12895 - This patch must be applied to the Embedded AccuRoute for Intelligent Devices (Omtool
ISAPI web server extension) before you can the User PIN Identification feature. For installation and

configuration instructions, Configuring User PIN ldentification (9-4).

The same system can be used for the AccuRoute server and the Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI web server extension).

Installation requirements

The installation procedure requires:

a Unique e-mail address for the Public Distributions feature

Note When Embedded AccuRoute for HP Chai is installed without the Public Distributions option, this requirement does not apply.

) Filescan connector for the Scan to Folder and Scan to Folder with Scan More features

Note When Embedded AccuRoute for HP Chai is installed without the Scan to Folder or Scan to Folder with Scan More options, this
requirement does not apply.
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Deployment requirements

Additional requirements for deployment:

a Public Distributions feature - The user account associated with this feature must be able to create
Embedded Directives. This requires access to AccuRoute Desktop v2.| or later, AccuRoute Client
v2.01.11, or the Web Client (where the user can create the Embedded Directives and Routing Sheets).

a Personal Distributions feature - The device user must be able to create Embedded Directives. This
requires access to AccuRoute Desktop v2.1 or later, AccuRoute Client v2.01.11, or the Web Client

(where the user can create the Embedded Directives and Routing Sheets).

a MyAccuRoute and MyAccuRoute with Scan More features - This requires access to AccuRoute
Desktop v2.1 or later, (where the user can create the Embedded Directives and Routing Sheets).
Additionally, MyAccuRoute must be configured in AccuRoute Desktop and on the server. For
information, consult the AccuRoute Desktop installation guide. Go to Related documentation on |-8.

a Routing Sheet and Routing Sheet with Scan More features - The device user must be able to
generate Routing Sheets. This requires access to AccuRoute Desktop v2.1 or later, AccuRoute Client
v2.01.11, or the Web Client (where the user can create the Routing Sheets).

a Scan to Folder and Scan to Folder with Scan More features - There are no special deployment

requirements for this feature.

a Fax features - There are no special deployment requirements for this feature.
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Section 3: Installation

This section includes:
Downloading Embedded AccuRoute for HP Chai (3-1)
Installing Embedded AccuRoute for HP Chai (3-1)

Installing Embedded AccuRoute for HP Chai on a remote web server (3-9)

Uninstalling Embedded AccuRoute for HP Chai from the web server (3-9)

Downloading Embedded AccuRoute for HP Chai

To download Embedded AccuRoute for HP setup

| Go to http://www.omtool.com/support.

2 Log in using your customer number.

3 Locate the module in the DOWNLOADS & DOCS section.

4 Download the module and save it to a local drive.

5 Extract the files to a location on the system running the Embedded AccuRoute for Intelligent Devices

(Omtool ISAPI web server extension).

Installing Embedded AccuRoute for HP Chai

To install Embedded AccuRoute for HP Chai:

| Log on to the system running Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server
extension). Use a Windows account that belongs to the Administrators group.

2 Go to the folder containing the Embedded AccuRoute for HP setup and run SETUP.EXE. The
InstallShield Wizard configures your system for the install and shows a welcome message.
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Embedded AccuRoute For HPChai - InstallShield Wizard =

‘Welcome to the InstallShield Wizard for
Embedded AccuRoute For HPChai

The InstallShield® wizard will install Embedded
AccuRoute For HPChai on your computer. To continue,
click Mext.

< Back | Mest > I Cancel |

3 Click NEXT. The InstallShield Wizard window shows the license agreement.

Embedded AccuRoute For HPChai - InstallShield Wizard

License Agreement

Fleaze read the following license agreement carefully.

Prezz the PAGE DOWH key to see the rest of the agreement.

END-USER LICENSE AGREEMENT ﬁl

IMPORTANT- READ CAREFULLY: Thiz End-User License Agreement ["EULA" is a legal
agreement between you [either an individual or a zingle entity] Licensee and Omtoal Ltd
["Omtool] for the Omtool software product identified above, which includes computer
software and may include associated media, printed materials, and “onling or electionic
documentation [“*Product”]. An amendment or addendurn to this ELILA may accompany
the Product.

OU AGREE TO BE BOUND B THE TERMS OF THIS EULA BY OPENING THIS LI

Do you accept all the terms of the preceding License Agreement? If pou select Mo, the setup
will cloze. Toinstall Embedded AccuRoute For HPChai, you must accept this agreement.

IrnztallShield
< Back es Mo |

4 Read the license agreement and click YES if you agree to the terms. The InstallShield Wizard window
shows the destination folder.
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Embedded AccuRoute For HPChai - InstallShield Wizard

Choose Destination Location

Select folder where setup will install files,

Setup will inztall Embedded AccuRoute For HPChai in the following folder.

Ta install to this folder, click Mext. To install to a different folder, click Browse and select
another folder.

C:\Program Files\Omtoolt SAPIClients' Browse... |

IrnztallShield

" Destination Folder

< Back | Mest > I Cancel |

The default the destination folder is C:\PROGRAM FILES\OMTOOL\ISAPICLIENTS.

5 If you want to select a different folder as the destination, click BROWSE. Navigate to your preferred
destination. Click OK.
6 Click NEXT.

The InstallShield Wizard window shows product options.

Embedded AccuRoute For HPChai - InstallShield Wizard =

Product Options

Fleaze Choosze Product Options to Enable

[ Public: Distributions Email:
[ Personal Distributions

[~ My AccuRoute

I My AccuRoute with 'Scan More'
[~ Bouting Sheet

[~ Routing Sheet With 'Scan More'
[~ Scan to Folder

[~ Scan To Folder with 'Scan More'

[ Eax
IrnztallShield

Mest » Cancel

7 Select options for the installation.

For information on each of the options (AccuRoute scanning features), go to Table |-A: AccuRoute
scanning features in Embedded AccuRoute for HP Chai on |-2.

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



3.4

Embedded AccuRoute for HP Chai v1.3 installation and integration guide

Section 3: Installation

Note

Note

If you choose the Public Distributions option, you must specify an email address. All Embedded
Directives for this user that are published as public will be listed under Public Distribution options. If

you do not specify the email address, you get an error message prompting you to specify the email
address.

Embedded AccuRoute For HPChai |

@ ‘fou must specify an email address before proceeding.

Click NEXT. Specify the Authentication Mechanism.

Embedded AccuRoute For HPChai - InstallShield Wizard =
Authentication Mechanism ‘ ]

Select the type of authentication system you will use for the HP Chai \h
Integration. ‘
& Mone

' Non-duthenticated email
" Aetive Directory

& User Pir | dentification

£ User Fir Authertication

IrnztallShield

< Back T HEm s Cancel |

If you do not want to use Omtool authentication (for example, you want to use LDAP authentication,
select NONE.

If you want to use email as the authentication method, select NON-AUTHENTICATED EMAIL.
If you want to use PIN authentication, select ACTIVE DIRECTORY.

» If you wan to set up authentication through just the user PIN, select USER PIN IDENTIFICATION.

Before you can use User PIN Identification, you must apply Patch 12895, see Applying Patch 12895 (9-4)

» If you want the device user to use their password in addition to the PIN when logging in, select
USER PIN AUTHENTICATION.

For more information on the Omtool Authentication methods, see Authentication options (9-1)

Click NEXT.
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o  If you select NON-AUTHENTICATED EMAIL the Email Information page opens. Go to step 10.
x

E-mail Information

Fleaze supply the following information for E-mail integration.

¥ Use Confirmation Screen

Drefault E-mail Domain: I

E-mail 1D Lablel: |E-mail 1D:

E-mail Domain Lablel: IE.mau Domair:

IrnztallShield

< Back I Mest » I Cancel |

o  If you select ACTIVE DIRECTORY and choose the USER PIN IDENTIFICATION, the following page
opens. Go to step | 1.

Embedded AccuRoute For HPChai - InstallShield Wizard =

Active Directory Information

Fleaze supply the following information for Active Directory
integration.

[V Use Confirmation Screen

Drefault Domain:

LDAP SearchB aze

|
LDAP Servername: I
|
|

Attribute M ame:

UszerlDr Mazk: I

UserD Label: |User 10

Password Label: I
IrnztallShield

< Back | Mest > I Cancel
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Q

10

Note

If you select ACTIVE DIRECTORY and choose the USER PIN AUTHENTICATION, the following page
opens. Go to step 2.

Embedded AccuRoute For HPChai - InstallShield Wizard =
Active Directory Information ‘
Fleaze supply the following information for Active Directory i
integration. ‘

[V Use Confirmation Screen

Default Domain: |0mt00|.c:0l‘n

LDAP Servername: |Ioc:a|

LDAP SearchB aze: I

Attribute M ame: IID

UszerlDr Mazk: I

UserD Label: |User 10

Pazsword Label: |Passw0rd:
IrnztallShield

< Back | Mest > I Cancel

Make the following modifications. Go to step |3.

Enter the DEFAULT EMAIL DOMAIN. This is displayed on the device. For example, omtool.comis a
default domain.

If you want to set up a log on confirmation screen, check the box beside USE CONFIRMATION
SCREEN.

If you want to change the default label names, modify the EMAIL DOMAIN LABEL field.

Make the following modifications. Go to step |3.

Enter the DEFAULT DOMAIN. This is displayed on the device.

Enter the name of the LDAP SERVERNAME. You can enter the name of the server or its IP address.
An example is EmployeeData (server name) or its IP address.

Enter the full domain name in the LDAP SEARCHBASE field.

For example, if your full domain name is test .mycompany . com, enter dc=test,
dc=mycompany, dc=com

Enter the ATTRIBUTE NAME. This attribute name is actual attribute that is defined in the Active
Directory.

Examples are employeeID, TimeKeeper ID.

Enter The USERID MASK. The user ID/PIN entered by the device user is validated only if it matches
the mask pattern.

An example of a UserID mask is A[0-9][0-9]. In this example, all valid user ID should start with “A”
followed by two numeric digits. In this case if the device user enters an ID of A8, it would not be
validated and the ID contains too few digits.

The UserIDMask is an optional configuration.

If you want, you can modify the USERID LABEL. The label is the name of the user ID field.
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Examples are “User PIN”, “Employee ID” etc.

g If you want to set up a log on confirmation screen, check the box beside USE CONFIRMATION
SCREEN.

12 Make the following modifications. Go to step |3.
Enter the DEFAULT DOMAIN. This is displayed on the device.
Enter the name of the LDAP SERVERNAME. You can enter the name of the server or its IP address.
An example is EmployeeData (server name) or its IP address.
c Enter the full domain name in the LDAP SEARCHBASE field.

For example, if your full domain name is test . mycompany . com, enter dc=test,
dc=mycompany, dc=com

d Enter the ATTRIBUTE NAME. This attribute name is actual attribute that is defined in the Active
Directory.

Examples are employeeID, TimeKeeper ID.

e Enter The USERID MASK. The user ID/PIN entered by the device user is validated only if it matches
the mask pattern.

An example of a UserlD mask is A[0-9][0-9]. In this example, all valid user ID should start with “A”
followed by two numeric digits. In this case if the device user enters an ID of A8, it would not be
validated and the ID contains too few digits.

f If you want, you can modify the USERID LABEL. The label is the string of the user ID field. The default
string value is UserID Label.

Examples are “User PIN”, “Employee ID” etc.
g If you want, you can modify the PASSWORD LABEL. The label is the string value of the password field.

h If you want to set up a log on confirmation screen, check the box beside USE CONFIRMATION

SCREEN.
13 Click NEXT. The InstallShield Wizard window shows the current installation settings.
x
Start Copying Files W

Fieview settings before copying files. I - -
Setup has enough information to start copying the program files. |f pou want to review or

change any zettings, click Back. |f you are satisfied with the settings, click Mext to begin
copying files.

Current Settings:

Installing Embedded AccuRoute For HPChai version 1.3 -
Drestination C:\Program FileshOmtooly SAPI Clients'

Omtool Server BELARIUS

Wirtual Directory Omtoohy'ebéPl

Email Domain omtoal.com
Uszer 115 Default
Personal Distributions enabled

Public Distributions enabled; achatterjee@omtool. com
My AccuRoute enabled

My AccuRoute With Scan More enabled -
L :IJ
IristalShield

Cancel |
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14 Click NEXT. The setup installs Embedded AccuRoute for HP Chai. A progress window shows the
status of the installation along with the specific components that are being installed.

Embedded AccuRoute For HPChai - InstallShield Wizard =

Setup Status

Embedded AccuRoute For HFChai iz configuring your new software installation.

C:h MO mtoolh 54PI Clients\HPChaitnstallersormuGF T hreadu.di

IrnztallShield

15 After installation is complete, the InstallShield Wizard window shows a message indicating that the
installation was successful.

Embedded Accul For HPChii - InstallShicld Wizard

InstallShield Wizard Complete

Sehaz has finished installing Ervbedoed AccuRoule For
HFCha on your compuler.

= Back =]

16 Click FINISH.

Continue to Required configuration on the device (4-1).

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP Chai v1.3 installation and integration guide 39

Section 3: Installation

Installing Embedded AccuRoute for HP Chai on a remote web
server

When installing Embedded AccuRoute for HP Chai on a remote web server, you must

. Assign Distributed COM permissions on system running the AccuRoute server before installing
Embedded AccuRoute for HP Chai.

. Specify the AccuRoute server name in the OmISAPIUHP.xml configuration file after installation is
complete. Here are the steps:

| Navigate to the Scripts directory.

» If you are using AccuRoute v2.1, it is located here:
C:\PROGRAM FILES\COMMON FILES\OMTOOL\WEBAPI\SCRIPTS\

» If you are using AccuRoute v2,2 or later, it is located here:
C:\PROGRAM FILES\OMTOOL\OMTOOL SERVER\WEBAPI\OMTOOLWEBAPI\SCRIPTS

2 Open OMISAPIUHP.xml for editing.
Go to the <ServerName> node and enter the remote AccuRoute server name.

4 Save the file.

Uninstalling Embedded AccuRoute for HP Chai
from the web server

To uninstall Embedded AccuRoute for HP Chai from the web server:
| Go to the CONTROL PANEL and start ADD OR REMOVE PROGRAMS.
2 Select EMBEDDED ACCUROUTE FOR HP CHAI and click CHANGE/REMOVE.

You are prompted to confirm that you want to uninstall the software.

T —— g

Are you sure you want bo completely remove ‘Embedded AccuRoute For HPChai' and all of its features?

Zancel |

3 Follow the prompts to remove Embedded AccuRoute for HP Chai.
A progress window shows the status of the uninstallation.

4 Click FINISH.
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Section 4: Required configuration on the
device

This section includes:

Setting the MIME Type Value (4-1)
Clearing the target device (4-2)

Uploading the Omtool chailet using AccuRoute HP Chai Device Loader (4-2)

Complete these procedures in the order they appear. Additionally, this chapter also contains instructions the
following:

Exporting the log file (4-7)

Exiting AccuRoute HP Chai Device Loader after saving the device list (4-8)

Uninstalling the Omtool Chailet from a device (4-9)

Setting the MIME Type Value

Before you upload the Omtool Chailet to the devices, you must add “.properties” and “.xml” extensions in the MIME
Type section of the “HTTP headers” page of the HPChaiSources in IIS.

To set the MIME type value

| Log on to the system running Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server
extension). Use a Windows account that belongs to the Administrators group.

2 Go to CONTROL PANEL > ADMINISTRATIVE TOOLS > INTERNET INFORMATION SERVICES (1IS)
MANAGER.

Expand the web server system listed on the left pane.
Go to DEFAULT WEB SITE > HPCHAISOURCES.
Right click HPCHAISOURCES and select PROPERTIES.
In the Properties page, go to HTTP HEADERS tab.
Click MIME TYPES.

Click NEw.

NV 00 N O 1 AW

In the Mime Type page that opens, enter the following information.
For EXTENSION, enter .properties.
For MIME TYPE, enter application/octet-stream.

10 Click OK, then APPLY to save your changes.
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Clearing the target device

Clear the target device before you upload the Omtool chailet.

Note Clearing the target device resets the device and removes any previous versions of the Omtool chailet.

To clear a device:
| Switch the device off and then turn it on.

2 As soon as the device beings to count memory, press and hold the left side of the START button on
the control panel.

3 Wait for the device to finish counting memory. The status lights on the control panel blink.
4 When all the status lights are on at the same time, release the START button.

5 Press 5 on the control panel. The display panel reads INITIALIZE DISKS.

6 Press 6. The display panel reads CONTINUING BOOT SEQUENCE.

7 Wait for the device to boot.

Continue to Uploading the Omtool chailet using AccuRoute HP Chai Device Loader.

Uploading the Omtool chailet using AccuRoute HP
Chai Device Loader

AccuRoute HP Chai Device Loader is an upload utility for the Omtool chailet. It enables you to build and save a device
list, configure upload options, and upload the Omtool chailet to any device on demand. Additionally, it maintains an
installation log that can be exported to a *. TXT file and saved.

This section includes:
Starting AccuRoute HP Chai Device Loader (4-2)
Building the device list (4-3)

Uploading the Omtool chailet (4-5)

Starting AccuRoute HP Chai Device Loader

To start AccuRoute HP Chai Device Loader:

Go to START > PROGRAMS > OMTOOL > ACCUROUTE HP CHAI DEVICE LOADER. The
AccuRoute HP Chai Device Loader opens.
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Figure 4-A AccuRoute HP Chai Device Loader

cculoute HP Chai Device Loader -3l =]
Devices:
Mame | IP Address | Dezcription | Serial Murnber | Group | Properties |
§ Sample Held W ¥l Sample Description 000000000 Sample Group Mew
Remove |
Inatall... |
Uninztall... |
Feboot |
Operation Log:
Export |
“Web Server URL:  httped#172.16.10.49:80/0mtoal'ebaPLAS cripte/0ml SAPILL I

AccuRoute HP Chai Device Loader, an upload utility for the Omtool chailet, enables you to build and
save a device list, configure upload options, and upload the Omtool chailet and the Omtool
Authentication Agent to any device on demand.

Tip To view hot keys for AccuRoute HP Chai Device Loader functions, press ALT.

The AccuRoute HP Chai Device Loader window displays basic properties about each device. It does not indicate
whether the Omtool chailet has been uploaded or the last upload date. This information must be tracked manually.

Building the device list
The Devices section of the AccuRoute HP Chai Device Loader page lists the devices where the Omtool chailet can
be uploaded. Add, remove, or edit devices as necessary.
This section includes:
Adding a device to the list (4-4)

Editing a device in the list (4-4)
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Removing a device from the list (4-5)

Adding a device to the list

To add a device to the list:

| Click NEW. The Device Properties dialog box appears.
x|
Mame : I
IP Address : I
Serial Mumber : I
Group : I
()8 I Cancel |

2 Complete the fields following the guidelines in the table below.

Table 4-A Device properties that can be stored in AccuRoute HP Chai Device Loader

Device property  Description Required Validated

name Friendly name used to help identify devices in the list, such as the location, purpose, or yes no
model of the device.

IP address Location of the device in the LAN. yes yes
serial number Unique ID number that was issued by the device manufacturer. no no
group Name of the Omtool chailet configuration profile that the device should run. (This field no no

should remain blank if all devices in the LAN use the default configuration.) Enter a
custom value only if one has been provided for your company’s use.

3 Click OK. The device appears in the device list.

Editing a device in the list

To edit a device in the list:

| Select a device in the list.

2 Double click the device you selected or click PROPERTIES.
The Device Properties dialog box opens.

3 Modify the device information following the guidelines in Table 4-A Device properties that can be
stored in AccuRoute HP Chai Device Loader on 4-4

4 Click OK. The device appears in the list with the modified device properties.
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Removing a device from the list

To remove a device from the list:

Select the device(s) you want to remove from the list:

To select one device: Select the device in the list.

To select multiple devices in the list: Press and hold CTRL, and select the devices.

To select consecutive items in a group: Press and hold SHIFT, and select the first and last items
in the group.

Click REMOVE.
A confirmation message opens asking you to confirm that you want to delete the selected items.

Click YES. The selected devices are removed from the list.

Uploading the Omtool chailet

When uploading the Omtool chailet to a device, choose a time when the target device is not in use. Immediately
following an upload, the device automatically reboots and then loads the new AccuRoute scanning features.

Allow time for testing. Each AccuRoute scanning feature should be tested at least once. For more information on the
steps involved in testing the AccuRoute scanning features, go to Section 7: Testing.

Note

To upload the Omtool Chailet, AccuRoute HP Chai Device Loader requires the login credentials of the device administrator.
The password on the administrator account must be set in the Embedded Web Server prior to running the upload. For more
information on setting the administrator password, consult the device documentation.

To upload the Omtool chailet to one or more devices in the device list:
Select the device(s) where you want to upload the Omtool chailet:

To select one device: Select the device in the list.

To select multiple devices in the list: Press and hold CTRL, and select the devices.

To select consecutive items in a group: Press and hold SHIFT, and select the first and last items
in the group.

Click INSTALL. You are prompted to choose the installation components.
x

¥ Include Ombool Authentication Agent
¥ Include Ormtaol Chailet

Contirue I

By default, the Omtool Authentication Agent and the Omtool Chailet components are
selected.
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3 De-select the Omtool Authentication Agent option if you want your users to authenticate using an
LDAP or using a third party agent such as secure Jet.
4 Click CONTINUE. The Device Login dialog box opens.
x|
Device: 11.23.4 56
Username: | |
Password: | |

Ok I Cancel I

5 Enter the username and password of the device administrator. Click OK.

AccuRoute HP Chai Device Loader begins uploading the Omtool chailet to the device. As it uploads
the Omtool chailet to devices, AccuRoute HP Chai Device Loader writes to the Log area.

"-:DAccuRuute HP Chai Device Loader =10l x|

Devices:
Mame | IP &ddress | D escription | Serial Mumber | Group | Eroperties |
Sample 30 300 3 3004 Sample Description 0000000000 Sample Group Hew
L [HPlased HFP 0 4

Femave

Inztal..
Whirstall.

Fieboot

Installing Accuroute HP C

. | Cancel
Operaion Log N
© - Instaling Chai Packages

- Instaling Chai Packages -
172.165.20 - Instaling Chai Packages
Retry Getting HF Loader page
172.16.5.20 Paszword Required

== 172.16.5.20 - Login Failed =
172.16.5.20 Pazsward Required
Loading http://172.16.10.43/HPChaiSources M5 eries/hp_laseret_securityservices_48 jar
Loading http://172.16.10.49/HPChaiSources /M5 eries/hp_laserjet_securitpagent_48 jar
Loading http: A1 72.16.10.49/HPChaiSourcesMS eries/hp_chaiwatchpart_EB.0.0.0 jar
Loading http:/M172.16.10.43/HPChaiSources S eres/hp_laserjet_cgui_48 jar

Loading http://172.16.10.49/HPChaiSources M5 eries/hp_laserjet_scancontrol_48.jar
Loading http:/172.16.10.49/HPChaiSources M S enes/omtoalchallet. jar

il

Export:

:

wieb Server URL:  hittpr /41 72.16.10.49:80/0mtook'ebaPl/S cripts/ O ml SARPILL I Eit

Note The device counters at the bottom of the window indicate successful uploads (DEVICES SUCCEEDED), failed uploads (DEVICES
FAILED), and pending uploads (DEVICES REMAINING). A device is counted as a remaining device until the upload is complete.

When the upload is complete, a message box displays the results and the device counters are updated.

DeviceLoaderl =

\i‘) The Omtool configuration has been uninstalled From the selected devices,
Succeeded: 1
Failed: 0
Remaining: 0

Review the log data for complete details,

6 Click OK.
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When upload is complete, the device to which the Chailet was uploaded reboots.

7 Wait for the machine to reboot. When reboot is complete, verify that the AccuRoute scanning
features are visible on the control panel of the device.

Note The AccuRoute scanning features load one at a time. It can take several minutes for the device to boot and load all the AccuRoute
scanning features.

If the AccuRoute scanning features are not visible on the control panel, the most likely cause is that
the web server is running Windows 2003 and IIS is not configured to allow the web server extensions
WebDAYV and Omtool ISAPI Services to run. For more information, consult the Embedded
AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) installation guide. Go to
Related documentation on |-8.

8 Before ending the session, export the log. Continue to Exporting the log file.

Exporting the log file

Before you exit AccuRoute HP Chai Device Loader, export the log to a * TXT file. The log is cleared automatically
when you exit the application, so this information cannot be retrieved later.

Tip Omtool recommends exporting the log from every session so that you have a record of the devices where the Omtool chailet
has been uploaded.

To export the log:
1 Click EXPORT LOG.
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2 Browse to the folder where you want to save the log file, type a name for the log file in the FILE NAME
field.
)AccuRoute HP Chai Device Loader i [=] 3]
Devices:
Mame | |P Address | Description | Serial Mumnber | Group | Properties
Sar[:%Ia Pl K W Sample Description Q000000000 Sample Group
Jita"Sest 1y HP Laserlet M3035 MFP New...

[’\\\ Bemove

Install ..
Uninstall...

Reboot

21x

Save jn: I B Iy Documents J - I‘j( E-

Erport

i

File name: | Save I
Save as type I Text Docurnent [kt j Cancel

A

“web Server URL:  hitp A0 o W OmtoohyebAPS cripts/Oml SAPIU. Il Ext

;

3 Click OK.

Exiting AccuRoute HP Chai Device Loader after saving the
device list

AccuRoute HP Chai Device Loader prompts you to save changes to the device list when you exit the application.

To exit AccuRoute HP Chai Device Loader and save the device list:
| Click EXIT. A message box prompts you to save the device list.

A message opens asking you to confirm that you want to save the device information.

DeviceLoaderl X|

T E Save Device Information?
L3

]y |

Cancel |

2 Click YEs.

AccuRoute HP Chai Device Loader saves the changes to the device list and closes the Device Loader
page.
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Uninstalling the Omtool Chailet from a device

To uninstall Omtool chailet from a device:
1 In the device list, select the device from which you want to uninstall Omtool Chailet.
2 Click UNINSTALL. A message box prompts you to save the device list.

A message opens asking you to confirm that you want to proceed with the un-installation.

DeviceLoaderl =]

\?/ Are you sure you want ko uninstall existing Omtool configuration From the selected devices?

w |

3 Click YEs.

If you are logged into the device, AccuRoute HP Chai Device Loader uninstall Omtool Chailet from
the device. A progress window shows the status of the un-installation.

T YAccuRoute HP Chai Device Loader _loix

Devices

| IP éddress | Dezcription | Serial Mumber | Group | Eroperties
PR EANRE Sample Description 0000000000 Sample Group

Hew...

Eemave

Uninstalling Accuroute HP Install..
Wrinstall..
— @000 |

© 0- Uninztaling urn: hp-laserst-chaisdk: OmtoolChailet

Reboot

Operation Lag:

it

Erpart
- Unirstaling Omtool Agent Packages -
10220 Uninstalling wn:hp-laseriet-chaisdk: omtoolagent
- Uninstaling Omtool Chailet Packages -
| 20 - Uninstalling un:hp-laseret-chaisdk: OmtoolChailet

:

“Web Server URL:  hitpe/ 0 38 10 48 00/0mtoolebéPl /S cripts/0ml SAPIL.dI Ext

4 If you are not logged into the device, you are prompted to enter you user name and your password.
AccuRoute HP Chai Device Loader uninstall Omtool Chailet from the device.

When un-installation is complete, you see the following message.
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DevicelLoaderU =l

i ) The Omtool configuration has been uninstalled from the selected devices,
Succeeded: 1
Failed: 0
Remaining: 0

Review the log data for complete details,

5 Click OK to close the message window.

After you have uninstalled the Omtool Chailet from a device, you can remove the device from the devices list. For
instructions, see Removing a device from the list (4-5).
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Section 5: Required configuration on the
server

This section includes:

Creating a rule for Routing Sheet features (5-2)

Creating a rule for Personal Distributions and Public Distributions features (5-3)

Creating a rule for MyAccuRoute features (5-4)

Creating a rule for Scan to Folder features (5-5)

When a message arrives on the Omtool server, the Dispatch component applies rules to the message. The rules
determine how the server processes the message. Every message on the server must match a rule associated with

an action in order to be processed and distributed to its final destination. The additional configuration in this section
ensures that rules exist for AccuRoute scanning features.

Several AccuRoute scanning features require special rules on the Omtool server. Create rules based on the
AccuRoute scanning features available on devices in your environment.

Note The rule required for the Fax feature uses the default Telco rule created automatically on an Omtool server with a Telco

connector.

When rules have been created for all AccuRoute scanning features available on devices in your environment, the

Omtool server is fully configured for Embedded AccuRoute for HP Chai. Now you are ready to test the AccuRoute
scanning features. Go to Section 7: Testing.
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Creating a rule for Routing Sheet features

When a device user scans a document using the Routing Sheet features, the Omtool chailet associates the destination
address “accuroute” with the scan. This is the unique characteristic you must use to create a rule for this feature.

The routing rule you create must route outbound messages with the destination accuroute to the Embedded
Directive Manager component which, searches the text in the scanned document and identifies the Embedded
Directive ID. The AccuRoute server then decodes the Embedded Directive ID and distributes the document.

The device user is able to use the Routing Sheet features (Routing Sheet or Routing Sheet with Scan More) only if
you create an outbound rule in the AccuRoute server.

To create a rule for scans with Routing Sheets:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR.
2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
opens.
3 Set the criteria for this rule:
a Click ADD, select DESTINATION IS AN E-MAIL ADDRESS. Click NEXT.
b Select IS, enter accuroute, click ADD.
c Click FINISH. The Create New Rule wizard adds the criteria to the rule.
d Click NEXT.
4 Create the action for this rule:
a Click ADD, select ROUTE TO EMBEDDED DIRECTIVE MANAGER in the actions list.
b Click NEXT.
c Verify that SCAN DOCUMENT(S) FOR EMBEDDED DIRECTIVE is selected.
d Click FINISH. The Create New Rule wizard adds the action to the rule.

e Click NEXT.
Click NEXT to bypass the failover actions screen.

6 Verify that STOP PROCESSING OTHER RULES is selected and click FINISH. The new outbound rule
opens in the details pane.

Important  This rule must appear above the default rule for any mail connector. (The default rule for a mail connector routes all messages
with an e-mail destination address to the mail connector.)
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Creating a rule for Personal Distributions and Public
Distributions features

When a device user selects the Public Distribution/Personal Distributions feature and scans a document, the Omtool
chailet associates an Embedded Directive with the scan. This is the unique characteristic you must use to create a
rule for this feature.

The rule you create must route outbound messages with an Embedded Directive to the Embedded Directive
Manager component, which applies the Embedded Directive that the user selected on the device. Then the Omtool
server decodes the Embedded Directive ID and distributes the document.

The device user is able to use the Personal Distribution and Public Distribution features only if you create an
outbound rule in the AccuRoute server.

To create a rule for scans with Embedded Directives:
| Start the Administrator.

2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
opens.

3 Set the criteria for this rule:

Click ADD, select EMBEDDED DIRECTIVE. Click NEXT.

T 98

Select IS, type * in the text box, click ADD.
Click FINISH. The Create New Rule wizard adds the criteria to the rule.
Click NEXT.

0

=8

4 Create the action for this rule:

Click ADD, select ROUTE TO EMBEDDED DIRECTIVE MANAGER. Click NEXT.

T 98

Select USE SENDER SPECIFIED EMBEDDED DIRECTIVE.
Click FINISH. The Create New Rule wizard adds the action to the rule.
Click NEXT.

Q 0

5 Click NEXT to bypass the failover actions screen.

6 Verify that STOP PROCESSING OTHER RULES is selected and click FINISH. The new outbound rule
appears in the details pane.
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Creating a rule for MyAccuRoute features

When a device user selects the MyAccuRoute or MyAccuRoute with Scan More feature, logs in, and scans a
document, the Omtool chailet associates the destination e-mail address myaccuroute@omtool.com with the
scanned document. This is the unique characteristic you must use to create a rule for this feature.

The rule you create must route all outbound messages with the destination e-mail address
myaccuroute@omtool.com to the Embedded Directive Manager component. The rule must instruct the
Embedded Directive Manager component to identify the device user based on the login, apply the MyAccuRoute
configuration of the device user to the scan, and distribute the document based on the Embedded Directive ID.

The device user is able to use MyAccuRoute or MyAccuRoute with Scan More feature, only if you create an outbound
rule in the AccuRoute server:

To create a rule for scans to be distributed using MyAccuRoute:
| Start the Administrator.

2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
opens.

3 Set the criteria for this rule:

Click ADD, select DESTINATION IS AN E-MAIL ADDRESS, and click NEXT.

T 98

Select IS, type myaccuroute@omtool . com in the text box. Click ADD.
Click FINISH. The Create New Rule wizard adds the criteria to the rule.
Click NEXT.

Q 0

4 Create the action for this rule:

Click ADD, select ROUTE TO EMBEDDED DIRECTIVE MANAGER. Click NEXT.

T 98

Select MY ACCUROUTE, verify that USE ORIGINATOR is selected.
Click FINISH. The Create New Rule wizard adds the action to the rule.
Click NEXT.

Q 0N

Click NEXT to bypass the failover actions screen.

6 Verify that STOP PROCESSING OTHER RULES is selected and click FINISH. The new outbound rule
appears in the details pane.
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Creating a rule for Scan to Folder features

When a device user selects the Scan to Folder or Scan to Folder with Scan More feature, and scans a document, the
Omtool chailet associates the destination e-mail address “FileScan” with the scanned document. This is the unique
characteristic you must use to create a rule for this feature.

The routing rule you create must route all outbound messages with the destination e-mail address “FileScan” to a
network folder. Other custom actions can be added to the rule.

Note The Scan to Folder and Scan to Folder with Scan More features require the Filescan connector. The Filescan connector must be
added to the Omtool server before the rule can be created. For more information on the Filescan connector, consult the
Administrator help. Go to Related documentation on |-8.

The device user is able to use Scan to Folder or Scan to Folder with Scan More feature only if you create an outbound
rule in the AccuRoute server:

To create a rule for scans using Scan to Folder:

| Start the Administrator.

2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
appears.

3 Set the criteria for this rule:

Click ADD, select DESTINATION IS AN E-MAIL ADDRESS, and click NEXT.

Select IS, type FileScan in the text box, click ADD, and click FINISH. The Create New Rule wizard
adds the criteria to the rule.

Note The value FileScan is not case-sensitive.

¢ Click NEXT.
4 Create the action for this rule:
Click ADD, select ROUTE TO CONNECTOR, and click NEXT.

Select the Filescan connector in the ROUTE TO CONNECTOR menu, select a file format for delivered
messages in the DOCUMENT DELIVERY FORMAT menu.

¢ Go to the override section and select DESTINATION. Then enter the location of the destination
folder.

UNC format must be used for any folder that is not on the Omtool server. For example:
\\FileServer\ShareA

A relative path to a local drive is valid if the drive is installed on the Omtool server. For example:
c\ScanToFolder
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d Click FINISH. The Create New Rule wizard adds the action to the rule.

This action routes messages to the destination folder in the specified delivery format. Additional
actions can be added to achieve a custom routing behavior but none are required.

e Click NEXT.
5 Add a failover action if necessary and click NEXT.

The failover action is executed if the primary action fails. For example, the primary action routes
messages to a destination folder on FileServer A and the secondary action routes messages to a
destination folder on FileServer B. A routing failure can occur if a network issue prevents
communication between the Omtool server and the file server or if the file server is offline.

6 Verify that STOP PROCESSING OTHER RULES is selected and click FINISH. The new outbound rule
appears in the details pane.
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Section 6: Optional configuration

This section includes:

Enabling one touch scan capability (6-1)

Overriding recipient property using Wizard or Settings page (6-3)

Overriding default scan settings for the Omtool chailet (6-6)

Enabling one touch scan capability

The one touch scan feature allows you to configure the Omtool Chailet in such a way that device users who use the
Routing Sheet (with Scan More), MyAccuRoute (with Scan More) and Fax features, can use the one touch button

capability.

Note The one touch scan capability is disabled by default.

If one touch scan capability is disabled, you are prompted to begin the scan job.

ﬁyAccuRoute with Scan More: Ready To Scan
Logged in as test@omtool.com

Scan

Place pages in document feeder and press Scan

If one touch scan capability is disabled, the device user can change the scan options explained in Overriding default scan settings

for the Omtool chailet (6-6)

Note

In the Ready to Scan page, the device user can do the following:

. Click SCAN to begin the scan job.

. Click SETTINGS to make changes to the scan attributes.

The Settings page looks like this:
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k
e

. Curtput Quality

< Back Settings E

Color scan

. Prortrat

Proess OK to acoept J

Note Any changes made to the scan attribute are valid only for the current job.

The device user can make the following scan setting changes:

»
>

Output Quality - Allows the device user to compress the output file.

Color/Black - Allows the device user to set the preference for generating color or black and
white images.

Content Orientation - Allows device user to set the orientation of the output page.
Original Sides - Allows device users to enable or disable duplex mode.

Media Size - Allows the device user to set the output page size.

Resolution - Allows setting the resolution of the output page.

Job Build - Switch ON/OFF the job build mode. If job build mode is ON, it allows the user to
append more documents.

When the device user has made the necessary changes, he should click OK. If the user wants to go
back to the Ready to Scan page without making any changes, click BACK.

. Click CANCEL to cancel the scan job.

Enabling one touch scan

If you enable on

e touch scan, the device user is not prompted to begin the scan job. The job starts automatically.

To enable one touch scan capability

| Navigate to:

C:

N 00 A WN

\PROGRAM FILES\OMTOOL\OMTOOL SERVER\WEBAPI\OMTOOLWEBAPI\SCRIPTS

Open OMISAPIUHP.xml for editing.

Under the <OneTouchFeatures> node, go to <OneTouch> node.
Change the value from false to true.

Save the file.

Restart the World Wide Web Publishing services.

Restart the device (switch it off and on).
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Overriding recipient property using Wizard or
Settings page

The override recipient property feature allows the device administrator to configure property defined in the
configuration xml file which overrides the original recipient properties set on the Accuroute Server.
Additionally, it allows the user to provide the template tags either as an overriding property or by itself.

For example, when scanning a document, if the user wants to override the delivered document format, the user can
select an alternate document format and send this information to the Accuroute server which in turn overrides the
specified document format in the server.

Note The following procedure can only be performed by Omtool server administrator.

Override delivery format in the AccuRoute server

To enable sender override the delivery format
| Go to the Omtool server and navigate to outbound rules.
2 Find all rules rule that routes message to a connector.

For each of the rule that routes message to a connector, update the ALLOW SENDER TO OVERRIDE
THE DELIVERY FORMAT field.

a Select the rule, right click and select PROPERTIES from the menu.
The Create New Rule page opens.
b Click NEXT. Under Specify the Actions to take for this Rule, select the action item.
Click PROPERTIES. The Route to Connector wizard opens.
d Select the check box beside ALLOW SENDER TO OVERRIDE THE DELIVERY FORMAT.
e Click FINISH.

4 Click NEXT, NEXT and then FINISH to complete your changes.

Setting override properties inside configuration xml file

In the configuration xml file, each override property is defined inside a <Prompts> node. You (device
administrator) can configure these properties to generate wizards or add additional options to the Settings page.

To configure overriding property
| Navigate to:

C:\PROGRAM FILES\OMTOOL\OMTOOL SERVER\WEBAPI\OMTOOLWEBAPI\SCRIPTS
2 Open OmISAPIUHP.xml for editing.
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3 Under the <Prompts> node, go to <Prompt> node.
<Prompts>
<Prompt>
<Display>Wizard|Settings</Display>
<Label>[label to display]l</Label>
<Type MinLength="" MaxLength=""> [List |
Text] </Type>
<Values>
<Value internal="code"
default:”false|true">[displayed as] </Value>
<Value internal="code"
default:”false|true">[displayed as] </Value>
</Values>
<Property override:"false|true">
templatetag:”false|true">[property to override]</Property>
</Prompt>
</Prompts>
4 Modify the nodes under <Prompt> following the guidelines in the following table.
Table 6-A Guidelines on modifying the overriding properties for the Omtool chailet
Property Impact Syntax
Display Determines whether the overriding property would be Use one of the following values:
displayed in a separate Wizard screen or inside Setting screen. < Wizard
*  Setting
Label Determines the title to be displayed for Wizard screen. The [Name of the label]
title is also displayed as the attribute name within the Setting
screen.
Type Determines the data type of the prompts. Use one of the following values:
*+  Text
The attributes MinLength and MaxLength determine the
minimum and maximum text data entry length respectively. If + List
the default text value in the configuration xml file exceeds the
MaxLength, then it chops off the length before displaying it.
Note: These attributes are not applicable for List data
type.
Value Determines the value to be displayed or selected on the [Value]
Wizard/Setting screen based on the data type.
The attribute internal stores the corresponding internal code [code value]
used within the Accuroute server.
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Table 6-A Guidelines on modifying the overriding properties for the Omtool chailet

Property Impact Syntax

The attribute default denotes that the corresponding value is Use one of the following values:
the default. For List data type, the value is selected by default

*  true
on the screen. For Text data type, the corresponding value is
displayed in the text box. « false
Propert; Determines the property name that is used within the Property name
perty property perty
Accuroute server.
The override attribute denotes that this is an overriding Use one of the following values
property. . true
* false

The templetetag attribute denotes that this is a template tag. Use one of the following values
> true

. false

Here are examples of how you can define the prompt data.
Example I:
Prompt>
<Display>Wizard</Display>
<Label>File Type :</Label>
<Type>List</Type>
<Values>
<Value internal="OCR.PDF" default="true" >PDF Searchable </Value>
<Value internal="PDF"> PDF Image</Value>
<Value internal="G4.TIF"> TIF </Value>
</Values>
<Property>prFinalFormCode</Property>
</Prompt>
Example 2:
<Prompt>
<Display>Wizard</Display>
<Label>Filename :</Label>
<Type>Text</Type>
<Values>
<Value internal="" default="true">Document</Value>
</Values>

<Property>prDeliveredDocumentName</Property>
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</Prompt>

Wizard display type

If the <Prompt> data you define is “wizard” display type, it will generate a wizard screen for each of the prompt node
you define, one after the other. So, for Example 1, it will generate a wizard listing all the files of the types defined
in the prompt data.

Public Distributions: Data Entry Screen 1of 2

File Type
i () =)
T
AT u < Back
| <Back |
Ol

Select option and press Next

The wizard pages open at different locations based on the AccuRoute scan job the device user selects.

. If the device user selects Public or Private Distributions, the wizard pages open as soon as the user
selects a distribution.

. If the device user selects the Fax feature, the wizard pages open immediately after the first Fax page
and only if there is no error.

. If the device user selects Routing Sheet or MyAccuroute (and if one touch is disabled) the wizard
pages open as the first page immediately after the user selects the scan job option on the main
AccuRoute menu.

The wizard pages are followed by the ReadyToScan page.

Settings display type

If the <Prompt> data you define for overriding property is of “settings” display type, the prompt data is displayed in
the Settings screen in addition to the scan attributes.

Overriding default scan settings for the Omtool
chailet

The Omtool chailet has its default scan settings that take precedence over the device settings. The override default
scan settings for the Omtool Chailet feature allows device users modify the device scan settings so they override the
Omtool Chailet scan settings.

You cannot change the scan settings for Routing Sheet (with Scan More), MyAccuRoute (with Scan More) and Fax
features if the one touch scan capability is enabled.
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Note

Important

Section 6: Optional configuration

Device users can always override the Omtool chailet scan settings when they use the Public Distributions and Personal
Distributions features.

If one touch scan capability is enabled, device users cannot change the scan settings for Routing Sheet (with Scan More),
MyAccuRoute (with Scan More) and Fax features.

If device users is to modify the default scan settings, you (the deice administrator) must supply them with the appropriate values
they should be using. (The quick start guides do not provide device users with information on modifying these settings.)

Enabling default scan settings for the Omtool Chailet

Table 6-B

Property

JobBuildMode

To set the default scan settings for the Omtool chailet:

Navigate to:
C:\PROGRAM FILES\OMTOOL\OMTOOL SERVER\WEBAPI\OMTOOLWEBAPI\SCRIPTS

Open OmISAPIUHP.xml for editing.

Search on ChaiOptions. (In a default setup, there is one instance of this property and it is under the
Default source. If any groups have been defined in this file, locate the instance that occurs under the
source you want to modify.)

Edit the scan properties so they are appropriate for all or most device users. Use the guidelines in the
table below.

Guidelines on modifying the default scan properties for the Omtool chailet

Impact Syntax

Determines whether the device user can append scans Use one of the following values:
*  true to allow the user to append scans

+ false to prevent the user from appending
scans

Users must be able to append scans if using “Scan
More” features. (These features accommodate
documents that are larger than the capacity of the
document feeder.)

DuplexMode Determines whether duplex mode is enabled. Use one of the following values:
*  true to enable duplex mode
* false to disable duplex mode
ResolutionMode Determines the scanning resolution. Use one of the following values:
. 10 for 75dpi
*  9for 150 dpi

» 8 for 200dpi
. 7 for 300dpi
* 6 for 400dpi
* 5 for 600dpi
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Table 6-B Guidelines on modifying the default scan properties for the Omtool chailet

Property Impact Syntax

ImageMod Optimizes the scan based on the document composition. se one of the following values:
* 0 fortext
. | for graphics

* 2 for a combination of text and graphics

ColorMode Determines whether the scan is saved in color or black and Use of the following values:

white. . | for black and white (grayscale)

. 2 for color

QualityMode Determines the file size. Use one of the following values:
* 0 for small
. | for standard

*  2forlarge

Orientation Determines the page orientation of the output file. Use one of the following values:
* 0O for portrait

. | for landscape

MediaSize Describes the size of the media being scanned. Use one of the following values:
*  0for letter
. | for legal
* 3 for executive

. 23 for statement

FileType Determines the format of the output file. Use | for PDF format.

5 Save your changes and close the file.

These settings take effect when the Omtool chailet refreshes its configuration using the configuration files on the
web server.

Note The default refresh interval is 1200 seconds (20 minutes).
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Section /: Testing

This section includes:

Testing the Public Distributions feature (7-1)

Testing the Personal Distribution feature (7-3)

Testing the Fax feature (7-5)

Testing the MyAccuRoute feature (7-8)

Testing the MyAccuRoute with Scan More feature (7-10)

Testing the Routing Sheet feature (7-13)

Testing the Routing Sheet with Scan More feature (7-15)
Testing the Scan to Folder feature (7-17)

Testing the Scan to Folder with Scan More feature (7-19)

Testing the Public Distributions feature

To test the Public Distributions feature:

| Create at least one Embedded Directive with the user account that is associated with the Public
Distributions feature.

Note The Embedded Directive must allow multiple use. (Applications that can create Embedded Directives include AccuRoute
Desktop, the AccuRoute Client, and the Omtool Web Client.)

2 Assemble a test document and walk up to the device. The main screen looks like this:

[2] +P Laser Jet 13035 MFP | Sieep mode on Black Copies: [ 1 |
p— Public Distributions ‘l
3 Make coples from an original Distribute document using 2 publc i
docurnent distribution
Personal Distributions
Distribute document using 3 personal w Send a Fax S
(v)

distribution
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3 Load the document into the document feeder or place the document on the exposure glass. Use the
exposure glass only if the test document is a single page.

4 Press PUBLIC DISTRIBUTIONS. (If this feature is not visible, use the scroll bar to find it.) The device
shows public distribution options.

5ub'lic Distributions

g

ED_Public

ED_Test

Cancel

Select Distribution

5 Select a distribution.

i Public Distributions: Ready To Scan

Settln gs
< Back
Can(EI

Place pages in document feeder and press Scan

6 Click SCAN.

The scan job starts. A progress indicator shows the number of pages that are scanned.

Public Distributions: Scan Progress

- Cancel

Press Cancel to abort

7 If you want to abort the scanning operation press CANCEL. Otherwise wait for the job to finish.

After the job is finished, the document is transferred to the server where it will be processed as per
the Embedded Directive instructions.

8 Click OK to return to the main page on the device.
Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Testing the Personal Distribution feature

Note

To test the Personal Distribution feature:

Create at least one Embedded Directive with your user account.

Applications that can create Embedded Directives include AccuRoute Desktop, the AccuRoute Client, and the Omtool Web
Client.

Assemble a test document and go to the device.

2] P Laser Jet M3035 MFP | Sieep mode on Black Copies: [ 1 |

Public Distributions
3 Oy
k éé Make copies from an arigingl

document

_1D)

Distribute document using a public

distribution

Personal Distributions

Distribute docurment using 3 parsonial Send a Fax

(<)

distribution

Load the document into the document feeder or place the document on the exposure glass. Use the
exposure glass only if the test document is a single page.

Press PERSONAL DISTRIBUTION. (If this feature is not visible, use the scroll bar to find it.)

The device prompts you to log in.
If you are configured to use Omtool Authentication Agent, and the authentication mode is email,
you see the following screen.

Omtoel Authentication Agent

|LleerEmai

User Domain

[ omtool.com

7-3
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5 Log in to the device by following the steps below:
a  Press E-MAIL USERNAME. Then enter your e-mail user name and press OK.

The e-mail user name is everything before @ in your e-mail address. For example, if your e-mail
address is jones@omtool.com, then your e-mail user name is jones.

b Press LOGIN. The device shows your personal distribution options.

=
IEel‘scma'l Distributions
Logged in as test@omtool.com

Personal_ED_1
Personal_ED_2

Cancel

Select Distribution

6 Select a distribution.

You see the Ready to Scan message.

=
r Personal Distributions: Ready To Scan

Logged in as test@omtool.com

Scan

Place pages in document feeder and press Scan

You can do the following:

a To start the scan job, click SCAN.
b To go back to the prior screen because the information you entered is not correct, click BACK.
¢ To update the scan attributes, click SETTINGS.
d To cancel the fax and go back to the main page, click CANCEL.
7 Click SCAN.

The scan job starts. A progress indicator shows the number of pages that are scanned.

=
r Personal Distributions: Scan Progress

Logged in as test@omtool.com

- Cancel

Press Cancel to abort
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8 If you want to abort the scanning operation press CANCEL. Otherwise wait for the job to finish.

After the job is finished, click OK, to return to the main page on the device.

Personal Distributions: Scan Progress
Logged in as test@omtool.com

Scan completed (1 page)

Press OK to return home

The scanned document is transferred to the server where it will be processed as per the Embedded
Directive instructions.

9 Wait a few minutes and check the recipient address or destination to confirm delivery.
If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to

Section 8: Troubleshooting.

Testing the Fax feature

To test the Fax feature:
| Create at least one Embedded Directive with the user account that is associated with the Fax feature.
The Embedded Directive must allow multiple use.

Applications that can create Embedded Directives include AccuRoute Desktop, the AccuRoute Client, and the Omtool Web

Note
Client.
2 Assemble a test document and walk up to the device. The main screen looks like this:
[2] +P Laser Jet 13035 MFP | Sieep mode on Black Copies: [ 1 | .

Public Distributions ‘.
3 Make coples from an original Distribute document using 2 publc i
docurnent distribution
Personal Distributions
Distribute document using 3 personal
distribution

Send a Fax S

7-5
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3 Load the document into the document feeder or place the document on the exposure glass. Use the
exposure glass only if the test document is a single page.

4 Press FAX. (If this feature is not visible, use the scroll bar to find it.) The device shows fax options.
léax
Fax Number
Cover Page
D Add Sender Name
Recipient Name _
| ok |
Enter fax information and press OK
5 Enter the fax number by following the steps:
a  Press FAX NUMBER and enter the fax number from the keypad that opens.
Fax Number
L Ja iz s e Jia fls v jle fle o fi- - i J
La fAiwile rlle Ky Hollillo e lrjlafl + PIED
L )0 L JCe I IO JG I J0 G e ]
Lshirt (L flz [l fle v fle fin fm (L, 1. HL 7 ) LA~
‘ Alt “9” ||: H ‘ i OK H Cancel |
b Click Ok.

If you do not enter a fax number and proceed with the fax job, you will get the following error
message:

Fax Number is empty

If you are configured to add a cover page to your fax, go to the Cover Sheet section and click ADD.

The Sender Name, Recipient Name and the Subject fields become active.

léa X

Fax Number

Cover Page
@ Add Sender Name ‘ |

Recipient Name ‘ |

I oK I

Subject ‘ |

Enter fax information and press OK
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7 Enter the information you want to add to the cover sheet.

a To add your name (the sender’s name), press the Sender Name text box and add the name using
the keypad that opens.

b To add the name of the person you are sending the fax to, press Recipient Name text box and add
the name using the keypad that opens.

c To add a subject to your fax, press the Subject text box and add the subject using the keypad that
opens.

Note If a default value for a cover page attribute has been defined in configuration.xml file, the appropriate Cover Sheet field is
automatically filled with that information.

8 Click oK.

You see the Ready to Scan message.

Fax: Ready To Scan

Fax to: 555

<« Back

Cancel

Place pages in document feeder and press Scan

You can do the following:

a To start the scan job, click SCAN.
b  To update the scan attributes, click SETTINGS.
c To go back to the prior screen because the information you entered is not correct, click BACK.
d To cancel the fax and go back to the main page, click CANCEL.
9 Click SCAN.
The scan job starts. You get a progress indicator telling you the number of the page that is being
scanned.
Fax: Scan Progress
Scanning page 1
Press Cancel to abort
10 If you want to abort the scanning operation press CANCEL. Otherwise wait for the job to finish.

After the job is finished, the document is transferred to the server where it will be processed as per
the Embedded Directive instructions.
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11
12

Click OK to return to the main page on the device.
Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.

Testing the MyAccuRoute feature

To test the MyAccuRoute feature:

Verify that MyAccuRoute has been configured for your user account. For more information, consult
the AccuRoute Desktop installation guide and AccuRoute Desktop user guide. Go to Related

documentation on |-8.
Assemble a test document and go to the device.The main screen looks like this:

/2] HP LaserJet M3035 MFP | Ready Black Copies: [ 11 |

MyAccuRoute with Scan More @ J

Distribute a multi-part document

MyAccuRoute

Distribute a document using a

default distribution using a default distribution

Distribute a multi-part document toa

default folder

Scan to Folder with Scan More

Scan to Folder

Distribute a document to a default

folder

Load the document into the document feeder or place it on the exposure glass.

Press MYACCUROUTE. (If this feature is not visible, use the scroll bar to find it.) The device prompts
you to log in.

If you are configured to use Omtool Authentication Agent, and the authentication mode is email,

you see the following screen

Omtool Authentication Agent .

| User Email
\ |

User Domain

| omtool.com
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5 Log in to the device by following the steps below:
a Press E-MAIL USERNAME. Then enter your e-mail user name and press OK.

The e-mail user name is everything before @ in your e-mail address. For example, if your e-mail
address is jones@omtool.com, then your e-mail user name is jones.

b Press LOGIN.

You see the Ready to Scan message.

plyAccuRoute: Ready To Scan

Logged in as test@omtool.com

Scan

Settings

Place pages in document feeder and press Scan

You can do the following:
To start the scan job, click SCAN.
To update the scan attributes, click SETTINGS.
c To cancel the job and go back to the main page, click CANCEL.
6 Click SCAN.

The scan job starts. You get a progress indicator telling you the number of the page that is being
scanned.

MyAccuRoute: Scan Progress

Logged in as test@omtool.com

Scanning document...

Press Cancel to abort
7 If you want to abort the scanning operation press CANCEL. Otherwise wait for the job to finish.

The document is transferred to the server where it will be processed as per the Embedded Directive
instructions.

8 Click OK to return to the main page on the device.
Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Testing the MyAccuRoute with Scan More feature

To test the MyAccuRoute with Scan More feature:
| Verify that MyAccuRoute has been configured for your user account.

For more information, consult the AccuRoute Desktop installation guide and AccuRoute Desktop
user guide. Go to Related documentation on |-8.

2 Assemble a test document and go to the device. The main screen looks like this:

I[/2] P Laser det 13035 MFP | Ready Biack Copies: [ 1 |

MyAccuRoute MyAccuRoute with Scan More GJ

Distribute a docurment wsing a Distribute a multi-part document

default distribution

using a default distribution

Scan to Folder with Scan More

Scan to Folder

Distribute a multl-part documenttoa |

default folder L@

Distribute a document to a default

folder

3 Load the document into the document feeder or place the first page on the exposure glass. For
documents that are larger than the capacity of the document feeder, load the first part of the
document into the document feeder.

4 Press MYACCUROUTE WITH SCAN MORE. The device prompts you to log in.

If you are configured to use Omtool Authentication Agent, and the authentication mode is email,
you see the following screen

Omtool Authentication Agent .

|
| User Email

User Domain

= 5
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5 Log in to the device by following the steps below:
a  Press E-MAIL USERNAME. Then enter your e-mail user name and press OK.

The e-mail user name describes everything before @ in your e-mail address. For example, if your e-
mail address is jones@omtool.com, then your e-mail user name is jones.

b Press LOGIN.

You see the Ready to Scan message.

-
F‘—IyAccuRoute with Scan More: Ready To Scan

Logged in as test@omtool.com

Scan

Place pages in document feeder and press Scan

You can do the following:
To start the scan job, click SCAN.
To update the scan attributes, click SETTINGS.
¢  To cancel the job and go back to the main page, click CANCEL.
6 Click SCAN.

The scan job starts. You get a progress indicator telling you the number of the page that is being
scanned.

-
P’ MyAccuRoute with Scan More: Scan Progress

Logged in as test@omtool.com

- Cancel

Press Cancel to abort

7 You are prompted to choose from the options in the following screen.

L e e A 1 A A e i e | b1 e 1 18 e e 1 s e 81 18 AR 1y S 8 b s as e s+

MyAccuRoute with Scan More: Scan Progress

Logged in as test@omtool.com

FInISh
CancEI

Select option to continue

a To continue scanning, click SCAN MORE.

b  To finish the scan job, click FINISH.
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c To abort the scan job, click CANCEL.

8 To continue scanning, load the rest of the document into the document feeder or place the next page
on the exposure glass, and then press SCAN MORE.

9 Continue to scan more till you have finished scanning all the pages in the document.

10 Click FINISH.

The document is transferred to the server where it will be processed as per the Embedded Directive
instructions.

11 Click OK to return to the main page on the device.
12 Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Testing the Routing Sheet feature

Note

To test the Routing Sheet feature:

Create at least one Embedded Directive with your user account.

Applications that can create Embedded Directives include AccuRoute Desktop, AccuRoute Client, and the Omtool Web Client.

Generate and print a Routing Sheet using AccuRoute Desktop, the AccuRoute Client, or the Omtool

Web Client.
Assemble a test document. Add the Routing Sheet to the very front of the document or at the back.
Then go to the device. The main screen looks like this:

/2] P Laser Jet 13035 MFP | Ready Black Copies: [ 1 |
MyAccuRoute MyAccuRoute with Scan More ‘l
Distribute a docurent using a Distribute a multi-part docurent |
default distribution using a default distribution

Scan to Folder with Scan More .

Scan to Folder
= |

w@ Distribute a multi-part document toa

=,
wm Distribute a document to a default

folder default folder ‘ |

Load the document into the document feeder or place it on the exposure glass.

Press ROUTING SHEET. (If this feature is not visible, use the scroll bar to find it.)

You see the Ready to Scan message.

ﬁouting Sheet: Ready To Scan

Scan

Place pages in document feeder and press Scan

You can do the following:
To start the scan job, click SCAN.
To update the scan attributes, click SETTINGS.

To cancel the job and go back to the main page, click CANCEL.
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6 Click SCAN.

The scan job starts. You get a progress indicator telling you the number of the page that is being
scanned.

Routing Sheet: Scan Progress

Scanning page 1

Press Cancel to abort
7 If you want to abort the scanning operation press CANCEL. Otherwise wait for the job to finish.

The document is transferred to the server where it will be processed as per the Embedded Directive
instructions.

Click OK to return to the main page on the device.
Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Testing the Routing Sheet with Scan More feature

Note

a

To test the Routing Sheet with Scan More feature:

Create at least one Embedded Directive with your user account.

Applications that can create Embedded Directives include AccuRoute Desktop, AccuRoute Client, and the Omtool Web Client.

Generate and print a Routing Sheet using AccuRoute Desktop, the AccuRoute Client, or the Omtool

Web Client.
Assemble a test document. Add the Routing Sheet to the very front of the document or at the back.
Then go to the device. The main screen looks like this:

/2] P Laser Jet 13035 MFP | Ready Black Copies: [ 1 |

MyAccuRoute MyAccuRoute with Scan More ‘l
Distribute a docurent using a Distribute a multi-part docurent |
using a default distribution

default distribution

Scan to Folder with Scan More .

Scan to Folder

Distribute a multi-part document toa

Distribute a document to a default
default folder ‘ |

folder

Load the document into the document feeder or place the first page on the exposure glass. For
documents that are larger than the capacity of the document feeder, load the first part of the

document into the document feeder.
Press ROUTING SHEET WITH SCAN MORE. (If this feature is not visible, use the scroll bar to find it.)
You see the Ready to Scan message.

ﬁouting Sheet with Scan More: Ready To Scan

Scan

Place pages in document feeder and press Scan

You can do the following:

To start the scan job, click SCAN.

b  To update the scan attributes, click SETTINGS.

C

To cancel the job and go back to the main page, click CANCEL.
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5 Click SCAN.

The scan job starts. You get a progress indicator telling you the number page that are scanned.

Routing Sheet with Scan More: Scan Progress

Scanning document...

Press Cancel to abort
6 You are prompted to choose from the options in the following screen.

Routing Sheet with Scan More: Scan Progress

Building document (2 pages)

Select option to continue
a To continue scanning, click SCAN MORE.
b  To finish the scan job, click FINISH.
c To abort the scan job, click CANCEL.
7 To continue scanning, load the rest of the document into the document feeder or place the next page

on the exposure glass, and then press SCAN MORE.
Continue to scan more till you have finished scanning all the pages in the document.
Click FINISH.

The document is transferred to the server where it will be processed as per the Embedded Directive
instructions.

10 Click OK to return to the main page on the device.
11 Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Testing the Scan to Folder feature

To test the Scan to Folder feature:

| Assemble a test document and go to the device. The main screen looks like this:

7] H Laser Jet M3035 MFP | Ready Black Capies: [ |

Scan to Folder Scan to Folder with Scan More |‘
k‘—ﬂ! Distribute a document to a default l—y! Distribute a multi-part docurent toa |~
falder default folder

Job Storage .
Send a document to one or more @ Sean and store a job -
fax numbers |°‘

2 Load the document into the document feeder or place the first page on the exposure glass.

3 Press SCAN TO FOLDER. (If this feature is not visible, use the scroll bar to find it.)

You see the Ready to Scan message.

§can to Folder: Ready To Scan

Scan

Place pages in document feeder and press Scan

You can do the following:
To start the scan job, click SCAN.
To update the scan attributes, click SETTINGS.
c To cancel the job and go back to the main page, click CANCEL.
4 Click SCAN.

The scan job starts. You get a progress indicator telling you the number of the page that is being
scanned.

Scan to Folder: Scan Progress

Scanning document...

Cancel

Press Cancel to abort
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5 If you want to abort the scanning operation press CANCEL. Otherwise wait for the job to finish.

The document is transferred to the server where it will be processed as per the Embedded Directive
instructions.

6 Click OK to return to the main page on the device.
Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Testing the Scan to Folder with Scan More feature

To test the Scan to Folder with Scan More feature:

| Assemble a test document and go to the device. The main screen looks like this:

7] H Laser Jet M3035 MFP | Ready Black Capies: [ |

Scan to Folder with Scan More |‘

Scan to Folder

=

Distribute a docurnent to a default \')._ Distribute a multi-part docurent toa |~

falder default folder

Job Storage .
Send a document to one or more @ Sean and store a job -
fax numbers |°‘

2 Load the document into the document feeder or place the first page on the exposure glass. For
documents that are larger than the capacity of the document feeder, load the first part of the
document into the document feeder.

3 Press SCAN TO FOLDER WITH SCAN MORE. (If this feature is not visible, use the scroll bar to find
it.)

You see the Ready to Scan message.

Ecan to Folder with Scan More: Ready To Scan

Scan

Place pages in document feeder and press Scan

You can do the following:
To start the scan job, click SCAN.
To update the scan attributes, click SETTINGS.

c To cancel the job and go back to the main page, click CANCEL.
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4 Click SCAN.

The scan job starts. You get a progress indicator telling you the number of the page that is being
scanned.

Scan to Folder with Scan More: Scan Progress

Scanning document...

Press Cancel to abort
5 You are prompted to choose from the options in the following screen.

Scan to Folder with Scan More: Scan Progress

Building document (1 page)

Select option to continue
To continue scanning, click SCAN MORE.
To finish the scan job, click FINISH.
c To abort the scan job, click CANCEL.
6 To continue scanning, load the rest of the document into the document feeder or place the next page

on the exposure glass, and then press SCAN MORE.
Continue to scan more till you have finished scanning all the pages in the document.

8 Click FINISH.

The document is transferred to the server where it will be processed as per the Embedded Directive
instructions.

9 Click OK to return to the main screen on the device.
10 Wait a few minutes and check the recipient address or destination to confirm delivery.

If the document does not arrive at the recipient address or destination, troubleshoot the setup. Go to
Section 8: Troubleshooting.
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Section 8: Troubleshooting

This section includes:

Detecting workflow issues (8-1)

Troubleshooting the delivery mechanism (8-2)

Troubleshooting the message on the Omtool server (8-2)

Troubleshooting the web server (8-4)

Troubleshooting the multifunction device (8-4)

Troubleshooting installation error - files of type .properties or .xml are not loaded (8-4)
Troubleshooting reboot error after upgrading device firmware and installing Chailet (8-5)

Troubleshooting timeout when scanning a large number of pages (8-5)

Complete these procedures in the order they appear. If you cannot resolve the issue, contact Omtool. (Go to
Omtool support and sales on the inside front cover.)

Detecting workflow issues

After a document has been scanned on the device, the document should arrive at its destination momentarily but
can take up to several minutes when the server workload is high. If a document does not arrive at its destination
within a reasonable period of time, begin troubleshooting the environment. Omtool recommends troubleshooting
the workflow in reverse order because this is the easiest way to troubleshoot the setup on your own.

Figure 8-A Troubleshooting the workflow in reverse order

} m U
""""""""""" " [ b tg h:] =

Destination Delivery mechanism Omtool server Web server running Device
running AccuRoute Embedded AccuRoute
for Intelligent Devices

The easiest way to troubleshoot a workflow issue is to follow the document through the workflow in
reverse order. When a document does not arrive at its destination, troubleshooting starts with the
delivery mechanism such as the mail server or DMS application, and then continues to the Omtool
server, the web server, and the device.

To begin troubleshooting, go to Troubleshooting the delivery mechanism (8-2).
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Troubleshooting the delivery mechanism

When the Omtool server finishes processing a message, an outbound connector routes the message directly to its
destination or passes the message onto a delivery agent. If a delivery agent such as a mail server or DMS application
is involved in the delivery process, do some basic troubleshooting on the delivery agent. If the delivery agent is
functioning correctly, troubleshoot the message on the Omtool server. Continue to Troubleshooting the message
on the Omtool server.

Troubleshooting the message on the Omtool
server

There are two important questions that can be resolved when troubleshooting a message on the Omtool server:

. Was the message submitted to the Omtool server?

. Assuming the message was submitted to the Omtool server, what caused the delivery failure? The
state and status of the message, along with details in the message journal, provide some important
clues.

Start troubleshooting by trying to locate the message on the Omtool server.

To locate the message on the Omtool server:

| Start the Administrator.
2 Go to OMTOOL SERVER ADMINISTRATOR > [SERVERNAME] > MESSAGES.
3 Look for the message in the In Process queue:

Click IN PROCESS.
View ALL ITEMS.

Wi IItems submitted this week j

Items submitted today

Items submitted yesterday
Itemnsz submitted this week
Iterns submitted this month

c Sortall items by the date submitted.
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d Look for the message.

- Message found - View the message journal to determine the current state and status of the message.
Then monitor the components and confirm that the message is moving through the processing queues
on the Omtool server. If the Omtool server stops processing the message (for example, the message
seems to be stuck in a processing queue), restart all the Omtool services.

Recipient Properties ﬂ

Generall Attachmentsl Hecipientl Senderl Corfirmations Joumall

Date | Journal Entry

10/05/2005 093257 AM  Digpatch: Fax number normalized to +18038301
10/05/2005 093257 AM  Digpatch: Matched rule All fax numbers to Telco
10/05/2005 093257 AM  Dispatch: Processing action for rule "All fax num
10/05/2005 09:32:58 AM  Compose: Started

10/05/2005 09:32:58 AM  Composze: [localhost - localhost] Document=cert

- Message not found - Go to step 4 and look for the message in the History queue.
4 Look for the message in the History queue:
Click HISTORY.
View ALL ITEMS.

Wi IItems submitted this week j

Items submitted yesterday
Itemnsz submitted this week
Iterns submitted this month

Sort all items by the date submitted.

d Look for the message.

Message found - View the message journal to determine the cause of the failure.

Recipient Properties ﬂ

Generall Attachmentsl Hecipientl Senderl Confirmations Joumall

Date | Journal Entry
10/05/2005 093257 AM  Digpatch: Fax number normalized to +18038301

10/05/2005 03:32:57 AM
10/05/2005 03:32:57 AM
10/05/2005 03:32:58 AM
10/05/2005 03:32:58 AM
10/05/2005 03:33:07 AM
10/05/2005 03:33:20 AM
10/05/2005 03:33:21 AM

Dizpatch: Matched rule Al fax numbers to Telco
Dizpatch: Processing action for rule "4l fax num
Compoge: Started

Compose: [localhost - localhost) Document=cert
Compose: [localhost - localhost) Document=400
Composge: Completed

OmtaolConnector: Destination connectar failed b

10/05/2005 09:33:22 AM  Digpatch: Fax number normalized to +18038301
10/05/2005 09:33:22 AM  Digpatch: Routing complete

If the message failed, correct the issue and send the message again. Contact Omtool if you are unable
to resolve the issue. (Go to Omtool support and sales on the inside front cover.)

If the journal states that Omtool server delivered the message but it still has not arrived at its
destination, this indicates that the Omtool server transferred the message to the delivery agent
successfully. Do some advanced troubleshooting on the delivery agent to determine why the message
is not being delivered to its destination. Contact Omtool if you are unable to resolve the issue. (Go to
Omtool support and sales on the inside front cover.)

- Message not found - Continue to Troubleshooting the web server.
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Troubleshooting the web server

The Embedded AccuRoute for Intelligent Devices installation guide has instructions on troubleshooting the web
server. Go to Related documentation on |-8.

If you cannot identify any issues with the web server, troubleshoot the device. Continue to Troubleshooting the
multifunction device.

Troubleshooting the multifunction device

After troubleshooting all other components in the workflow, troubleshoot the device. Consult the HP
documentation.

Troubleshooting installation error - files of type
properties or .xml are not loaded

You are installing the Omtool Chailet to the device and get this error during the installation process.

Deviceloaderl) x|
\‘:) Device login Failed.
-

Click Abort to cancel installation,
Click Retry bo bry again For this device,
Click Ignare ko skip this device and continue installation.

Retry | Ignore |

This is happening because your web server running Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web
server extension) is installed on a Windows 2003 server and IIS v6.0 does not serve unknown MIME types.

The solution is to set the MIME type setting on your system to allow .properties and .xml extensions. For
instructions, see Setting the MIME Type Value (4-1)
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Troubleshooting reboot error after upgrading
device firmware and installing Chailet

After upgrading device firmware, you install Omtool Chailet on a device. When the device reboots at the end of the
install you get the following reboot error.

DevicelLoaderl A |
o
-

Click Abort ko cancel uninstallation.
Click Retry ta try again for this device,

Click Ignore b skip this device and continue uninstallation.

Rekry I Ignare I

The solution is to perform a full NVRM INIT

Note You must perform an NVRM INIT every time you upgrade your device firmware.

To perform a full NVRAM INIT:
| Switch the device off and then turn it on.
2 As soon as the device beings to count memory, press and hold 3 on the control panel.
When all the three status lights are on release the button.
Steps between 2 and 3 take approximately 10 seconds.
4 Press 9 on the control panel.
Press START.
The display reads the FULL NVRAM INIT.
6 Press 6 on the control panel. The display panel reads CONTINUING BOOT SEQUENCE.

Wait for the device to boot.

Troubleshooting timeout when scanning a large
number of pages

In order to scan a large of number of pages, you must configure the time out settings in the configuration xml file.
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To increase inactivity timeout setting
1 Navigate to the Scripts directory:

» If you have a AccuRoute v2.| server running, it is located in \PROGRAM FILES\COMMON
FILES\OMTOOL\WEBAPN\SCRIPTS

» If you have an AccuRoute v2.2 or later server running, it is located in \PROGRAM
FILES\OMTOOL\OMTOOL SERVER\ WEBAPI\OMTOOLWEBAPI\SCRIPTS

Open OmISAPIUHP.xml for editing.
Go to the <Timeout> node. By default it is set to 60 seconds.

Increase the time to 300 seconds.

vi A W N

Go to the <Pol1lForScanCount> node that is specified under the <ChaiOptions> node. By
default it is set to 10.

Increase the poll time to 40.
Save your changes.
Start World Wide Web Publishing service.

Restart the device (that is switch it off and then on).

NV 0O N o
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Appendix: Authentication options

This section includes:

Choosing an authentication method (9-1)
Omtool Authentication Agent (9-2)
Configuring User PIN Identification (9-4)
LDAP Authentication (9-6)

Choosing an authentication method

The Omtool chailet must be able to authenticate the device user when any of the following features are used:

. Personal Distributions
. MyAccuRoute
. MyAccuRoute with Scan More

Authentication can be using any one of the following methods
. Omtool Authentication Agent

. LDAP authentication

Omtool Authentication Agent require the e-mail address of the device user or a user PIN that identifies the user.
LDAP Authentication requires the user name and password of a user in the Active Directory global catalog or
Domino Directory.
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Omtool Authentication Agent

You set up Omtool Authentication Agent as the method of authentication at the time of installing Embedded
AccuRoute for HP Chai. Refer to Installation (3-1) for more information.

When you choose Omtool Authentication Agent, and the device user is prompted to log into the device, the user
can either enter an email address or a user PIN depending upon how you set up authentication.

Note

Note

E-mail

A default value can be set in the e-mail domain field during the installation of the Embedded AccuRoute for HP Chai software.
These two values are concatenated to form a complete e-mail address.

When you set up email as the authentication method, the Omtool chailet uses the e-mail address to
request information from the Omtool server, such as a list of the user’s personal distributions. When
the scan is submitted to the Omtool server as a message, the e-mail address is used to set the
property prOriginator. This property identifies the e-mail address of the message sender.

Only the e-mail address is required to identify the device user. This method is less secure than the
alternative but can be used effectively in environments where administrative assistants or proxies
assist with document distribution or in environments where strict security measures are not required.

User Pin Authentication

Device users can also use a User ID/PIN to access AccuRoute scanning capabilities from the device.
The User ID/PIN can consist of numeric or alpha numeric characters. When a user enters the ID/PIN,
it is validated against a field in the Active Directory maintained by his company or an xml file that is
maintained by the user or his department.

The AccuRoute server must be configured with the ability to perform an LDAP lookup to the Active Directory.

This method is more secure than using non-authenticated email. The Omtool Authentication Agent
uses the user PIN and password to initiate a lookup. The lookup validates the user and returns the
user’s data. Then the Omtool chailet uses the e-mail address to request information from the Omtool
server, such as a list of the user’s personal distributions. When the scan is submitted to the Omtool
server as a message, the user data is used to set the property prOriginator.

You set up Omtool Authentication Agent as you method of authentication at the time of installing
Embedded AccuRoute for HP Chai. Refer to Installation (3-1) for more information.
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Configuring Omtool Authentication Agent on the device

To configure Omtool Authentication Agent on the device:
1 Start the browser and go to the Embedded Web Server for the device.

The Embedded Web Server is the web-based management application for the HP device. It is located
at http://[device location]. The device location can be the IP address or host name of the device. (The
host name must be formatted as hostname:port. For more information, consult the HP
documentation.)

2 Log in to the Embedded Web Server. All options become available.

Go the SETTINGS tab and click AUTHENTICATION MANAGER.

% Authentication Manager
Aerts  Setthe Devies Functions that require users to suscessfully sign in before use, Each function can require a different Sian In
AutoSend Method
Seeuly
Authentication Manager
LDAP Authentication Sign In At Walk Up [Mone v
Kerberos Authentication
DepePN
Authentication Copy None 3
User PIN Authentication Send to E-mail None v
Ediit Other Links Send to Fax Mone 3
f:‘""“w Send to Folder Nons v
nguage Job Storags B
CEDCS Craate Stored Job :::: v
Sleep Schedule
e Dighal Sending Servics (DSS) Szcondary E-mail Nons -
= Dightal Sending Servics (DSS) Warkilow Nons -
. Public Distributions Nens -
Persanal Distributions Nens -
OtherLinks | Fax None ~
2P0 Routing Sheet MNong .
Routing Shest with Sean Mors Nonz v
MyAccuRouts Mone v
IMyAccuRouts with Sean More @
Soan to Folder [Nene ]
Soan to Folder with Scan Mors [Mone v
Ifa new Devise Function is installed, users need to suscessfully log in using this method before acssss is grantsd
Newly Installed Functions. [Mene v
4 Locate the following AccuRoute functions:

o  Personal Distributions
o MyAccuRoute
o MyAccuRoute with Scan More

The list shows the options that are installed with Embedded AccuRoute for HP Chai, so it can contain
all, some, or none of these functions.
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5 For each of the features listed above, click on the drop down menu.
6 Select OMTOOL AGENT as the authentication method for each scanning feature that requires user
login.
SomoweBeves - Aythentication Manager
Help
Mi Setthe Devize Functions that require users to successfully sign in before use. Each function can require adifferent Sign In Method. e
AutoSend
Securly
Authentication Manager Sign In At Walk Up [Nane v|
LDAP Authentication
—
Device PIN
Authentication Cepy Non= g
User PIN Authentication Send o E-mal None b
Eit Other Links Sendto Fax None v
Device Information Send o Foldar None v
Language Job Storage None v
Date & Time Create Stored Job None v
Sleep Schedule Digital Sending Servios (0S5) Secondary E-mail None T
Tray Sizes/Types Digital Sending Service (DSS) Warkflow None w
Home Screen Setup Fublic Distributions None v
Ferzonal Distributions Omtool Agent v
Fax None 3
jothe Finke Routing Sheet None 3
Routing Sheet with Scan More Nens 3
MyAceuRouts Omicol Agent v
MyAccuRoute with Sean Mors Omtool Agent v
Scanto Foldsr None b
Scan to Folder with Sean More None T
If a new Devise Function is installed, users need to suscsssfully log in using this methed befors asssas is grantsd.
Mewly Installed Funstions [Nene v
Click APPLY.
8 Restart the World Wide Web Publishing Service on the web server if the device was previously
running the Omtool chailet with a different authentication configuration.
9 Continue to Section 5: Required configuration on the server.

Configuring User PIN Identification

If you want to use User PIN Authentication, apply Patch 12895 after installing Embedded AccuRoute for HP Chai.
Patch 12895 is available as a separate download for purchase. For information on how purchase the patch, contact
Omtool sales.

Applying Patch 12895

To download patch 12895

| Go to http://www.omtool.com/support.
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2 Log in using your customer number issued by Omtool when you purchased Patch 12895.
Locate the patch in the DOWNLOADS AND DOCS section.
4 Download the patch and save it to a location on the system running the Embedded AccuRoute for

Intelligent Devices(Omtool ISAPI web server extension).

To apply the patch:
Copy the patch files to the following location:

» If you are running AccuRoute v2.2 or later, copy the patch files to:
C:\PROGRAM FILES\OMTOOL\OMTOOL SERVER\WEBAPI\OMTOOLWEBAPI\SCRIPTS

» If you are running AccuRoute v2.1, copy the patch files to:
C:\PROGRAM FILES\COMMON FILES\OMTOOL\WEBAPI\SCRIPTS

Configuring OmISAPIUHP.xml manually for User PIN
|dentification

Configure the OmISAPTIUHP.xml before device users can use the User PIN Identification feature.

To configure the omISAPIUHP.xml, follow these steps:
| Open OmMISAPIUHP.xml for editing.

» If you are running AccuRoute v2.2 or later, navigate to C:\PROGRAM
FiLES\oMTOOL\OMTOOL SERVER\WEBAPINOMTOOLWEBAPI\SCRIPTS\ and open the
xml file.

» If you have AccuRoute v2.1, navigate to C:\PROGRAM FILES\COMMON
FILES\WEBAPI\SCRIPTS\ and open the xml file.

2 Make the changes to each of the nodes following the instructions in the table.

Note To use User PIN Identification feature, the validation type set during Embedded AccuRoute for HP Chai
installation must be Active Directory. See Step 8 of Installing Embedded AccuRoute for HP Chai on a remote
web server (3-9)

Table I. Explanation for the xml nodes that must be configured for the User PIN Identification feature

XML Node Explanation

<Label 1> Enter an appropriate label for the user PIN Identification prompt. Examples are “Employee ID” or
“Employee PIN”.

Note: There is a character limit to the label value.

<Label 2> Enter an appropriate label for the password prompt, if necessary.

<UserIDMask> Enter the mask value that applies to the ID/PIN that device users will use.

The user ID/PIN entered by the device user is validated only if it matches the mask pattern. For example,
say a UserID mask is A[0-9][0-9]. In this example, all valid user ID should start with “A” followed by two

numeric digits. In this case if the device user enters an ID of A8, it would not be validated and the ID con-
tains too few digits.
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Table I. Explanation for the xml nodes that must be configured for the User PIN Identification feature

XML Node Explanation

<SearchBase> Enter the full domain name in the LDAP SEARCHBASE field.
For example, if your full domain name is test.mycompany.com, enter dc=test, dc=mycompany,dc=com

<AttributeName> Enter the actual attribute name that is defined in the Active Directory. If this attribute prompts for pass-
word, you must set <Label2> that contains the value for the password prompt.
Examples are employeelD, TimeKeeper ID.

3 After you finish making necessary change, save the file.

4 Restart the World Wide Web Publishing service.

LDAP Authentication

When you choose LDAP Authentication, the user is prompted to enter an e-mail username and password. The HP
Authentication Manager uses the login credentials to initiate a lookup. The lookup validates the user and returns the
user’s e-mail address. Then the Omtool chailet uses the e-mail address to request information from the Omtool
server, such as a list of the user’s personal distributions. When the scan is submitted to the Omtool server as a
message, the e-mail address is used to set the property prOriginator.

Both the e-mail username and password are required to identify the device user, and the credentials are validated via
LDAP authentication. This method provides increased security.

For information on configuring LDAP Authentication, consult HP documentation: http:/ftp.hp.com/pub/printers/
mfps/ews_help/help/en/help_LdapAuth2.html

The following figures represent an example of an LDAP Authentication configuration for Active Directory (Go to
Figure 9-A Example of an LDAP Authentication configuration for Active Directory on 9-7.) and the LDAP
Authentication settings qualified with Lotus Notes (Go to Figure 9-B LDAP Authentication configuration qualified
with Lotus Notes on 9-7.).
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Figure 9-A Example of an LDAP Authentication configuration for Active Directory

Information || Seftings o] Netwnl
Cogetedcs L DAP Authentication
MNets
AutoSend hccessing the LOWP Serer
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Smercolon MM | (4p Server [
LDAP Authentication
L e
Kerbares Authestication
PIN Authontic ation
T Credentiats
Davice Information & Use Denice User's Credernitials
Language Bind Prafc fen
Data & Tima o X
Thme Use LDAP Administrator's Credentials
LDAP Administrator's DN [
Password I

Searching the Database

Bind and search Rool

[ou=engineering cn=users,de=hp.de=com

Match the name emered
with thit LDWP attributi of

fen
Puetrienae the dendce uses's
emall address using atiribute of frrait

and nanmie using Wi adribute of JdisplayHame

LDAP Authentication binds to the LDAP server with the device user’s common name (CN). The search
is conducted within the root ou=engineering,cn=users,dc=hp,dc=com using the device user’s common
name (CN). The return value is the user’s e-mail address (mail) and name (displayName).

Figure 9-B LDAP Authentication configuration qualified with Lotus Notes

Information || Seftings Diigital Netwnl
Cogetedcs L DAP Authentication
Mlerts
sosens
Secwrty | 0ae Server Bind Method [Gomae =
Authentication
' MIHOT . LowP Sarver [Frwiams
LDAP futhentication
Part [
erberos Authentication
PPN withentication
T Credentials
Durvice Infionsmation Ui Dindcir Ligier's Grisdirtals
Lammage Bind Prafx [
Data & Tima N )
= Use LOAP Adminisirator's Credantials
LEWE Administrator's G [eresamintstrator
Password | vy
Bind and ssanch Root I
Match the narme endered
with the LDWP attribute of o
Fntriewe the dovice user's
wrmail address using atiibute of [
and name using e atribute of [m

LDAP Authentication binds to the LDAP server with an administrator’s common name (CN) and
password. The search is conducted using the specified administrator’s credentials. The return value is
the user’s e-mail address (mail) and name (CN).
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