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Section |: Introduction

This guide contains instructions on deploying Embedded AccuRoute for HP OXP to multifunction devices running
OXP SDK v1.4.2. It is written for systems administrators with detailed knowledge of the Omtool server and the HP

device.
This section includes:
Embedded AccuRoute for HP OXP (I-1)

Main components of the environment (1-3)

Installation components (1-4)

Document workflows (1-5)

Deployment summary (1-7)

Related documentation (1-8)

Embedded AccuRoute for HP OXP

Embedded AccuRoute for HP OXP brings the versatile document routing capabilities of AccuRoute® to supported
HP devices running OXP SDK v1.4.2. These capabilities are founded on Omtool’s Embedded Directive technology.

Embedded AccuRoute for HP OXP runs on OXP (Open Extensibility platform), an ASP.NET layer sitting between
the HP device and the AccuRoute server. It communicates between the OXP SDK v1.4.2 installed on the HP device
and the AccuRoute server via the Embedded AccuRoute for Intelligent devices application.

In the main menu, Embedded AccuRoute for HP OXP presents the device user with several AccuRoute scanning

features.

Figure I-A AccuRoute scanning features on the HP device running Embedded AccuRoute for HP
oxXpP
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The display panel on the HP device shows AccuRoute scanning features.
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Each feature has a unique function that is detailed in the following table. (To see how each feature works on the
device, go to Section 6: Testing. This section shows a complete screen sequence for each feature.)

Table I-A AccuRoute scanning features in Embedded AccuRoute for HP OXP

Feature

Public
Distributions

Description

The user selects Public Distributions and then No
selects a public distribution option, or Embedded
Directive. The device scans and delivers the

document to the AccuRoute server via HTTP /

HTTPs protocol. The server decodes the

Embedded Directives and distributes the document

to the intended recipient.

Login required

Notes

Public distribution options are
associated with a special user account
that is set up for this purpose.

Personal
Distributions

The user selects Personal Distributions, logs in to Yes
the device, and selects a personal distribution

option, or Embedded Directive. The device scans

and delivers the document to the AccuRoute server

via HTTP / HTTPs protocol. The server decodes

the Embedded Directives and distributes the

document to the intended recipient.

MyAccuRoute

The user selects MyAccuRoute and logs in to the Yes
device. The device scans and delivers the document

to the AccuRoute server (via FHTTP / HTTPs

protocol) where it is processed using the device

user’s personal MyAccuRoute directive and

distributed to the intended recipients. Or the

scanned document is emailed to the sender (the

default).

MyAccuRoute
with Scan More

This special MyAccuRoute option accommodates
users who scan multi-page documents from the
exposure glass or scan documents that are larger
than the capacity of the automatic document feeder.

MyAccuRoute is an advanced feature of
AccuRoute Desktop. It enables the
server to process all AccuRoute
messages from the same user with the
same Embedded Directive. For more
information on this feature, consult the
AccuRoute Desktop installation guide.
Go to Related documentation on |-8.

Routing Sheet

The user selects Routing Sheet. The device scans No
and delivers the document to the AccuRoute server

via HTTP / HTTPs protocol. The AccuRoute server

then decodes the Embedded Directive and

distributes the document to the intended

recipients.

Routing Sheet
with Scan More

This special Routing Sheet option accommodates
users who scan multi-page documents from the
exposure glass or scan documents that are larger
than the capacity of the automatic document feeder.

Scan to Folder

The device scans and delivers the document to the No
AccuRoute folder via HTTP / HTTPs protocol. The
AccuRoute server picks up the scanned document

from the network folder, processes it and delivers it

to the intended folder.

Scan to Folder
with Scan More

This special Scan to Folder option accommodates
users who scan multi-page documents from the
exposure glass or scan documents that are larger
than the capacity of the automatic document feeder.
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Table 1-A AccuRoute scanning features in Embedded AccuRoute for HP OXP

Feature Description Login required Notes

Fax This option allows the user to do a walk-up fax. The ~ No
user enters the fax number and can additionally add
a cover page to fax. The device scans and delivers
the document to the AccuRoute server via HTTP /
HTTPs protocol. The AccuRoute server sends the
fax to the intended recipients.

Main components of the environment

The Embedded AccuRoute for HP OXP environment consists of the four components listed below.
. AccuRoute server - AccuRoute v2.2 or later

The AccuRoute server is the main back end server processing and routing documents. For instructions
on installing AccuRoute server, consult the installation guide. See Related documentation (1-8) for
links to the server installation guide.

. Web server - The following must be installed:
» Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension)

This is an ISAPI layer providing communication between the AccuRoute server and the intelligent
device.

Note AccuRoute v2.2/v2.3 installs the AccuRoute Intelligent Device Client v2.1.1 as part of the server install. No separate installation
is required.
You can use the same system for the AccuRoute server and the web server.

. Embedded AccuRoute for HP OXP- The instructions for installing Embedded AccuRoute for HP
OXP are in this guide.

. HP Device - For a list of supported devices with minimum firmware requirements, go to Supported
devices (2-1)
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Installation components

The Embedded AccuRoute for HP setup includes multiple components that are detailed in the following table.

Table 1-B Description of installation components with locations and functions

Component Location Function

Embedded AccuRoute network folder where you downloaded the setup files. The setup contains the setup.exe file. Use this file to
for HP OXP install the Embedded AccuRoute for HP OXP.
Embedded AccuRoute ...\Program This XML file is installed in system running the

for HP OXP Files\omtool\HPOXP\Configuration\configuration.xml Embedded AccuRoute for HP OXP.

Configuration file
This file supplies the configuration data to the
device. It is configured automatically by the setup.
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Document workflows

The workflow that moves a document from the device to its final destination involves the user, the device, the
Embedded AccuRoute for HP OXP, Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server
extension), and the Omtool server. An understanding of this workflow can be helpful in troubleshooting an
Embedded AccuRoute integration.

In its most basic workflow, when a device user scans a document, the device submits the document to Embedded
AccuRoute for HP OXP via HTTP / HTTPs protocol. The Embedded AccuRoute for HP OXP then routes the
document to the AccuRoute server via HTTP / HTTPs protocol. The Dispatch components applies rules to the
message and AccuRoute server processes the message and routes them to the intended recipients.

The following workflow applies to the features Fax, Routing Sheet, Routing Sheet with Scan More, Scan to Folder,
Scan to Folder with Scan More, MyAccuRoute and MyAccuRoute with Scan More.

Important For MyAccuRoute and MyAccuRoute with Scan More features, the device user must authenticate himself at the device using
the configured authentication type. See Configuring authentication (4-10) for more information on authentication.

Figure 1-B Workflow for Fax, Routing Sheet, Routing Sheet with Scan More, Scan to Folder, Scan to
Folder with Scan More, MyAccuRoute and MyAccuRoute with Scan More

Scanned document is sent
from the device to

Embedded AccuRoute for
HP OXP via HTTP/HTTPs

(B

Embedded AccuRoute for
HP OXP

Nl Is
L]

Scanned documentis .=
sentfo the Embedded .7
AccuRoute for Intelligent ~ __.-*"

devices via HTTP/HTTPs __.-=""

Scanned document is sent to
the AccuRoute server where
s D it is processed and routed to
O D . the intended recipient.

Zmbedded AccuRoute for Intelligent T
Jevices (Omtool ISAP| web server ..

sxtension) running on the web server Tl Windows 2003

Q
X server

Dispatch -L
component [

A- The user selects an AccuRoute scanning feature and scans a document. B -The device delivers the
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server. D - The Dispatch component applies rules to the message, and the server processes the
message accordingly.

For Public and Personal Distributions when a user begins a scan session, the device requests the Embedded
AccuRoute for HP OXP to retrieve Embedded Directives.

Note For Personal Distributions, the device user must authenticate himself at the device using the configured authentication type. See

Configuring authentication (4-10) for more information on authentication.

The Embedded AccuRoute for HP OXP then submits a request to Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI web server extension) which retrieves the data from the Omtool server and supplies it to the

Embedded AccuRoute for HP OXP. As soon as the Embedded AccuRoute for HP OXP returns the data to the device,
the basic workflow resumes.

Figure I-C Workflow for Personal Distributions and Public Distributions
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scans document. B - Device delivers the document to the Embedded AccuRoute for HP OXP via HTTP
or HTTPs protocol. C- Embedded AccuRoute for HP OXP sends the document to Embedded
AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) via HTTP/HTTPs protocol
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which in turn routes the document to the AccuRoute server. D - The Dispatch component applies rules
to the message, and the server processes the message accordingly.

Deployment summary

To deploy Embedded AccuRoute for HP OXP:

1 Complete the installation requirements. (Section 2: Requirements)

Note If you are planning to use HTTPs protocol, you must create a CA certificate before installing Embedded AccuRoute for HP OXP.
2 Install Embedded AccuRoute for HP OXP on the web server. (Section 3: Installation)

3 Configure the embedded web server of the device. (Section 4: Required configuration)

4 Configure the Omtool server. (Section 5: Required configuration on the server)

5 Configure optional capabilities. (Section 8: Optional configuration)

6 Test the AccuRoute scanning features on the device. (Section 6: Testing)

7 Troubleshoot the setup if necessary. (Section 7: Troubleshooting)
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Custom configuration

By default, Embedded AccuRoute for HP OXP supports one Embedded AccuRoute for HP OXP configuration. You
can modify or customize it to support multiple configurations.

Modifying the default configuration

The default configuration is created by the Embedded AccuRoute for HP setup.

To change the default configuration after Embedded AccuRoute for HP OXP has been
deployed, reinstall Embedded AccuRoute for HP OXP:

| Remove Embedded AccuRoute for HP OXP from the web server. (Go to Uninstalling Embedded
AccuRoute for HP OXP on 3-6.)

2 Run the Embedded AccuRoute for HP setup again using the desired values. (Go to Section 3:
Installation.)

3 Configure the device. (Go to Section 4: Required configuration.)

Customizing Embedded AccuRoute for HP OXP

Embedded AccuRoute for HP OXP can be customized to:
. Run a unique configuration on each device or groups of devices.

Groups can be set up with assistance from Omtool consulting services. To set up groups, contact
Omtool sales.

. Use custom values for button names and icons, the number of Embedded Directives displayed on the
device.
. Override native settings on the device.

For information and ideas on how you can customize Embedded AccuRoute for HP OXP, contact omtool sales.

Related documentation

AccuRoute server documentation

. AccuRoute v2.3 server installation guide - http://www.omtool.com/documentation/AccuRoute/
v23/Server/AccuRouteV23ServerinstallConfigureGuide.pdf

. AccuRoute v2.2 server installation guide - http://www.omtool.com/documentation/accuroute/
v22/accurouteserver/accuroutev22serverinstallguide.pdf
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For information on how to manage your AccuRoute servers, consult the following manual.

o Administrator help - http://www.omtool.com/documentation/omtoolserver/v35/admin/

AccuRoute Desktop documentation

. AccuRoute Desktop installation guide - http://www.omtool.com/documentation/accuroute/v22/
accuroutedesktop/accuroutedesktopV22installguide.pdf

. AccuRoute Desktop user guide - http://www.omtool.com/documentation/accuroute/v22/
accuroutedesktop/accuroutedesktopv22userguide.pdf

Web Client documentation

. Omtool Web Client installation guide (relevant for AccuRoute v2.3 only) - http://
www.omtool.com/documentation/omtoolserver/v22/webclient/omtoolwebclientinstallguide.pdf

. AccuRoute Web Client installation guide (relevant for AccuRoute v2.3 only) - http://
www.omtool.com/documentation/AccuRoute/v23/AccuRouteWebClient/

AccuRouteWebClientV20InstallConfigurationGuide.pdf

Embedded AccuRoute for Intelligent Devices documentation

AccuRoute v2.2/v2.3 installs the AccuRoute Intelligent Device Client v2.1.1 as part of the server install.
For information on the intelligent client, consult the AccuRoute server installation guide (see
AccuRoute server documentation.)

Embedded AccuRoute for HP OXP documentation

The following quick start guide is designed to be posted near the device, distributed to device users,
and published on your organization’s intranet:

http://www.omtool.com/documentation/accuroutedeviceintegration/HPOXP/
EmbeddedAccuRouteforHPOXPV | QuickStartGuide.pdf

The quick start guide contains instructions for the following features.

. Using the Public Distributions feature

. Using the Personal Distributions feature

. Using the Fax feature

. Using the MyAccuRoute feature

. Using the MyAccuRoute with Scan More feature
. Using the Routing Sheet feature

. Using the Routing Sheet with Scan More feature
. Using the Scan to Folder feature

. Using the Scan to Folder with Scan More feature
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Section 2: Requirements

This section includes:

Supported devices (2-1)

Server requirements (2-3)

Installation requirements (2-3)

Requirements for HTTPs protocol communication (2-4)

Deployment requirements (2-4)

Supported devices

The following table lists the HP devices that were tested in the Omtool laboratory to qualify Embedded AccuRoute
for HP OXP v1.3 for OXP SDK vI.4.2. For each device, the device firmware versions used are listed as well.

Table 2-A Embedded AccuRoute for HP OXP v1.3 for OXP SDK v1.4.2 device firmware matrix

Device group Device model Firmware version
Group 10 HP Laser]et 4730 mfp 46.211.2
Group 20 HP Laser]et M4345 48.081.2
Group 30 HP Color Laserjet CM8060 75.020.0
Group 40 HP Color Laserjet CM6040 52.031.1
Group 50 HP Color Laserjet CM3530 53.011.2

Omtool qualified Embedded AccuRoute for HP OXP in the following configurations.

Group 10 devices

. HP Laser]et 4345 mfp series with minimum firmware version 9.091.4

. HP Laser]et 4730 mfp series with minimum firmware version 46.211.2

. HP Laser]et 9040/9050 mfp series with minimum firmware version 8.091.3
. HP Digital Sender 9200c with minimum firmware version 9.091.4

o HP Color Laserjet 9500 mfp with minimum firmware version 8.091.3
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Memory requirements
All Group 10 devices need additional RAM (beyond their base configuration) in order to install the HP OXPd .jar file.

Here is a list of devices and their memory requirements.

o HP Laser]et 4345 mfp series - 384 MB
. HP Laser]et 4730 mfp series - 384 MB
. HP Laser]et 9040/9050 mfp series - 384 MB
. HP Digital Sender 9200c - 384 MB
. HP Color Laser]et 9500 mfp - 512 MB
Group 20 devices
o HP LaserJet M3035 mfp with minimum firmware version 48.041.3
o HP LaserJet M4345 mfp with minimum firmware version 48.081.2
. HP LaserJet M5035 mfp with minimum firmware version 48.081.2
. HP Color LaserJet CM4730 mfp with minimum firmware version 50.021.4
. HP Digital Sender 9250c series with minimum firmware version 48.051.7
Group 30 devices
o HP Color Laserjet CM8050 mfp with minimum firmware version 75.020.0
. HP Color LaserJet CM8060 mfp with minimum firmware version 75.020.0
Note By default, Group 30 devices have the OXP SDK loaded on them. Therefore, if you are using a Group 30 device, no separate

download and install of the OXP SDK is necessary.

Group 40 devices
. HP Color LaserJet CM6030 mfp with minimum firmware version 51.021.5
. HP Color LaserJet CM6040 mfp with minimum firmware version 52.031.1
Note Omtool Authentication Agent is not supported for Group 40 devices.

Group 50 devices
. HP Color LaserJet CM3530 mfp with minimum firmware version 53.011.2

Omtool supports Embedded AccuRoute for HP OXP on all devices listed in this section. Consult HP to determine
compatible firmware versions for supported devices.

Note All LaserJet models listed here are part of the “mfp series”. Other LaserJet models that are part of the “printer series” do not
have the scanning capabilities required to support Embedded AccuRoute for HP.
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Server requirements

Embedded AccuRoute for HP OXP requires:

a AccuRoute v2.2 or later (must be fax-enabled to support fax-based features)
a web server running Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension)
Note Since AccuRoute v2.2/v2.3 installs the AccuRoute Intelligent Device Client v2.1.1 as part of the server install, no separate

AccuRoute Intelligent Device Client install is required.

a Patch 12154 (for AccuRoute v2.2 only) - You must install this patch before you can configure or use
prompts. For installation instructions, see Installing patch 12154 (8-4)

Important  This patch is not needed if you are using AccuRoute v2.3

a ASP.NET 2.0

a Microsoft Visual C++ 2005 redistributable package available in http://www.omtool.com/documentation/
accuroute/v22/accuroutedesktop/accuroutedesktopV22installguide.pdf

Note about requirements for User PIN Identification feature

For information on how to configure and use this feature, contact Customer Service using any of the following
methods:

. Phone: 888-303-8098 (toll-free in the US)
. Fax: 978-659-1301

. E-mail: customerservice@omtool.com or support@omtool.com

Installation requirements

The installation procedure requires:
a Unique e-mail address for the Public Distributions feature

) Filescan connector for the Scan to Folder and Scan to Folder with Scan More features
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Note

When Embedded AccuRoute for HP OXP is installed without the Scan to Folder or Scan to Folder with Scan More options, this
requirement does not apply.

Requirements for HT TPs protocol communication

In order to use HTTPs protocol communication when sending documents from the device to the Accuroute server,
you must create a CA Certificate using Microsoft Certificate Services and enable SSL. You must create this certificate
before installing Embedded AccuRoute for HP OXP. For instructions on how to create the certificate and enable SSL,
see Setting up a CA Certificate using Microsoft Certificate Services and enable SSL (9-1)

Deployment requirements

Additional requirements for deployment:

a

Public Distributions feature - The user account associated with this feature must be able to create
Embedded Directives. This requires access to AccuRoute Desktop v2.2.2(or later) or to the Omtool
Web Client (where the user can create the Embedded Directives and Routing Sheets).

Personal Distributions feature - The device user must be able to create Embedded Directives. This
requires access to AccuRoute Desktop v2.2.2(or later) or to the Omtool Web Client (where the user
can create the Embedded Directives and Routing Sheets).

MyAccuRoute and MyAccuRoute with Scan More features - This requires access to AccuRoute
Desktop v2.2.2 or later (where the user can create the Embedded Directives and Routing Sheets).
Additionally, MyAccuRoute must be configured in AccuRoute Desktop and on the server. For
information, consult the AccuRoute Desktop installation guide. Go to Related documentation on 1-8.

Routing Sheet and Routing Sheet with Scan More features - The device user must be able to
generate Routing Sheets. This requires access to AccuRoute Desktop v2.2.2(or later) or to the Omtool
Web Client (where the user can create the Routing Sheets).

Scan to Folder and Scan to Folder with Scan More features - There are no special deployment
requirements for this feature.

Fax features - There are no special deployment requirements for this feature.
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Section 3: Installation

This section includes:
Downloading Embedded AccuRoute for HP OXP (3-1)
Installing Embedded AccuRoute for HP OXP (3-1)

Installing Embedded AccuRoute for HP OXP on a remote system (3-5)
Uninstalling Embedded AccuRoute for HP OXP (3-6)

Complete these procedures in the order they appear.

Downloading Embedded AccuRoute for HP OXP

To download Embedded AccuRoute for HP setup

| Go to http://www.omtool.com/support.

2 Log in using your customer number.

3 Locate the module in the DOWNLOADS & DOCS section.
4 Download the module and save it to a local drive.

5 Extract the files to a location on your AccuRoute server.
6 Continue to Installing Embedded AccuRoute for HP OXP.

Installing Embedded AccuRoute for HP OXP

To install Embedded AccuRoute for HP OXP:

| Logon to the system running the AccuRoute server using an account that belongs to the local
Administrators group.

2 Navigate to the folder where you saved the setup files and run SETUP.EXE.
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The InstallShield wizard opens and configures your system for installation and shows the Welcome
message.

i Embedded AccuRoute for HP OXP - InstallShield Wizard =

Welcome to the InstallShield Wizard for
Embedded AccuRoute for HP DXP

The InstallshieldiR) Wizard will install Embedded AccuRoute for
HP O¥P on your computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties,

Cancel |

= Back

3 Click NEXT. The HP OXP Configuration page opens.

Embedded AccuRoute for HP DXP Configuration

t

Specify the configuration information to use For this installation,

Enter the Following configuration information:

AccuRoute Server: |ServerA

Email Address: | janef@yourcompany .com {Used for notifications of scan Failures)

Select the communication method ko the AccuRouke Server:

“ HTTP
& HTTPS { Requires II5 to have proper 551 certificate installed )

InistallShield
< Back | [ext = Cancel

4 Enter the configuration information.
AccuRoute Server - Enter the server name or its IP address.

Email Address - Enter the email address of the person who should be notified in case of a job failure.
Usually this is the server administrator.

c Select the communication method to the AccuRoute server - Select either HTTP (the
default) or HTTPs as the communication method.

Important  If you select HTTPs, you must create and enable the proper SSL certificate. For instructions, see Setting up a CA Certificate
using Microsoft Certificate Services and enable SSL (9-1).
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5 Click NEXT. The Product Options page opens.

Product Options

Specify the configuration information to use For this installation,

|+ Public Distributions Email: Iadministrator@ YOUFCOMPENTY Com
¥ Personal Distributions

V' My AccuRoute

[V My AccuRoute with 'Scan More'

¥ Routing Shest

V¥ Routing Sheet with 'Scan Mare'"

[V 5can to Folder

[V scan to Folder with 'Scan More

v Eax
InistallShield
< Back I [ext = I Cancel
6 Select the options for installation.

If you select the Public Distributions option, you must specify an email address. All Embedded
Directives for this user that are marked published public are listed under Public Distribution options. If
you do not specify the email address, InstallShield Wizard will not let you progress with the
installation.

7 Click NEXT. The Ready to Install the Program page opens.

i'é‘- Embedded AccuRoute for HP OXP - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

InistallShield

Cancel |

< Back

8 Click INSTALL to begin installation. The setup installs Embedded AccuRoute for HP OXP.
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A progress window shows the status of the installation along with the specific components that are
being installed.

i Embedded AccuRoute for HP DXP - InstallShield Wizard o =] 5|
Installing Embedded AccuRoute for HP DXP

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Embedded AccuRoute For
HP OXP. This may take several minutes.

Skatus:

Copying new Files

Installshield

cpc | e b Cancel

When installation is complete, the InstallShield Wizard shows a message indicating that the installation
is complete.

i:!‘ Embedded AccuRoute for HP DXP - InstallShield Wizard il

Installshield wizard Completed

The InstallShield Wizard has successfully installed Embedded
AccuRoute For HP OXP, Click Finish ta exit the wizard,

= Back Cance]

9 Click FINISH.
10 Continue to Required configuration (4-1).
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Installing Embedded AccuRoute for HP OXP on a
remote system

To install Embedded AccuRoute for HP OXP on a remote system:

| Logon to the system where you want to install Embedded AccuRoute for HP OXP using an account
that belongs to the local Administrators group.

Note The system must be running Windows 2003 and must have Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web
server extension) installed.

2 Navigate to the folder where you saved the setup files and run SETUP.EXE.
where the IP Address is the IP address on the AccuRoute server.
3 Run SETUP.EXE.

The InstallShield wizard opens and configures your system for installation and shows the Welcome
message.

i'-‘%' Embedded AccuRoute for HP DXP - InstallShield Wizard LI

Welcome to the InstallShield Wizard for
Embedded AccuRoute for HP DXP

The InstallshieldiR) Wizard will install Embedded AccuRoute for
HP O¥P on your computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties,

= Back Cancel |
4 Follow the instructions in |nstalling Embedded AccuRoute for HP OXP (3-1) to complete the remote
installation.
5 Continue to Required DCOM permissions (3-5)

Required DCOM permissions

When you install Embedded AccuRoute for HP OXP on a remote system, you must configure the following DCOM
permissions on the AccuRoute server. Without this configuration, the AccuRoute server cannot communicate with
the remote clients.
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To configure DCOM permissions:

Logon to the AccuRoute server using an account that belongs to the local Administrators group.
Click START > RUN.

Enter dcomcnfg. Press OK.

The Component Services console opens.

Expand COMPONENT SERVICES > COMPUTERS > MYCOMPUTER.

Select PROPERTIES to open the Properties page.

Click COM SECURITY.

Under Access Permissions, click EDIT DEFAULT.

Add Anonymous_Logon to the list of users and give him full permissions.
In the left pane, expand DCOM CONFIG.

Browse down to find the application OmGFAPIServer.

Right click the application and select PROPERTIES from the drop down menu.
The Properties page opens.

Click SECURITY to open the Security page.

For all three levels Launch and activation permissions, Access Permissions and
Configuration Permissions, click EDIT.

Add Anonymous_Logon to the list of users and give him full permissions.

Uninstalling Embedded AccuRoute for HP OXP

To uninstall Embedded AccuRoute for HP OXP:

Go to the CONTROL PANEL and start ADD OR REMOVE PROGRAMS.

Select EMBEDDED ACCUROUTE FOR HP OXP and click CHANGE/REMOVE.
You are prompted to confirm that you want to uninstall the software.

Add or Remove Programs =]
9

E.J Are you sure you wank ko remove Embedded AccuRoute For HP OXP From your computer?

Click YEs.

Embedded AccuRoute for HP OXP is uninstalled from your system. A progress indicator shows the
status of the uninstallation.
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Section 4: Required configuration

This section includes:
Enabling ASPNET (4-1)
Downloading OXP SDK v1.4.2 (4-1)
Installing the HP OXPd .jar file (4-2)

Configurations on the embedded web server (EWS) of the device (4-7)

Configuring authentication (4-10)

Enabling ASP.NET

You must allow ASP.NET in order to view “.asp” pages. By default, the ASP.NET is prohibited.

To allow ASP.NET

| Click START > ADMINISTRATIVE TOOLS > INTERNET INFORMATION SERVICES (11S) MANAGER
2 In the left pane of the IIS Manager, expand the local computer and click on Web Service
Extensions.

The Web Service Extensions page opens listing all web service extensions, including ASP.NET.
3 Select ASP.NET.
4 Click ALLOW.

Downloading OXP SDK vl .4.2

Use the following procedure to download the HP OXPd v1.4.2.0.jar file from the Omtool website and copy the jar
file to the appropriate location on the system running the Embedded AccuRoute for HP OXP client.

Important By default, Group 30 devices have the OXP SDK loaded on them. Therefore, if you are using a Group 30 device, you do not
need to download and install OXP SDK v1.4.2. To determine if your device belongs to Group 30 or not, check Supported
devices (2-1).

To download OXP SDK v1i.4.2:
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In the system where you installed Embedded AccuRoute for HP OXP v1.3, browse to C:\PROGRAM
FILES\OMTOOL\HPOXP\SDK.

Create a folder and name it using the convention below:

» If you have a group 10 device. name it Group 10.

» If you have a group 20 device, name it Group 20.

» If you have a group 40 device name it Group 40.

» If you have a group 50 device name it Group 50.

Open Internet Explorer and go to http://www.omtool.com and click SUPPORT > SUPPORT LOGIN.
Login using your customer number.

On the navigation pane on the left, click SUPPORT OPTIONS > DOWNLOADS & Docs.

Expand the AccuRoute drop down menu and under Updates locate the HP OXP v1.4.2 jar file
(1.4.2.0.7jar) with the Group associated with your device.

Click the download link to begin the download.
A Winzip file containing the jar file, an xml file and a text file opens.

Extract and save the files in the folder you created.

Installing the HP OXPd jar file

Use the instructions in this section to install HP OXPd 1.4.2 jar file on the HP devices.

This file provides the platform for communication between the Embedded AccuRoute for HP OXP and the device.
The OXPd .jar file can be installed using HP Web JetAdmin or the Package Loader.

Important By default, Group 30 devices have the OXP SDK loaded on them. Therefore, if you are using a Group 30 device, you do not

need to download and install OXP SDK v1.4.2. To determine if your device belongs to Group 30 or not, check Supported
devices (2-1).

Installing the OXPd .jar file using HP Web JetAdmin

For instructions on how to use the install the OXPd .jar file using HP Web JetAdmin, consult HP documentation.

Installing the OXPd .jar file using the Package Loader

To install the OXPd .jar file using the Package Loader:
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Important

Section 4: Required configuration

Logon to the system where you installed Embedded AccuRoute for HP OXP.

Open a web browser and enter the IP address of the device.

Click LOG IN and login to the device using the device administrator name and password.

Modify the URL to http://[Device_IP_Address]/hp/device/this.loader. The Package Loader

page opens.

= Package Loader - Windows Internet Explorer

Q ) v | @) btp:fi172.16,48. 155 hpjdevice this.loader w4 %

v |@PackageLoadar | -8 h ~ |iJrPage ~ {(} Tools - ”
-~
Package Loader
Install New Package
Enter Package URL:
(Example: http://mvhost80/repository/myPackage.jar)
[ Load Package Now ][ CLEAR |
Enter Package File:
Load Package Now ][ CLEAR |
v
Dane & Internet # 100% <

Click BROWSE beside Enter Package File text box.

Navigate to the system where you installed the Embedded AccuRoute for HP OXP software.

Go to C:\PROGRAM FILES\OMTOOL\HPOXP\SDK.

Select the jar file.

» If you have a group 10 device go to the Group 10 folder. Select the hp-ext-10-oxpd.|.4.2.0.jar

file.

» If you have a group 20 device, go to the Group 20 folder. Select the hp-ext-20-oxpd.1.4.2.0.jar

file.

» If you have a group 40 device go to the Group 40 folder. Select the hp-ext-40-oxpd.1.4.2.0.jar

file.

» If you have a group 50 device go to the Group 50 folder. Select the hp-ext-50-oxpd.|.4.2.0.jar
file.

Click OPEN.

Click LOAD PACKAGE Now.

When installation is complete, you see a success message.

Wait for the device to reboot before you do any further configuration.

Continue to Configurations on the embedded web server (EWS) of the device.
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Important If you are using a Group 50 device, you must modify the configuration.xml file before configuring the embedded web server

(EWS) of the device. For configuration instructions, Modifying the configuration.xml file for Group 50 devices (4-4)

Modifying the configuration.xml file for Group 50 devices

10
1
12

Example: A

To update the configuration file for Group 50 devices:

Login to the device where you installed Embedded AccuRoute for HP using an account that belongs to
the Administrator's group.

Navigate to C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION folder.
Open the Configuration.xml for editing.
Go to the <Groups> node and add the following information.
<Group name="Group50">
<Device communitystring="public" />
</Group>
Create a <Group50> node under <Configurations> node.

Copy the entire <Group20> node i.e. all the lines from <Group20> to </Group20> under
<Configurations> node]:

Replace Group20 with Group50 as shown in Continue to Example: A..

Create a <Group50> node under <FeatureSets> node i.e. all the lines from <Group20> to </
Group20> under <FeatureSets> node.

Replace Group20 with Group50 as shown in Continue to Example B.
Save your changes.

Open Configuration.xml in a web browser to confirm XML format.
Restart World Wide Publishing Service.

<?xml version="1.0" encoding="utf-8" ?>
<Omtool version = "1.0">
<Configurations>

<Default>

</Default>
<Group50>
<WebAPI>
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</WebAPI>
<AutomaticLogOut>0</AutomaticLogOut>

<Diagnostics>

</Diagnostics>
<Identity>Default</Identity>
<DeviceSettings>HPCHAI</DeviceSettings>
<Features>

<Feature>Group50</Feature>

</Features>

</Group50>

<Group20>

</ Group20>
<GrouplO0>

</ GrouplO>

</Configurations>

</Omtool>

Example B

<?xml version="1.0" encoding="utf-8" ?>
<Omtool version = "1.0">
<Configurations>

</Configuration>
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< FeatureSets>

<Default>

</Default>
<Groupb50>

<Feature id="Group" type="GroupED" enabled="true">

</Feature>

<Feature id="FolderScanMore" type="ScanToDataProvider"
enabled="false"> ...

</Feature>

</Group50>

<Group20>

</ Group20>
<GrouplO0>

</ GrouplO>

</ FeatureSets>

</Omtool>
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Configurations on the embedded web server
(EWS) of the device

This section includes:

Modifying the OXPd Workflow (4-7)

Loading the AccuRoute buttons using force update option (4-9)

Modifying the Email Server setup (4-9)

If you are modifying a Group 50 device, you must modify the configuration.xml file before you configure the
embedded web server (EVVS) of the device. For configuration instructions, see Continue to Modifying the
configuration.xml file for Group 50 devices.

Modifying the OXPd Workflow

Modify the OXPd Workflow page and set the URL for the Embedded AccuRoute for HP OXP and the polling interval.

When you set the polling interval, the device connects to the system running the Embedded AccuRoute for HP OXP
and retrieve the configuration data of the main AccuRoute page at regular interval. For more information on OXPd
Workflow, consult the HP device manual.

To modify the OXPd Workflow:
| Open a web browser and enter the IP address of the device.
2 Click LOG IN and login to the device using the device administrator name and password.

Open the Digital Sending page.
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4 Select OXPD:WORKFLOW to open the OXPD:WORKFLOW page.
OXPd:Workflow
1320
Current File
File Version:
Load OXPd:Workflow File F—

Upload Configuration Now |

URL Polling Senvice
To connectto a workflow senvice installed on a network server, enter one or more URLS below. Atthe Polling interval, this device will connectto the specified servers and

retrieve workflow configuration data.

Refer to the documentation provided with the server software for information about the Server URL, Palling interval and server software setup.

Palling Interval 10060 minutes

URL#1: [Iiios:1172.16.48.16010mta0lDXPWebARp/OMmiaalDXPHomeScreen.2
URL#2: |

URL#3: I
URL#4: I

Apply URL Palling Senvice Settings

The currently loaded workflow configuration data file versions are listed below:

5 Make appropriate modifications in the OXPd:Workflow page.

a Under the URL Polling Services, enter the following URL in the URL #I text box:

For HTTP protocol communication:

http://[IPAddress] /OmtoolDXPWebApp/OmtoolDXPHomeScreen.aspx?Group=
[DeviceGroup]

For HTTPs protocol communication:

https://[IPAddress] /OmtoolDXPWebApp/OmtoolDXPHomeScreen.aspx?Group=
[DeviceGroup]

Use the following convention when entering the URL value:

>

[IPAddress] is the IP address of the AccuRoute server where the Embedded AccuRoute for
HP OXP is installed.

[DeviceGroup] is the group to which the device belongs to. If your device is a group 10
device, enter “Groupl0”. If your device is a group 20 device, enter “Group?20. If your device is a
group 30 device, enter “Group30”. If your device is a group 40 device, enter “Group40”. If your
device is a group 50 device, enter “Group50”.

For example, the URL value for a group 20 device will look like this:

https://111.1.1.1/0mtoolDXPWebApp/ OmtoolDXPHomeScreen.aspx!Group=Group20

b In the Polling Interval text box, set the polling interval.
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Note It is recommended that you set a large value. If the polling interval is too frequent, it can interfere with and result in scan job
failures.

c Click Apply URL Polling Service Settings.

W You have to wait for the length of time you set in the polling interval for the AccuRoute buttons to load on the device.

If you want to load the AccuRoute buttons immediately, see Loading the AccuRoute buttons using force update option (4-
9)

The device now connects to the Embedded AccuRoute for HP OXP to retrieve the configuration data.
The OXPd .jar file in the device then processes the data and loads the AccuRoute buttons.

Loading the AccuRoute buttons using force update option

If you need to load the AccuRoute buttons immediately, use the Force Update Now option.

To load the AccuRoute buttons using the Force Update Now option:

| Go to the OXPd:Workflow page. See instructions in Modifying the OXPd Workflow (4-7) if you
need any assistance.

2 Under the Force Update section, click FORCE UPDATE Now.

The device connects to the Embedded AccuRoute for HP OXP, retrieves the configuration data. The
OXPd jar file processes the data and loads the AccuRoute buttons.

Modifying the Email Server setup

Set up the email server on the device to generate email notifications if there is a delivery failure.

To modify the Email Server setup:
| Open a web browser and enter the IP address of the device.
2 Click LOG IN and login to the device using the device administrator name and password.

3 Go to Settings > EMAIL SERVER.
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4 Make appropriate modifications in the Email Server page.

E-mail Server

Seto
Enal

#-mail servervalues if using e-mail alens or AutoSend

o E-mail

SHITF Server 172,158,225

Fort [o3
Device SMTP Usernam

|
|
|administrator |
|

Passord [uee

Return E-mail Address

Username  [Tost ‘
Domain Name |duma\n yourcompany com
Device E-mail Address  administrator @do main yourcompany.com
a Select Enable Outgoing E-mail.
b In the SMTP SERVER text box, enter the IP address of the SMTP server.
c In the DEVICE SMTP USERNAME textbox, enter an appropriate user.
d In the PASSWORD textbox, enter the password for the device SMTP user.

e In the Return E-mail Address section, enter the USERNAME, and the DOMAIN NAME.
5 Click APPLY.

Configuring authentication

This section includes:

Choosing an authentication method (4-10)

Configuring LDAP Authentication (4-11)

Configuring authentication on the device (4-12)
Configuring User PIN Authentication

Choosing an authentication method

The Embedded AccuRoute for HP OXP must be able to authenticate the device user when any of the following
features are used:

. Personal Distributions
. MyAccuRoute
. MyAccuRoute with Scan More

Authentication can use either of the following methods:
. LDAP authentication

. User Pin authentication

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXP V1.3 installation and integration guide 4-11

Section 4: Required configuration

Configuring LDAP Authentication

When you choose LDAP Authentication, the user is prompted to enter an e-mail username and password. The HP
Authentication Manager uses the login credentials to initiate a lookup. The lookup validates the user and returns the
user’s e-mail address. Then the Embedded AccuRoute for HP OXP uses the e-mail address to request information
from the Omtool server, such as a list of the user’s personal distributions. When the scan is submitted to the Omtool
server as a message, the e-mail address is used to set the property prOriginator.

Both the e-mail username and password are required to identify the device user, and the credentials are validated via
LDAP authentication. This method provides increased security.

For information on configuring LDAP Authentication, consult HP documentation: http:/ftp.hp.com/pub/printers/
mfps/ews_help/help/en/help_LdapAuth2.html

The following figures represent an example of an LDAP Authentication configuration for Active Directory (Go to
Figure 4-A Example of an LDAP Authentication configuration for Active Directory on 4-11.) and the LDAP
Authentication settings qualified with Lotus Notes (Go to Figure 4-B LDAP Authentication configuration qualified
with Lotus Notes on 4-12.).

Figure 4-A Example of an LDAP Authentication configuration for Active Directory

Infarmation Settings l[ Digital Sending ][ Networking ]
Confif Devi i i
LonfaueBeke _ LDAP Authentication
E-mail Server
Alerts
AutoSend
Securtity | pap Server Bind Methad [Simple =
Authentication Manager LDAP Server: I' =
LDAP Authentication
— Port. Iggg
Kerberos Authentication
PIN Authentication )
Eclit Other Links Credentials
Device Information ' Use Device User's Gredentials
Language Bind Prefic |m
Date & Time
= © Use LDAP Administralor's Credentials
Wake Time
LDAP Administrator's DN I
Fassword: |

Other Links
hip instant support Searching the Database
Order Supplies
Product Support Bind and search Roat: |nu:ang\neering‘cn:users,dc:hp,dn:mm

Match the name entered

with the LDAP attribute of |cn

Retrieve the device user's

email address using attribute of Ima”

and name using the atiribute of |d|5mayName

LDAP Authentication binds to the LDAP server with the device user’s common name (CN). The search
is conducted within the root ou=engineering,cn=users,dc=hp,dc=com using the device user’s common
name (CN). The return value is the user’s e-mail address (mail) and name (displayName).
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Figure 4-B LDAP Authentication configuration qualified with Lotus Notes

Infarmation Settings l[ Digital Sending ][ Metworking ]

Lonfuwebeace - LDAP Authentication

E-mail Server

Alerts

AutoSend

Security | pap Server Bind Methad [Smpie =
ButhenticationManager | e gener: I

LDAP Authentication _

Port: e

Kerberos Authentication

PIN Authentication )

Edit Other Links Credentials

Device Information ' Use Device User's Gredentials

Language Bind Prefic [

Date & Time

- & Use LDAP Administrator's Credentials
‘Wake Time
LDAP Administratar's DN |cn:adm|mslra1ur
Password [eeanee

Other Links
hi instart support
Order Supplies
Prouct Support Bind and search Root: |

Match the name entered
with the LDAP attribute of

[en
Retrieve the device user's
email address uging atiribute of |maH

and name using the attribute of

[

LDAP Authentication binds to the LDAP server with an administrator’s common name (CN) and password. The

search is conducted using the specified administrator’s credentials. The return value is the user’s e-mail address (mail)
and name (CN).

Configuring authentication on the device

To configure authentication on the device:
| Open a web browser and enter the IP address of the device.

2 Log in to the Embedded Web Server. All options become available.
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3 Go the SETTINGS tab and click AUTHENTICATION MANAGER.

Sontigue Device Authentication Manager

| ey
Aers  Setthe Device Functions that require ussrs to successfully sign in before use. Each function can require a different Sign In
Autosend Nsthod
Socwrly
Authentication Manager
LDAP Authentication Sian In At Walk Up
Kerberos Authentication
DovbePN—— |
Authentication Copy Noms =5
User PIN Authentication Serd o E-ma o =
R Send to Fax None v
7::"'“ Information Send ts Folder None v
Pz Job Storage v
L Create Stored Job :::Z v
B Digital Sendling Service (DSS) Secondary E-mail None v
Tray Sizes/Types
omeScreengenp | D2l Sending Samiss (DS Werdw Nons v
= Public Distibulions Nene v
Personal Distibutions Nene v
‘OtherLinks | Far Nons v
hpinstan Routing Shest Nene -
Rouling Shestwith Sean Mars Nene v
MyheeuRouts None v
MyAczuRoute with Sean More @
Scanto Folder [Nene 9]
Scanto Folderwith Sean More None v

Future Installations Sign In Method

Ifanew Device Funetion is installed, users need to successhully loa in using this method before ac

ranted

4 Locate the following AccuRoute functions:
o Personal Distributions
o MyAccuRoute
o MyAccuRoute with Scan More

The list shows the options that are installed with Embedded AccuRoute for HP OXP, so it can contain
all, some, or none of these functions.

5 For each of the features listed above, click on the drop down menu.

6 Select LDAP as the authentication method for each scanning feature that requires user login.

Authentication Manager

Lf

Setthe Devie Functions that requirs users ts suceeashully sign in befare use. Each function san require a different Sign In Method
Home Screen Access Sign In Method

Device Funetions Sign In Method

Send to E-mail Non=

~
Send to Fax None >
Send to Folder None >
Digital S=ndling Servics (DSS) Szoandary E-mail Nane. ~
Digital Sending Servies (DSS) Warkflow None v
Public Distributions None ~
Personal Distributions LDAF ~
Fax None v
Fiouting Sheet None v
Routing Shest with Sean More Nene ~
LyAccuRouts LDAP g
WyAceuRioute with Sean Mare LDAP -
Sean to Folder Nene ~
Sean to Folder With Scan More Nane ~

Future Insiallations Sign In Method

Ifa nsw Devise Funation is installed, users need to successfully log in using this method before accsss is aranted

Hewls o Fanctins

7 Click APPLY.
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Configuring User PIN Authentication

The User PIN Authentication uses the Omtool Authentication Agent available with the Embedded Accuroute
for HP Chai setup. This verifies the login credentials configured and stored in the LDAP server. Omtool
Authentication Agent requires:

. a valid email address

. a specified field in the Active Directory where the PIN value can be configured
Note Omtool Authentication Agent is not supported for HTTPS connection.

Note Omtool Authentication Agent is not supported for Group 40 devices.

If you want to use Omtool Authentication Agent, contact Customer Service using any of the following methods:

. Phone: 888-303-8098 (toll-free in the US)
. Fax: 978-659-1301
. E-mail: customerservice@omtool.com or support@omtool.com

Using PIN authentication

After user PIN authentication is configured, device users can use their ID/PIN to access AccuRoute scanning
capabilities from the HP device. The User ID/PIN replaces email as the login credential to be provided during
authentication. It can consist of numeric or alpha numeric characters. When a user enters the ID/PIN, it is validated
against a field in the Active Directory maintained by his organization. Authentication can be set up to identify the user
by his PIN, in this case he does not need to provide any password to identify himself. In other cases, authentication
can be set up where device user has to provide the password associated with his PIN.
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Section 5: Required configuration on the
server

This section includes:

Creating a rule for Routing Sheet features (5-2)

Creating a rule for Personal Distributions and Public Distributions features (5-3)

Creating a rule for MyAccuRoute features (5-4)

Creating a rule for Scan to Folder features (5-5)

When a message arrives on the Omtool server, the Dispatch component applies rules to the message. The rules
determine how the server processes the message. Every message on the server must match a rule associated with

an action in order to be processed and distributed to its final destination. The additional configuration in this section
ensures that rules exist for AccuRoute scanning features.

Several AccuRoute scanning features require special rules on the Omtool server. Create rules based on the
AccuRoute scanning features available on devices in your environment.

Note The rule required for the Fax feature uses the default Telco rule created automatically on an Omtool server with a Telco

connector.

When rules have been created for all AccuRoute scanning features available on devices in your environment, the

Omtool server is fully configured for Embedded AccuRoute for HP OXP. Now you are ready to test the AccuRoute
scanning features. Go to Section 6: Testing.
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Creating a rule for Routing Sheet features

When a device user scans a document using the Routing Sheet features, the Embedded AccuRoute for HP OXP
associates the destination address “accuroute” with the scan. This is the unique characteristic you must use to create
a rule for this feature.

The routing rule you create must route outbound messages with the destination RoutingSheet to the Embedded
Directive Manager component which, searches the text in the scanned document and identifies the Embedded
Directive ID. The AccuRoute server then decodes the Embedded Directive ID and distributes the document.

The device user is able to use the Routing Sheet features (Routing Sheet or Routing Sheet with Scan More) only if
you create the following outbound rule in the AccuRoute server.

To create a rule for scans using Routing Sheets:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR.
2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
opens.
3 Set the criteria for this rule:
a Click ADD, select DESTINATION IS AN E-MAIL ADDRESS. Click NEXT.
b Select Is, enter RoutingSheet, click ADD.
c Click FINISH. The Create New Rule wizard adds the criteria to the rule.
d Click NEXT.
4 Create the action for this rule:
a Click ADD, select ROUTE TO EMBEDDED DIRECTIVE MANAGER in the actions list.
b Click NEXT.
c Verify that SCAN DOCUMENT(S) FOR EMBEDDED DIRECTIVE is selected.
d Click FINISH. The Create New Rule wizard adds the action to the rule.

e Click NEXT.
Click NEXT to bypass the failover actions screen.
6 Verify that STOP PROCESSING OTHER RULES is selected and click FINISH.

The new outbound rule opens in the details pane.

Important  This rule must appear above the default rule for any mail connector. (The default rule for a mail connector routes all messages
with an e-mail destination address to the mail connector.)
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Creating a rule for Personal Distributions and Public
Distributions features

When a device user selects the Public Distribution/Personal Distributions feature and scans a document, the
Embedded AccuRoute for HP OXP associates an Embedded Directive with the scan. This is the unique characteristic
you must use to create a rule for this feature.

The rule you create must route outbound messages with an Embedded Directive to the Embedded Directive
Manager component, which applies the Embedded Directive that the user selected on the device. Then the Omtool
server decodes the Embedded Directive ID and distributes the document.

The device user is able to use the Personal Distribution and Public Distribution features only if you create the
following outbound rule in the AccuRoute server.

To create a rule for scans using Public or Personal Distributions:
| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR.

2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
opens.

3 Set the criteria for this rule:

Click ADD, select EMBEDDED DIRECTIVE. Click NEXT.

T 98

Select IS, type * in the text box, click ADD.
Click FINISH. The Create New Rule wizard adds the criteria to the rule.
Click NEXT.

0

=8

4 Create the action for this rule:

Click ADD, select ROUTE TO EMBEDDED DIRECTIVE MANAGER. Click NEXT.

T 98

Select USE SENDER SPECIFIED EMBEDDED DIRECTIVE.
Click FINISH. The Create New Rule wizard adds the action to the rule.
Click NEXT.

0

=8

5 Click NEXT to bypass the failover actions screen.
6 Verify that STOP PROCESSING OTHER RULES is selected. Click FINISH.

The new outbound rule appears in the details pane.
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Creating a rule for MyAccuRoute features

When a device user selects the MyAccuRoute or MyAccuRoute with Scan More feature, logs in, and scans a
document, the Embedded AccuRoute for HP OXP associates the destination e-mail address myaccuroute with the
scanned document. This is the unique characteristic you must use to create a rule for this feature.

The rule you create must route all outbound messages with the destination e-mail address myaccuroute to the
Embedded Directive Manager component. The rule must instruct the Embedded Directive Manager component to
identify the device user based on the login, apply the MyAccuRoute configuration of the device user to the scan, and
distribute the document based on the Embedded Directive ID.

The device user is able to use MyAccuRoute or MyAccuRoute with Scan More feature, only if you create the
following outbound rule in the AccuRoute server:

To create a rule for scans to be distributed using MyAccuRoute:

| Click START > ALL PROGRAMS > OMTOOL > OMTOOL SERVER ADMINISTRATOR.
2 Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
opens.
3 Set the criteria for this rule:
a Click ADD, select DESTINATION IS AN E-MAIL ADDRESS. Click NEXT.
b Select IS, enter myaccuroute in the text box. Click ADD.

c Click FINISH. The Create New Rule wizard adds the criteria to the rule.
d Click NEXT.
4 Create the action for this rule:
a Click ADD, select ROUTE TO EMBEDDED DIRECTIVE MANAGER. Click NEXT.
b Select MYACCUROUTE, verify that USE ORIGINATOR is selected.
¢ Click FINISH. The Create New Rule wizard adds the action to the rule.
d Click NEXT.
Click NEXT to bypass the failover actions screen.
6 Verify that STOP PROCESSING OTHER RULES is selected. Click FINISH.

The new outbound rule appears in the details pane.
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Creating a rule for Scan to Folder features

When a device user selects the Scan to Folder or Scan to Folder with Scan More feature, and scans a document, the
Embedded AccuRoute for HP OXP associates the destination e-mail address “FileScan” with the scanned document.
This is the unique characteristic you must use to create a rule for this feature.

The routing rule you create must route all outbound messages with the destination e-mail address “FileScan” to a
network folder. Other custom actions can be added to the rule.

Note

The Scan to Folder and Scan to Folder with Scan More features require the Filescan connector. The Filescan connector must be
added to the Omtool server before the rule can be created. For more information on the Filescan connector, consult the
Administrator help. Go to Related documentation on |-8.

The device user is able to use Scan to Folder or Scan to Folder with Scan More feature only if you create an outbound
rule in the AccuRoute server:

Note

To create a rule for scans using Scan to Folder:
Start the Administrator.

Expand RULES, right-click OUTBOUND and select NEW > RULE. The Create New Rule wizard
appears.

Set the criteria for this rule:
Click ADD, select DESTINATION IS AN E-MAIL ADDRESS, and click NEXT.
Select IS, type FileScan in the text box. Click ADD.

Click FINISH. The Create New Rule wizard adds the criteria to the rule.

The value FileScan is not case-sensitive.

Click NEXT.
Create the action for this rule:
Click ADD, select ROUTE TO CONNECTOR. Click NEXT.

Select the Filescan connector in the ROUTE TO CONNECTOR menu, select a file format for delivered
messages in the DOCUMENT DELIVERY FORMAT menu.

Go to the override section and select DESTINATION. Then enter the location of the destination
folder.

UNC format must be used for any folder that is not on the Omtool server. For example:
\\FileServer\ShareA

A relative path to a local drive is valid if the drive is installed on the Omtool server. For example:
c\ScanToFolder

Click FINISH. The Create New Rule wizard adds the action to the rule.

This action routes messages to the destination folder in the specified delivery format. Additional
actions can be added to achieve a custom routing behavior but none are required.
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e Click NEXT.
5 Add a failover action if necessary. Click NEXT.

The failover action is executed if the primary action fails. For example, the primary action routes
messages to a destination folder on FileServer A and the secondary action routes messages to a
destination folder on FileServer B. A routing failure can occur if a network issue prevents
communication between the Omtool server and the file server or if the file server is offline.

6 Verify that STOP PROCESSING OTHER RULES is selected. Click FINISH.

The new outbound rule appears in the details pane.
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Section 6: Testing

This section includes:

Testing the Routing Sheet feature (6-1)

Testing the Routing Sheet with Scan More feature (6-3)

Testing the Public Distributions feature (6-4)

Testing the Personal Distribution feature (6-6)

Testing the Fax feature (6-12)

Testing the MyAccuRoute feature (6-8)

Testing the MyAccuRoute with Scan More feature (6-10)
Testing the Scan to Folder feature (6-14)

Testing the Scan to Folder with Scan More feature (6-15)

Testing the Routing Sheet feature

To test the Routing Sheet feature:

| Create at least one Embedded Directive with your user account.
Note Applications that can create Embedded Directives are AccuRoute Desktop and the Omtool Web Client.
2 Generate and print a Routing Sheet using AccuRoute Desktop or the Omtool Web Client.

Assemble a test document. Add the Routing Sheet to the very front of the document or at the back
and go to the device. The main screen looks like this:

%2} v 9250C Digital Sender | Ready

Routing Sheet Routing Sheet with Scan More |6|

=
A:; ‘4"‘!1 Digtribute a multi-part document .

using 3 routing sheet

Distribute a document using a
routing sheet

Public Distributions

Personal Distributions
A o
Distribute document using 3 public Distribute document using a personal i
()]

distribution distribution

Network Address

4 Load the document into the document feeder or place it on the exposure glass. (Use the exposure
glass for single page documents only.)

5 Press ROUTING SHEET. (If this feature is not visible, use the scroll bar to find it.)
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The device shows the Ready to Scan page.

@@m-- |0

Place pages in document feeder and press 'Start’

@] More Options

You can do the following:

To start the scan job, press ‘ or press START on the hard keypad.
To change the scan attributes, click MORE OPTIONS.

6 Press ‘ or press START on the hard keypad.

Note If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

Scan in Progress

Scanning page 1

¥

7 To stop the scan job, press CANCEL. Otherwise wait for the job to finish.

The device shows the Scan Complete page.

@ AR Dostinie: Shoat

Scan Complete

Total pages: 3

Done | | NewJob

E] TTOre UPTIoNS.

8 Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 7: Troubleshooting.

Important  If you see that the AccuRoute server cannot decipher or interpret the Embedded Directive instructions in the Routing Sheet,
you must change the device setting from mixed to text. For instructions, see Troubleshooting issues where the AccuRoute
server cannot decipher the Embedded Directive instructions in a Routing Sheet (7-6)
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Testing the Routing Sheet with Scan More feature

Note

Note

To test the Routing Sheet with Scan More feature:

Create at least one Embedded Directive with your user account.

Applications that can create Embedded Directives are AccuRoute Desktop and the Omtool Web Client.

Generate and print a Routing Sheet using AccuRoute Desktop or the Omtool Web Client.

Assemble a test document. Add the Routing Sheet to the very front of the document or at the back
and go to the device. The main screen looks like this:

[[#2] HF 9250C Digital Sender | Ready
Routing Sheet Routing Sheet with Scan More 7~
= — 0
\/& \) Distribute 3 multi-part document .

using a routing sheet

Distribute a dacument using a

routing sheet

Public Distributions Personal Distributions
AR -
& Distribute document using a public Distribute document using a personal |

distribution

Network Address

distribution

Load the document into the document feeder or place the first page on the exposure glass. For
documents that are larger than the capacity of the document feeder, load the first part of the

document into the document feeder.

Press ROUTING SHEET WITH SCAN MORE. (If this feature is not visible, use the scroll bar to find it.)
The device shows the Ready to Scan page.

@ Routing Sheet with Scan More

Place pages in document feeder and press 'Start'

|| More Options

You can do the following:
To start the scan job, click press ‘ or press START on the hard keypad.

To update the scan settings, click MORE OPTIONS.
Click press ‘ or press START on the hard keypad.

If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.
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When scanning is complete, you are prompted to continue scanning or finish the scan job.

@8 Doustinn Shaat with Sran Mora

Scan in Progress

Position next original(s) for
scanning and then press "Resume"

or press "Firished" to send now.

\ Resume | | Finished |

g Tore oprons

6 To continue scanning, load the rest of the document into the document feeder or place the next page
on the exposure glass, and then press RESUME.

7 Repeat the process to scan additional pages. When you have finished scanning the document, press
FINISHED.

The device shows the Scan Complete page.

28 0ot Chaot with Sran Mrea

Scan Complete

Total pages: 3

| Dane | | Newlob |

g TTOrE Optons

8 Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the

setup. Go to Section 7: Troubleshooting.

Important If you see that the AccuRoute server cannot decipher or interpret the Embedded Directive instructions in the Routing Sheet,
you must change the device setting from mixed to text. For instructions, see Troubleshooting issues where the AccuRoute
server cannot decipher the Embedded Directive instructions in a Routing Sheet (7-6)

Testing the Public Distributions feature

To test the Public Distributions feature:

| Create at least one Embedded Directive with the user account that is associated with the Public
Distributions feature.

Note The Embedded Directive must allow multiple use. Applications that can create Embedded Directives are AccuRoute Desktop and
the Omtool Web Client.
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2 Assemble a test document and walk up to the device. The main screen looks like this:

2] HP 9250C Digital Sender | Ready

Routing Sheet Routing Sheet with Scan More J

Distribute a multi-part document:

Distribute a document using a

routing sheet using 3 routing sheet

Personal Distributions

Distribute document using a personal |

Distribute document using a public
distribution

Network Address

distribution

3 Load the document into the document feeder or place the document on the exposure glass. (Use the
exposure glass for single page documents only.)

4 Press PUBLIC DISTRIBUTIONS. (If this feature is not visible, use the scroll bar to find it.) The device
shows public distribution options.

@ Public Distributions

ED_Public

ED_Test

5 Press and select a distribution. The device shows the selected distribution.

Distributions: ED_ Test

] More Options

You can do the following:
To start the scan job, click press | or press START on the hard keypad.
To update the scan settings, click MORE OPTIONS.

6 Click press | or press START on the hard keypad.

Note If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

Scan in Progress

Starting scan

Cancel
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7 To stop the scan job, press CANCEL. Otherwise wait for the job to finish.

The device shows the Scan Complete page.

Scan Complete

Total pages: 2

\ Done | | New Job |

g Twore Optone

8 Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 7: Troubleshooting.

Testing the Personal Distribution feature

To test the Personal Distribution feature:

| Create at least one Embedded Directive with your user account.
Note Applications that can create Embedded Directives are AccuRoute Desktop and the Omtool Web Client.
2 Assemble a test document and go to the device. The main screen looks this:

2] F 9250C Digital Sender | Ready

Routing Sheet

=)

Routing Sheet with Scan More ||
AccuRoute =
d

Distribute a document using a

'An ite'”
4

Distribute a multi-part dacument: .
routing sheet using a routing sheet

Public Distributions Personal Distributions
2 -
Distribute document using a public Distribute document using a personal |
distribution (v]]

distribution

Network Address

3 Load the document into the document feeder or place the document on the exposure glass. (Use the
exposure glass for single page documents only.)

4 Press PERSONAL DISTRIBUTION. (If this feature is not visible, use the scroll bar to find it.)
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The device prompts you to log in.

Sign In > LDAP

User Name:

[ i

Password:

[ |

5 Login using your LDAP credentials.

Section 6: Testing

Press USERNAME. Enter your user name using the keypad that opens. Press OK to close the keypad.

Press PASSWORD. Enter your password using the keypad that opens. Press OK to close the keypad.

¢ Press OK to login to the device.

The device shows your personal distribution options.

Personal Distributions: test@omtool.com
0 D butio e T 0o 0
My_ED
Test_ED1
Test_ED2
6 Press and select a distribution. The device shows the Ready to Scan page.

Distributions: Test_ED2

@J More Options

You can do the following:
To start the scan job, click press ‘ or press START on the hard keypad.
To update the scan settings, click MORE OPTIONS.

7 Click press ‘ or press START on the hard keypad.

Note If you configure prompts, the START hard key pad is not active.
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The scan job starts. A progress indicator shows the status of the scan job.

28] 1ot Eny

Scan in Progress

Scanning page 1

Cancel |

g Tore Optons

To stop the scan job, press CANCEL. Otherwise wait for the job to finish.

The device shows the Scan Complete page.

) roce e

Scan Complete

Total pages: 1

| Dane | | Newlob |

g TTOrE Optons

Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 7: Troubleshooting.

Testing the MyAccuRoute feature

3

To test the MyAccuRoute feature:

Verify that MyAccuRoute has been configured for your user account. For more information, consult
the AccuRoute Desktop installation guide and AccuRoute Desktop user guide. Go to Related
documentation on |-8.

Assemble a test document and go to the device.The main screen looks like this:

[[%7] v 9250C Digital Sender | Ready
MyAccuRoute MyAccuRoute with Scan More |6|
a Distribute 3 document using a Distribute a multi-part document |
default distribution using 3 default distribution

Scan to Folder .

Distribute a document to a default
folder

Send a Fax

(V)

Network Address

Load the document into the document feeder or place it on the exposure glass. (Use the exposure
glass for single page documents only.)
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4 Press MYACCUROUTE. (If this feature is not visible, use the scroll bar to find it.) The device prompts
you to log in.

Sign In > LDAP

User Name:

Password:

l |

5 Login using your LDAP credentials.
Press USERNAME. Enter your user name using the keypad that opens. Press OK to close the keypad.
Press PASSWORD. Enter your password using the keypad that opens. Press OK to close the keypad.

c Press OK to login to the device. The device shows the Ready to Scan page.

@ MyAccuReute:test@omtool.com

Place pages in document feeder and press 'Start'

|2/ rore options

You can do the following:
To start the scan job, click press ‘ or press START on the hard keypad.
To update the scan attributes, click MORE OPTIONS.

6 Click press | or press START on the hard keypad.

Note If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

@ [ T O, @

Scan in Progress

Sranning page 1

| Cancel |

g TTOrEopoTTs

7 To stop the scan job, press CANCEL. Otherwise wait for the job to finish.
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The device shows the Scan Complete page.

R vtnc o boibo tactmoratant con
Scan Complete

Total pages: 3

| Done | | Mewldob |

T TrEOpTmT

Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 7: Troubleshooting.

Testing the MyAccuRoute with Scan More feature

To test the MyAccuRoute with Scan More feature:
Verify that MyAccuRoute has been configured for your user account.

For more information, consult the AccuRoute Desktop installation guide and AccuRoute Desktop
user guide. Go to Related documentation on |-8.

Assemble a test document and go to the device. The main screen looks like this:

[ ) LE | Sender | Ready

Distribute a document using a
default distribution

Distribute a multi-part document:

using 3 default distribution

Scan to Folder .
Send a Fax Distribute a document to a default S
‘/ folder |°

Network Address

Load the document into the document feeder or place it on the exposure glass. (Use the exposure
glass for single page documents only.)

Press MYACCUROUTE FOR SCAN MORE. (If this feature is not visible, use the scroll bar to find it.)
The device prompts you to log in.

Sign In > LDAP

User Name:

I q

Password:

l |

Login using your LDAP credentials.
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a  Press USERNAME. Enter your user name using the keypad that opens. Press OK to close the keypad.
b Press PASSWORD. Enter your password using the keypad that opens. Press OK to close the keypad.
c Press OK to login to the device. The device shows the Ready to Scan page.

@ MyAccuRoeute with Scan Mere: test@omtool.com

Place pages in document feeder and press 'Start'

‘ ‘ More Options

You can do the following:
To start the scan job, click press | or press START on the hard keypad.
To update the scan attributes, click MORE OPTIONS.

6 Click press ‘ or press START on the hard keypad.

Note If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

When scanning is complete, you are prompted to continue scanning or finish the scan job.

8] MuscouDanta with Sran Mara: rad@fich2007 cam
Scan in Progress

Position next originalls) for
scanning and then press "Resume"

or press "Finished" to send now.

| Resume | | Finished |

7 To continue scanning, load the rest of the document into the document feeder or place the next page
on the exposure glass, and then press RESUME.

8 Repeat the process to scan additional pages. When you have finishes scanning all the pages, press
FINISHED.

The device shows the Scan Complete page.

@ [ZR) 11 Busta with Sean Mara: toct mormtanl cam

Scan Complete

Total pages: 3
| Done | | New Job |
& TOrEOpToS
9 Click DONE to return to the main AccuRoute menu.
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The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the

setup. Go to Section 7: Troubleshooting.

Testing the Fax feature

To test the Fax feature:

| Assemble a test document and walk up to the device. The main screen looks like this:
[[%2] HP 9250C Digital Sender | Ready

MyAccuRoute MyAccuRoute with Scan More “
Distribute a document using 3 |
default distribution

Send a Fax

Distribute 3 multi-part documnent

using a default distribution

Distribute a document to a default S

folder
Network Address

Scan to Folder

2 Load the document into the document feeder or place the document on the exposure glass. (Use the
exposure glass for single page documents only.)
3 Press FAX. (If this feature is not visible, use the scroll bar to find it.) The device prompts you to enter

the details about the fax.

@ D

Fax Number (*)

| |
Add Cover Sheet:

[t |

4 Press FAX NUMBER and enter the fax number from the keypad that opens.

Fax Number
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5 If you do not want to add the cover page, click NEXT. The device shows the Ready to Scan message.
Go to step 8

If you want to add a cover page press the text box below ADD COVER SHEET. The Add Cover
Sheet page opens.

Add Cover Sheet

Add Cover Sheet

0K l Cancel

6 Press YES in the Add Cover Sheet page. Press OK to open the Cover Sheet page.

Subject:

Sender Name:

Recipient Name:
| |

\| More Options

7 Enter the relevant information.
8 You can do the following:
To start the scan job, click press ‘ or press START on the hard keypad.

To update the scan attributes, click MORE OPTIONS.

Note If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

I‘ Doy 1 Caocel loh AN Crant Tean

Scan in Progress

Scanning page 2

| Cancel |

g THore Optons

9 To stop the scan job, press CANCEL. Otherwise wait for the job to finish.
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The device shows the Scan Complete page.

I 4 D 1 Cancel lob AN Crart Can

Scan Complete

Total pages: 2

| Done | | New Job |

g lore oprons

10 Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the

setup. Go to Section 7: Troubleshooting.

Testing the Scan to Folder feature

To test the Scan to Folder feature:

| Assemble a test document and go to the device. The main screen looks like this:

[[%2] HP 9250C Digital Sender | Ready
MyAccuRoute MyAccuRoute with Scan More “

\»/ Distribute a document using a
default distribution

Scan to Folder
Send a Fax . Distribute 3 document to 3 default —
folder .
Network Address

2 Load the document into the document feeder or place the first page on the exposure glass. (Use the
exposure glass for single page documents only.)

Distribute a multi-part document

using a default distribution .

3 Press SCAN TO FOLDER. (If this feature is not visible, use the scroll bar to find it.)

The device shows the Ready to Scan page.

@@~ 0

Place pages in document feeder and press 'Start'

‘°| More Options

You can do the following:
a To start the scan job, click press | or press START on the hard keypad.

b To update the scan attributes, click SETTINGS.
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4 Click press ‘ or press START on the hard keypad.

Note If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

28 cran tn Eriniar

Scan in Progress

Starting scan

Cancel

5 To stop the scan job, press CANCEL. Otherwise wait for the job to finish.

The device shows the Scan Complete page.

28] < tn Entdar

Scan Complete

Total pages: 2

| Done | | NewJob |

g Tore Optone

6 Click DONE to return to the main AccuRoute menu.

The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and

routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 7: Troubleshooting.

Testing the Scan to Folder with Scan More feature

To test the Scan to Folder with Scan More feature:

| Assemble a test document and go to the device. The main screen looks like this:
[[%2] 1P 9250C Digital Sender | Ready
MyAccuRoute

MyAccuRoute with Scan More “
Distribute a document using 3 |
default distribution

Distribute 3 multi-part docurnent

using a default distribution

Scan to Folder .
Send a Fax Distribute 3 document to 3 default -
folder (v]

Network Address
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Note

7

Load the document into the document feeder or place the first page on the exposure glass. For
documents that are larger than the capacity of the document feeder, load the first part of the
document into the document feeder.

Press SCAN TO FOLDER WITH SCAN MORE. (If this feature is not visible, use the scroll bar to find
it.)

The device shows the Ready to Scan page.

@ Scan to Folder With Scan More

Place pages in document feeder and press 'Start'

‘°| More Options

You can do the following:

To start the scan job, click press | or press START on the hard keypad.
To update the scan attributes, click MORE OPTIONS.

Click press ‘ or press START on the hard keypad.

If you configure prompts, the START hard key pad is not active.

The scan job starts. A progress indicator shows the status of the scan job.

When scanning is complete, you are prompted to continue scanning or finish the scan job.

[N <can tn Enldar

Scan in Progress

Starting scan

| Cancel |

g Tore oprons

To continue scanning, load the rest of the document into the document feeder or place the next page
on the exposure glass, and then press RESUME.

Repeat the process to scan additional pages. When you have finishes scanning all the pages, press
FINISHED.

The device shows the Scan Complete page.

@ Z8) ran tn Enldar With Sean Mara

Scan in Progress

Paosition next original(s) for
scanning and then press "Hesume"

or press "Finished" to send now.

| Resume | | Finished |

g TOre Opuons

Click DONE to return to the main AccuRoute menu.
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The document is transferred to the AccuRoute server via HTTP / HTTPs where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 7: Troubleshooting.
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Section /: Troubleshooting

This section includes:

Detecting workflow issues (7-1)

Troubleshooting the delivery mechanism (7-2)

Troubleshooting the message on the Omtool server (7-2)

Troubleshooting the Embedded AccuRoute for HP OXP (7-4)

Troubleshooting the web server (7-4)

Troubleshooting the multifunction device (7-5)

Troubleshooting changes to the configuration.xml file (7-5)

Troubleshooting permission problems when setting up Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI web server extension) in a cluster environment (7-5)

Troubleshooting issues where the AccuRoute server cannot decipher the Embedded Directive
instructions in a Routing Sheet (7-6)

Complete these procedures in the order they appear. If you cannot resolve the issue, contact Omtool support.

Detecting workflow issues

After a document has been scanned on the device, the document should arrive at its destination momentarily but
can take up to several minutes when the server workload is high. If a document does not arrive at its destination
within a reasonable period of time, begin troubleshooting the environment. Omtool recommends troubleshooting
the workflow in reverse order because this is the easiest way to troubleshoot the setup on your own.

Figure 7-A Troubleshooting the workflow in reverse order

Destination

e ™~
D FTP or network Share
Folder
~_

Embedded AccuRoute for
Intelligent Devices
< —

Embedded AccuRoute for
HP OXP

Device

Dispatch
‘Component

The easiest way to troubleshoot a workflow issue is to follow the document through the workflow in
reverse order. When a document does not arrive at its destination, troubleshooting starts with the
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delivery mechanism such as the mail server or DMS application, and then continues to the AccuRoute
server, the Embedded AccuRoute for HP OXP, the web server, and the device.

To begin troubleshooting, go to Troubleshooting the delivery mechanism (7-2).

Troubleshooting the delivery mechanism

When the Omtool server finishes processing a message, an outbound connector routes the message directly to its
destination or passes the message onto a delivery agent. If a delivery agent such as a mail server or DMS application
is involved in the delivery process, do some basic troubleshooting on the delivery agent. If the delivery agent is
functioning correctly, troubleshoot the message on the Omtool server. Continue to Troubleshooting the message
on the Omtool server.

Troubleshooting the message on the Omtool
server

There are two important questions that can be resolved when troubleshooting a message on the Omtool server:

. Was the message submitted to the Omtool server?

. Assuming the message was submitted to the Omtool server, what caused the delivery failure? The
state and status of the message, along with details in the message journal, provide some important
clues.

Start troubleshooting by trying to locate the message on the Omtool server.

To locate the message on the Omtool server:
1 Start the Administrator.
2 Go to OMTOOL SERVER ADMINISTRATOR > [SERVERNAME] > MESSAGES.
Look for the message in the In Process queue:
Click IN PROCESS.
View ALL ITEMS.

Wi IItems submitted this week j

brnitted today

Items submitted yesterday
Itemnsz submitted this week
Iterns submitted this month
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Sort all items by the date submitted.

Look for the message.

Message found - View the message journal to determine the current state and status of the message.
Then monitor the components and confirm that the message is moving through the processing queues
on the Omtool server. If the Omtool server stops processing the message (for example, the message
seems to be stuck in a processing queue), restart all the Omtool services.

Recipient Properties ﬂ

Generall Attachmentsl Hecipientl Senderl Corfirmations Joumall

Date | Joumal Entry

10/05/2005 093257 AM  Digpatch: Fax number normalized to +18038301
10/05/2005 093257 AM  Digpatch: Matched rule All fax numbers to Telco
10/05/2005 093257 AM  Dispatch: Processing action for rule "All fax num
10/05/2005 09:32:58 AM  Compose: Started

10/05/2005 09:32:58 AM  Composze: [localhost - localhost] Document=cert

Message not found - Go to step 4 and look for the message in the History queue.
Look for the message in the History queue:

Click HISTORY.

View ALL ITEMS.

Wi IItems submitted this week j

Ite sbmitted today

Items submitted yesterday
Itemnsz submitted this week
Iterns submitted this month

Sort all items by the date submitted.

Look for the message.

Message found - View the message journal to determine the cause of the failure.

Recipient Properties ﬂ

Generall Attachmentsl Hecipientl Senderl Confirmations Joumall

Date | Journal Entry

10/05/2005 03:32:57 AM
10/05/2005 03:32:57 AM
10/05/2005 03:32:57 AM
10/05/2005 03:32:58 AM
10/05/2005 03:32:58 AM
10/05/2005 03:33:07 AM
10/05/2005 03:33:20 AM
10/05/2005 03:33:21 AM
10/05/2005 03:33:22 AM
10/05/2005 03:33:22 AM

Dizpatch: Fax number normalized to +16033307
Dizpatch: Matched rule Al fax numbers to Telco
Dizpatch: Processing action for rule "4l fax num
Compoge: Started

Compose: [localhost - localhost) Document=cert
Compose: [localhost - localhost) Document=400
Composge: Completed

OmtaolConnector: Destination connectar failed b
Dizpatch: Fax number normalized to +16033307
Dizpatch: Routing complete

If the message failed, correct the issue and send the message again. Contact Omtool if you are unable
to resolve the issue.

If the journal states that Omtool server delivered the message but it still has not arrived at its
destination, this indicates that the Omtool server transferred the message to the delivery agent
successfully. Do some advanced troubleshooting on the delivery agent to determine why the message
is not being delivered to its destination. Contact Omtool if you are unable to resolve the issue.

- Message not found - Continue to Troubleshooting the Embedded AccuRoute for HP OXP.
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Troubleshooting the Embedded AccuRoute for HP
OXP

To troubleshoot the Embedded AccuRoute for HP OXP, enable logging.

To enable logging:
| Navigate to:
C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION
2 Open configuration.xml for editing.
Go to the <Diagnostics> node pertaining to the device group.
<Diagnostics>

<!-- Defines whether logging is on or off (0 = off, non-zero =
on) -->

<prDebugLevel>0</prDebuglLevel>
<prFolderName></prFolderName>
</Diagnostics>
4 Change the value from 0 to 1.

In the <prFolderName> node, enter the path to the debug folder followed by a “\”. (For example,
C:\LogFolder\)

6 Save your changes.
Restart the World Wide Web Publishing services.

8 Go to the embedded web server settings and load the AccuRoute buttons using the force update
option. For instructions, see Loading the AccuRoute buttons using force update option (4-9).

Troubleshooting the web server

The Embedded AccuRoute for Intelligent Devices installation guide has instructions on troubleshooting the web
server. Go to Related documentation on |-8.

If you cannot identify any issues with the web server, troubleshoot the device. Continue to Troubleshooting the
multifunction device.
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Troubleshooting the multifunction device

After troubleshooting all other components in the workflow, troubleshoot the device. Consult the HP
documentation.

Troubleshooting changes to the configuration.xml
file

Problem:
| made changes to the configuration.xml file. But | do not see my changes.
Solution:

When you make any changes to the xml file, you must always do the following so that the changes you make take
effect.

. Open configuration.xmlin a web browser (for example in Internet Explorer) to validate the xml
format.

. Restart the World Wide Web Publishing service so that the changes you make take effect.

. Load the AccuRoute buttons on the device using the force update option. For instructions, see

Loading the AccuRoute buttons using force update option (4-9)

. Enable authentication for the Personal, MyAccuRoute and MyAccuRoute with Scan More features.

Troubleshooting permission problems when setting
up Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI web server extension) in a cluster
environment

Problem:

| am having permissions related issues when setting up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI
web server extension) in a cluster environment.
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Solution:

When setting up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) in a cluster, you
must configure permissions for the Anonymous user. For instructions, see Setting up Embedded AccuRoute for
Intelligent Devices (Omtool ISAPI web server extension) in a cluster

Troubleshooting issues where the AccuRoute
server cannot decipher the Embedded Directive
instructions in a Routing Sheet

Problem:

I am using an HP device to scan a document with a Routing Sheet. The AccuRoute server cannot decipher the
instructions in the Routing Sheet and process the document.

Solution:

You must change the device setting from scanning a Mixed document to scanning a Text document.

To change the device settings in the Embedded Web Server

| Open a web browser and enter the IP address of the device.

2 Click LoG IN and login to the device using the device administrator name and password.
3 Click DIGITAL SENDING >PREFERENCES.

4 For DOCUMENT TYPE, change the chosen option from MIXED to TEXT.
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Appendix A: Optional configuration

This section includes:

Enabling one touch scan capability (8-1)

Setting the priority order of the AccuRoute buttons (8-2)
Installing patch 12154 (8-4)

Configuring the default scan properties (8-5)

Setting prompts inside configuration.xml file (8-6)

Overriding recipient properties using wizard pages (8-12)
Setting up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server extension) in a
cluster (8-13)

Enabling Batch Scanning (8-13)

Enabling one touch scan capability

The one touch scan feature allows you to configure the Embedded AccuRoute for HP OXP in such a way that device
users who use the Routing Sheet (with Scan More) and Scan to Folder (with Scan More) can start scanning their
document as soon as they select the AccuRoute scanning feature.

Note If one touch scan is enabled, the device user is not prompted to start the scan job. This capability is disabled by default.

If one touch scan capability is disabled, you are prompted to begin the scan job.

@ Routing Sheet with Scan More

Place pages in document feeder and press 'Start"

] More Options

Note If one touch scan capability is disabled, the device user can configure certain scan attributes using MORE OPTIONS. Any changes
made to a scan attribute are valid only for the current job.

The device user can make the following attribute changes:
» Original Sides - Allows device users to enable or disable duplex mode.

» Resolution - Allows setting the resolution of the output page.
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» Color/Black - Allows the device user to set the preference for generating color or black and
white images.

» Content Orientation - Allows device user to set the orientation of the output page.
» Original Size - Allows the device user to set the output page size.

» Job Build - Switch ON/OFF the job build mode. If job build mode is ON, it allows the user to
append more documents.

Enabling one touch scan

If you enable one touch scan, the device user is not prompted to begin the scan job. The job starts automatically.

To enable one touch scan capability:
| Navigate to:

C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION
2 Open configuration.xml for editing.

Locate your device group. For example, if you have a Group 20 device, go to the <Group20> node.

E-N

Under the <FeatureSpecific> node for each feature you want to modify, go to the
<OneTouchEnabled> node.

Change the value from false to true.
Save the file.
Restart the World Wide Web Publishing services.

Go to the embedded web server settings and load the AccuRoute buttons using the force update
option. For instructions, see Loading the AccuRoute buttons using force update option (4-9).

0 N o0 n

Setting the priority order of the AccuRoute buttons

If your environment demands that you change the default order in which the AccuRoute buttons are listed on the
device, you can change the priority order of the AccuRoute buttons relative to native HP buttons and other
AccuRoute buttons.

To change the priority order:
| Navigate to:

C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION
2 Open configuration.xml for editing.

Locate your device group. For example, if you have a Group 20 device, go to the <Group20> node.
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4 Under the <FeatureSpecific> node for each feature you want to modify, go to the
<priority> node.
5 Change the priority value. The value must be greater than or equal to zero. Use the information in the

tables below to specify an appropriate value for the AccuRoute buttons.

Important An AccuRoute button with lower priority value relative to native HP buttons or other AccuRoute buttons is listed first followed
by higher priority AccuRoute buttons.

Table 8-A Homescreen button priorities of HP OXP Group 20, 40 and 50 devices

Homescreen button Priority value

Copy 10000
Fax 20000
E-mail 30000
Network Folder 50000
Job storage 60000
Supplies status 80000
Administration 90000

Table 8-B Homescreen button priorities of HP OXP Group 10 devices

Homescreen button Priority value

Copy 10000
Fax 30000
E-mail 20000
Network Folder 50000
Job storage 60000
Supplies status 80000
Administration 90000

Table 8-C Homescreen button priorities of HP OXP Group 30 (Condor) devices

Homescreen button Priority value
Copy 50
Fax 100
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Table 8-C Homescreen button priorities of HP OXP Group 30 (Condor) devices

Homescreen button Priority value

E-mail 150
Network Folder 200
default value 200
Job status 250
Job storage 300
Supplies status 400
Administration 500
Service 1000
6 Save the file.

Restart the World Wide Web Publishing services.

8 Go to the embedded web server settings and load the AccuRoute buttons using the force update
option. For instructions, see Loading the AccuRoute buttons using force update option (4-9).

Installing patch 12154

Important Do not install this patch if you are using AccuRoute v2.3.

This is a requirement for prompts for systems using AccuRoute v2.2.

To install patch 12154:
1 Logon to the system running the AccuRoute server.
2 Copy over the patch to the system. Navigate to the folder with the patches.
Copy the files omfBarcodeU.dll and omWfcEmbDirectiveU.exe and paste them to:
\\PROGRAM FILES\OMTOOL\OMTOOL SERVER\BIN.
4 Copy all the other files to:
\\PROGRAM FILES\OMTOOL\OMTOOL SERVER\VENDORS\INLITERESEARCH.

5 Register the ClearImage.dll file.
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Configuring the default scan properties
To configure the default scan properties:
| Log on to the web server and go to
C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION
2 Open configuration.xml for editing.
Towards the end of the file, search for <DeviceScanSettings> and </
DeviceScanSettings> node.
4 Edit the scan properties so they are appropriate for all or most device users. Use the guidelines in

Guidelines on modifying the default scan properties (8-5)
Save your changes and close the file.
6 Restart the World Wide Web Publishing service.

7 Restart the HP device (that is switch it off and then on).T
Table 8-D Guidelines on modifying the default scan properties

Property Impact Syntax

JobBuildMode Determines whether the device user can append scans Use one of the following values:
*  true to allow the user to append scans

* false to prevent the user from appending
scans

Users must be able to append scans if using “Scan
More” features. (These features accommodate
documents that are larger than the capacity of the
document feeder.)

DuplexMode Determines whether duplex mode is enabled. Use one of the following values:
*  true to enable duplex mode

* false to disable duplex mode

ResolutionMode Determines the scanning resolution. Use one of the following values:
. 10 for 75dpi
* 9 for 150 dpi
* 8 for 200dpi
» 7 for 300dpi
* 6 for 400dpi
* 5 for 600dpi

ImageMode Optimizes the scan based on the document composition. se one of the following values:
*  0fortext

. | for graphics

* 2 for a combination of text and graphics
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Table 8-D Guidelines on modifying the default scan properties

Property Impact Syntax
ColorMode Determines whether the scan is saved in color or black and Use of the following values:
white. . | for black and white (grayscale)

. 2 for color

QualityMode Determines the file size. Use one of the following values:
* 0 for small
. | for standard

*  2forlarge

Orientation Determines the page orientation of the output file. Use one of the following values:
* 0O for portrait

. | for landscape

MediaSize Describes the size of the media being scanned. Use one of the following values:
*  0for letter
. | for legal
* 3 for executive

. 23 for statement

FileType Determines the format of the output file. Use | for PDF format.

Setting prompts inside configuration.xml file

You can create prompts inside the configuration.xml file. They are completely configurable: they use a custom label,
and the control can be either a list menu or a text field. List menus and text fields support default selections, and text

fields also support minimum and maximum character lengths.

Embedded AccuRoute for HP OXP supports user-specified values for the following properties:

. file name
. file type
You can configure these properties to generate wizard pages. There are two steps to the process:
. Defining prompts (see Defining a prompt (8-8))
. Enable the prompts (see Enabling the prompt (8-10))

Here is an example of how to create and enable a prompt for better understanding:

| Define the prompts. This is a global setting that allows for any feature or any group to either call or
not call the specific prompt. This setting is towards the end of the configuration.xml file and

belongs after the node <DeviceScanSettings> and before the node
<DeviceSpecificSettings>.

Here is an example of a file name wizard that prompts the device user to enter the name of the output
file for delivery to the specified destination. The name of the prompt that is being defined is Filename.
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</DeviceScanSettings>
<Prompts>
<Filename>
<Display>Wizard</Display>
<Label>Filename:</Label>
<Instructions>Enter Filename</Instructions>
<Type MinLength="3" MaxLength="10">Text</Type>
<Values>
<Value internal="" default="true">Document</Value>
</Values>
<Properties>
<Property override="true" templatetag="false"
mapTypeDMS="false">prDeliveredDocumentName</Property>
</Properties>
</Filename>
</Prompts>
<DeviceSpecificSettings>
2 Now that the prompt is defined, you must call it from specific AccuRoute features. To do this, find the

group for your device and find the feature in question, for example on a Group 10 device you want to
set up the Public Distributions feature to prompt for a filename. You would need to find the
<FeatureSets> node in the configuration.xml file, then find the node for Group 10. In group 10
you will see a <GroupEd> node that begins with this:

<Feature id="Group" type="GroupED" enabled="true">
In that node find the commented section for prompts
<!-- Prompts

Allows customized UI
to be displayed for this feature to collect additional information
from the user to submit to the AccuRoute server. (See prompts
specification for details on node contents)

-————>
3 After the commented section but before </Feature>, enter the following code:
<Prompts>
<<Prompt>Filename</Prompt>

</Prompts>
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The configurations above will produce a text field with the label “Filename:” and a default value “Document”. The

property “prDeliveredDocumentName” is the column in the Omtool server message database where the filename
of the delivered document is stored.

Note A DMS requires a different templatetag than a non DMS output.

Defining a prompt

To define a prompt:
| Navigate to:

C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION
2 Open configuration.xml for editing.

3 Search for </DeviceScanSettings> and right after that manually add the following code using
the guidelines in the table below.

<Prompts>
<Prompt Name>
<Display> Wizard </Display>
<Label>[label to display]l</Label>
<Instructions>[description]</Instructions>
<Type MinLength="" MaxLength=""> [GenericList |Text] </Type>
<Values>
<Value internal="code" default="false|true">[displayed as]
</Value>
<Value internal="code" default="false|true">[displayed as]
</Value>
</Values>
<Properties>
<Property override="false|true">

templatetag:”false|true" mapTypeDMS:"false|true">[property to
override]</Property>

</Properties>

</Prompt Name>
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</Prompts>

Table 8-A Guidelines on creating prompts

Appendix:

Property Impact Syntax
Prompt Name Determines the value of the prompt string
Display Determines whether the overriding property would be Use the following value:

displayed in a separate Wizard page.

Wizard

GenericlList data type.

The attributes MinLength and MaxLength determine the
minimum and maximum text data entry length respectively. If
the default text value in the configuration.xml file exceeds the
MaxLength, then it chops off the length before displaying it.

Note: These attributes are not applicable for

Label Determines the title to be displayed for Wizard screen. [Name of the label]
Instructions Determines the instructions that is displayed in the wizard [description]

screen.
Type Determines the data type of the prompts. Use one of the following values:

. Text

. GenericList

Wizard screen based on the data type.

used within the Accuroute server.

value is displayed in the text box.

Value Determines the value to be displayed or selected on the

The attribute internal stores the corresponding internal code

The attribute default denotes that the corresponding value is
the default. For GenericList data type, the value is selected by
default on the screen. For Text data type, the corresponding

[Value]

[code value]

Use one of the following values:

M true

. false

Accuroute server.

property.

overriding property of the DMS type.

Property Determines the property name that is used within the

The override attribute denotes that this is an overriding

The templatetag attribute denotes that this is a template tag.

The mapTypeDMS attribute denotes that this is an

[Property name]

Use one of the following values
*  true

. false

Use one of the following values
*  true

. false

Use one of the following values
*  true

. false

Note A DMS requires a different templatetag than a non DMS output.

4 Save your changes.
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Enabling the prompt

To enable the prompt:

| In the configuration.xml, find the <FeatureSets> node and then find the node for your
device group. For example, if you have a Group 20 device, go to the <Group20> node.

2 In that group, find the line that begins with <Feature id ...>
<Feature id="Group" type="" enabled="true|false">

3 Use the following list to find the AccuRoute feature for which you want to enable prompts:

» GroupED - Defines a Public Distributions feature
» PersonalED - Defines a Personal Distributions feature
» Fax - Defines a Fax feature
» Routing Sheet - Defines Routing Sheet and Routing Sheet with Scan More features
» MyAccuroute - Defines MyAccuRoute and MyAccuRoute with Scan More features
For example, if you want to enable prompts for Public Distribution feature, modify as shown below:
<Feature id="Group" type="Group ED" enabled="true">
4 Find the commented section for prompts
<!-- Prompts

Allows customized UI
to be displayed for this feature to collect additional information
from the user to submit to the AccuRoute server. (See prompts
specification for details on node contents)

—_———>
5 Go to the end of the commented section. Before </Feature> enter the following code:
<Prompts>
<<Prompt>Prompt name</Prompt>
</Prompts>
where Prompt Name is the value you entered for the <Prompt> node in Defining a prompt (8-8).
Save your changes.
6 Restart the World Wide Web Publishing services.

7 Go to the embedded web server settings and load the AccuRoute buttons using the force update
option. For instructions, see Loading the AccuRoute buttons using force update option (4-9).

You can add Filename and Filetype prompts for any or all the AccuRoute scanning features depending upon the
requirements of your environment.

Here is another example of how you can define the prompt data.
Example |

<Prompts>

<Filetype>

<Display>Wizard</Display>
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<Label>File Type</Label>
<Type>GenericList</Type>
<Values>
<Value internal="OCR.PDF" default="true">PDF Searchable</Value>
<Value internal="PDF">PDF Image</Value>
<Value internal="G4.TIF">TIF</Value>
<Value internal="OCR.DOC">MS Word</Value>
</Values>
<Properties>
<Property override="true" templatetag="false">prFinalFormCode</Property>
</Properties>
</Filetype>

</Prompts>

Wizard display type

The <Prompt> data you define is a “wizard” display type, it will generate a wizard screen for each of the prompt
node you define, one after the other. So, for Example 1, it will generate a wizard listing all the files of the types
defined in the prompt data.

Public Distributions: Data Entry Screen 1of 2

File Type
FOF Searte @
PLF lmage [ <Back |
e TF (v)| [ Cancel |

Select option and priess Next

The wizard pages open at different locations based on the AccuRoute scan job the device user selects.

. If the device user selects Public or Private Distributions, the wizard pages open as soon as the user
selects a distribution.

. If the device user selects the Fax feature, the wizard pages open immediately after the first Fax page or
after the Cover Page if selected and only if there is no error.

. If one touch is enabled and the device user selects Routing Sheet (with Scan More) or MyAccuroute
(with Scan More) or Scan to Folder (with Scan More), the wizard pages open as the first page
immediately after the user selects the scan job option on the main AccuRoute menu.

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.

APP-11



APP-12

Embedded AccuRoute for HP OXP V1.3 installation and integration guide

Appendix:

Overriding recipient properties using wizard pages

The override recipient property feature allows the device administrator to configure properties defined in the
configuration.xml file which overrides the original recipient properties set on the Accuroute Server.
Additionally, it allows the user to provide the template tags either as an overriding property or by itself.

For example, when scanning a document, if the user wants to override the delivered document format, the user can
select an alternate document format and send this information to the Accuroute server which in turn overrides the
specified document format in the server.

Note The following procedure can only be performed by the Omtool server administrator.

Override delivery format in the AccuRoute server

To enable the sender to override the delivery format
| Go to the Omtool server and navigate to outbound rules.
2 Find all rules that routes message to a connector.

For each of the rule that routes message to a connector, update the ALLOW SENDER TO OVERRIDE
THE DELIVERY FORMAT field.

a Select the rule, right click and select PROPERTIES from the menu.
The Create New Rule page opens.
b Click NEXT. Under Specify the Actions to take for this Rule, select the action item.
Click PROPERTIES. The Route to Connector wizard opens.
d Select the check box beside ALLOW SENDER TO OVERRIDE THE DELIVERY FORMAT.
e Click FINISH.

4 Click NEXT, NEXT and then FINISH to complete your changes.
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Setting up Embedded AccuRoute for Intelligent
Devices (Omtool ISAPI web server extension) in a
cluster

To set up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web server
extension) in a cluster

I Click START > RUN.
2 Enter dcomecnfg. Press OK.
The Component Services console opens.
Expand COMPONENT SERVICES > COMPUTERS > MYCOMPUTER > DCOM CONFIG.
4 Browse down to find the application OmGFAPIServer.
5 Right click the application and select PROPERTIES from the drop down menu.
The Properties page opens.
6 Click SECURITY to open the Security page.

For all three levels Launch and activation permissions, Access Permissions and
Configuration Permissions, click EDIT.

8 Add Anonymous to the list of users and give him full permissions.

Enabling Batch Scanning

To enable batch scanning:
| Navigate to:

C:\PROGRAM FILES\OMTOOL\HPOXP\CONFIGURATION
2 Open configuration.xml for editing.

3 Locate your device group. For example, if you have a Group 20 device, go to the <Group2 0> node.
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In that group, find the line that begins with <Feature id="RoutingSheet"...>

<Feature id="RoutingSheet" type="RoutingSheet" enabled="true"
toplevel="true">

<Recipient>
<prRecipientType>0</prRecipientType>
<prDestination>RoutingSheet</prDestination>
</Recipient>

Add the property <prAccuRouteBatchScan> after the property <prDestination> and setit
to true:

<Feature id="RoutingSheet" type="RoutingSheet" enabled="true"
toplevel="true">

<Recipient>
<prRecipientType>0</prRecipientType>
<prDestination>RoutingSheet</prDestination>
<prAccuRouteBatchScan>true</prAccuRouteBatchScan>
</Recipient>

Save your changes and close the file.
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using Microsoft Certificate Services and
enable SSL

If you selected HT TPs support, you must follow the instructions in this section and set up a CA Certificate and enable
SSL. The certificate must be created and installed in the IIS.

This section includes:

Requirements for setting up a CA certificate (9-1)

Installing the Certificate Services component (9-2)

Creating a CA certificate request (9-5)

Requesting the CA certificate (9-10)
Installing the CA certificate on the Default VWeb Site (9-13)
Enabling SSL on OmtoolDXPWebApp and OmtoolVebAPI (9-16)

Requirements for setting up a CA certificate

The following requirements must be met when a CA certificate is being set up:

a web server that meets the requirements for AccuRoute Intelligent Device Client. Go to Installing
Embedded AccuRoute for HP OXP on a remote system (3-5)

a Windows user account that belongs to the local Administrators group

) Windows installation CD
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Installing the Certificate Services component

This Windows Components Wizard temporarily stops IIS. Plan the installation accordingly.

To install the Certificate Services component:

| Go to Control Panel and start ADD OR REMOVE PROGRAMS.

5 Add or Remove Programs i =] 5
Currently installed programs: [T show updates Sart byt |Mame vl

) Adobe Reader 7.0

.

55 Hypersnap-DX S Size 5.42MB
:4: LiveUpdate 2.0 {Symantec Corparation) Size 7.79MB
ﬁ' Microsoft \MET Framework 2.0 Size 48, 30ME
5! Microsoft Exchangs Size 17.71M8
g} Microsoft Office Professional Edition 2003 Size: 272.00MB
2 Click ADD/REMOVE WINDOWS COMPONENTS. The Windows Components Wizards starts.

Windows Components Wizard

‘Windows Components
“I'ou can add or remove components of ‘Windows.

To add or remove a component, click the checkbox. & shaded box means that only
part of the campanent will be installed. To see what's included in a component, click
Dretails.

£ i i LIl
ﬁﬂpphcahnn Server
[ [8A Certificate Services 1.4 MB
O E-mail Services 1.1 B
] ¢@&Fau Srrvines 7amR T

Descrption:  Includes Windows Accessoies and Utilities for your computer.

Total disk space required: 3.0MB |
Space available on disk: 4056 MB — :

< Back I Mest > I Cancel | Heln |

3 Select CERTIFICATE SERVICES. A message box opens.
=

After installing Certificate Services, the machine name and domain membership may not be changed due to the binding of the machine name ko CA
! information stored in the Active Directory. Changing the machine name ar domain membership would invalidate the certificates issued Fram the CA.
Please ensure the proper machine name and domain membership are configured before instaling Certificate Services. Do wou want to continue?

4 Read the message and click YES.
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5 Click NEXT. The CA Type page shows the CA options.

Windows Components Wizard

CA Type
Select the type of Ca you want to zet up.

" Enterprise subordinate C&

" Stand-alone root C&

" Gland-alone subordinate CA
Diescription of C& type
The moszt tusted CA in an enterprise. Should be ingtalled before any other .

I~ Use custom seftings to generate the key pair and C& certificate

¢ Back I Mext » I Cancel | Help |

6 Verify ENTERPRISE ROOT CA is selected and click NEXT. The CA Identifying Information page

shows details about the CA.

Windows Components Wizard

CA ldentifying Information
Enter information ta identify this CA.

LCommon name far this Ca:

Distinguished name suffix:
DC=litapia, D C=omtool DC=com

Freview of distinguizhed name:

CM=,DC=litania,D C=omtoal, D C=com

Walidity period: Expiration date:

|5 IYears vl 127642017 4:33 P

< Back I Mext > I Cancel Help
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7 Enter the Common Name for the CA and click NEXT. The Certificate Database Settings page
shows default locations for the certificate database and certificate database log.

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate database, database log, and configuration
infamation,

Lertificate database:

Browse... |
Certificate database lag:
IC:\WINDDWS\system32\CertLog Browse |

™ Store configuration information in & shared foldsr
Shared folder:

I Browse... |

I™ | Breserve exicting certificate database

< Back I Hest > I Cancel | Help |

8 Click NEXT. A message indicating that the installation stops IIS temporarily opens.

Microsoft Certificate Services |

] To complete the installation, Certificate Services must temporarily stop the Inkernet Information Services, Do wou want to stop the service now?
LAY

9 Click YES. A message indicating that the Windows CD or network access to the setup files is required
opens.

nsert0isic x|

.".} Please inzert the Compact Disc labeled “windows
Q@ Server 2003, Standard Edition CO-ROM" into pour

CO-ROM drive [D:] and then click OK. Cancel |

‘Y'ou can alzo click O if you want files to be copied
fram an altemate location, such as a floppy disk ar a
nietwork. server

10 Click OK and locate the files that are required to complete the installation.

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXP V1.3 installation and integration guide APP -5

The Windows Components Wizard shows a message indicating that the component is installed
successfully.

‘Windows Components Wizard |

Completing the Windows
Components Wizard

'ou have successfully completed the Windows %
Components wizard.

To cloge this wizard, click Finish.

< Back

Help |

1 Click FINISH.

Creating a CA certificate request

To request a CA certificate:
| Start IS. Locate and expand DEFAULT WEB SITE in the console tree
2 Configure Default Web Site using the instructions below:
a Right click DEFAULT WEB SITE and select PROPERTIES from the drop down menu.

The Properties page opens.
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b  Click the DIRECTORY SECURITY option.

C

Default Web Propetties

Directary Security I HTTF Headers | Custom Errors |

2]

Web Site | Performance I ISAPI Filters | Home Directory I Docurments |

ASP.NET

i~ fukhertication and access control

Enable anonymous access and edit the
w authentication methods For this resource,

i~ IP address and domain name restrickions

Grank o deny access bo this resource Using
IP addresses o Inkernet domain names.

Edk... |

[~ Secure communications

Require secure communications and 5 Certificat
enable client certificates when this 2erver Lerthicate... |
resource is accessed, . 5
Yiew Certificate. . . |
Edt... |

ok | Cancel | Apply. |

Help

In the Secure communications section, click SERVER CERTIFICATE. The certificate wizard shows

a welcome message.

Welcome to the Web Server Certificate Wizard.

Certificate Wizard

between vour server and a client.
Status of your Web Server

and you don't have any pending requests.

certificate for this Web Server or attach to an
existing certificate.

To continue, click Mext.

Welcome to the Web Server

This wizard helps vou create and administer server
cerlificates used in secure Web communications

“Your Web Server doesn't have a certificate installed

Certificate ‘Wizard will help you to create a new

=

Cancel |

Click NEXT. The Server Certificate page opens.

IS Certificate Wizard
Server Certificate
These are the methods for assigning a certificate to a Web site

Select the methad pou want to use for this web site:

= Assign an existing certificate
i Impart & certficate from a Key Manager backup file
= Import a certificate from a . ph file

" Copy or Move a certificate from a remote server site to this site.

< Back I Mest > I

Cancel
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4

5

Verify that CREATE A NEW CERTIFICATE is selected and click NEXT. The Delayed or Immediate

Request page opens.

115 Certi te Wizard

Delayed or Inmediate Request
‘f'ou can prepare a request ta be sent later, or yau can zend one
immediately.

Do pou want to prepaie a certificate request to be sent later, or do you want to send it
immediately to an online certification autharity?

¢ Prepare the request now, but send it later

" Sendthe request immedistely to an online cetification sutharity

< Back I Mest > I Cancel |

Click NEXT. The Name and Security Settings page opens.

11S Certificate Wizard x|

Hame and Security Settings
Y'our new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for pou to refer to and
remember.

The bit length of the encryption key determines the certificate's encryption strength.
The areater the bit length, the stronger the security. Howewer, a greater bit length may
decrease performance.

Bit length: |1 024 - I

I~ Select cyptographic service provider [CSP) for this caitificate

< Back I Mest » I Cancel |

Enter a friendly name for the certificate and click NEXT. The Organization Information page

opens.

115 Certificate Wizard

Organization Information
“f'our certificate must include information about pour organization that
distinguishes it from ather organizations.

Select or bype pour organization's name and vour organizational unit. Thiz is kpically the
legal name of your arganization and the name of pour division or department.

For further information, consult certification authority's Web site.
Organization:
| =

Organizational unit:

| [

< Back I Hext s Cancel
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Note

Enter the organization name and organizational unit name and click NEXT. The Your Site’s Common

Name page opens.

115 Certificate Wizard

Your Site's Common Hame
“YourWweb site's common name iz itz fully qualified domain name.

Type the commaon name for your site. [F the server iz on the Internet, use a valid DMS
name. If the server is on the intranet, you may prefer to use the computer's NetBIOS
hame.

If the comman name changes, you will need to obtain a new certificate.

Comman name:
172.01.000

< Back I Hext > I Cancel

In the Common Name text box, you must enter the IP address of the system and not the name of the host.

Enter the IP address CA server and click NEXT. The Geographical Information page opens.

115 Certi te Wizard

Geographical Information
The certification authority requires the following geographical information.

Country/Region:

State/province:

City/locality:

| =

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I

Hezt» Cancel
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12

Select the country/region, state/province, and city/locality, and click NEXT. The Certificate Request

File Name page opens.

115 Certificate Wizard

Certificate Hequest File Hame
“Your certificate request is saved as a test file with the file name you
specify.

Enter a file name far the certificate request.

File na

Browse... |

¢ Back I Mest > I Cancel |

Change the location and file name for the certificate request if necessary, and then click NEXT. The

Request Summary page opens.

115 Certificate Wizard x|

Request File Summary
ou have chozen to generate a request file

To generate the following request, click Mexst.
File name:  c:hcertreq.tst

“Your request containg the follawing information:

lssued To 172.01.000
Friendly M ame Default Wweb Site
Country/Region us

State / Province M2,

City Andover
Organization Omtool
Organizational Linit Titania

Cancel

Review the request details and click NEXT.

When the certificate request is created, you see the following message:

S|
Completing the Web Server
Certificate Wizard

Y'ou have successfully completed the “Web Server -
Certificate wizard. & cerificate request was created and
zaved to the file:

crheertred bt
Send ar e-mail this file to yaur certification autharity,

which will send you a responze file containing wour new
cerificate. ;I

To close this wizard, click Finish,

< Back Cancel |

Click FINISH and then click OK to close the Default Web Site Properties page.
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The certificate request is saved to a file.

Requesting the CA certificate

To request the CA certificate:

| Start the browser and go to http:// [web server]/certsrv

If prompted for login credentials, enter the username and password of an account that belongs to the

local Administrators group on the web server.

If Internet Explorer displays a message indicating that this site is not trusted, add the site to the list of

trusted sites and continue.

4} Microsoft Certificate Services - Microsoft Internet Explorer o ] 4
File Edit ‘\iew Favorites Tools  Help ‘ -:,'

@Back ~ ) - [ [2] (0] Osearch Frravories & | (0r La w] - [ &

Address I@ httpefflangston certsr) j Go |L|nks >
Microsoft C W
Welcome
e this Wik site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can wverify your identity to people you communicate with over the VWeb, sign and encrypt
messages, and, depending upon the type of cerificate vou reguest, perform other security tasks.

YYou can also use this YWeb site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list {CRL), or to view the status of a pending request

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:

Fequest a certificats
Wiew the status of 8 pending cerificate request
Download a CA certificate, cerificate chain, or CRL
[ |
[&] Dore l_l_l_’_’_ &) Trusted sites Y
2 Click REQUEST A CERTIFICATE.

a Microsoft Certificate Services - Microsoft Internet Explorer

=10 =
Eile Edit Wiew Faworites Tools Help ‘ l.e'
Qiack - - [« & | - Search - ': Favorites (‘\‘ 32
Address I@ http:fflangstonfcertsry/certrqus, asp

i - )R

B> = |Link5 B
=

Microsoft Certifica

ton titania.omtool.com

Request a Certificate

Select the certificate type
User Cettificate

Or, submit an advanced ceificate request

=
[l oone [T [@msedses 4
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3 Click ADVANCED CERTIFICATE REQUEST.
2 Microsoft Certificate Services - Microsoft Internet Explorer —1Ol x|
File Edit Wiew Favorites Tools Help | 7

@Back ~ 3 - [¥] 2] <m0 search v Favertes ) | (o i w] - el
address [&] http:jjlangston/certsrvfcertraad.asp

=l B |unks >

Microsoft C

Advanced Certificate Request

The policy of the CA determines the types of certificates you can reguest. Click one of the following options to
Create and submit & request to this CA

Submit a cerificate request by using a base-G4-encoded CMC or PKCS #10 file, or submit & renewal
request by using a base-B4-encoded PKCS #7 file

Request a cerificate for a smart card on behalf of ancther user by using the smart card certificate
enrollment station.

Mote: Wou must have an enrollment agent certificate to submit a request on behalf of another user.

L
&] [ [ @ trusted sites 7
4 Click SUBMIT A CERTIFICATE REQUEST BY USING A BASE 64-ENCODED CMC oR PKCS #10
FILE, OR SUBMIT A RENEWAL REQUEST BY USING A BASE 64-ENCODED PKCS #7 FILE.
B Microsoft Certificate Services - Microsoft Internet Explorer ] ]
File Edit Wew Faworites Tools Help | -:,"
QbBack - ) - [x] 2] @ ‘ - Search <7 Favorites 471 | - i (] - i,
Address Iﬂj http: fflangston/certsryjcertrgst, asp j Ga | Links **
Microsoft © tool.com Il
Submit a Certificate Request or Renewal Request
To submit & saved request to the CA, paste a base-B64-encoded CMC or PKCS #10 certificate request or
PRCS #7 renewal request generated by an external source (such as a Yveb server) in the Saved Request
jaler'd
Saved Request:
|
Base-B4-encoded
cerificate request
(CMC or
PRCS #10 or
FKCS #): =
A »
Browse for & file to insert.
Certificate Template:
I Web Server j
Additional Attributes:
El
Attributes ';l [
[&] one 0T [ e Trosted skes v
5 Complete the form:

a Click BROWSE FOR A FILE TO INSERT and select the file containing the certificate request.

If Internet Explorer displays a warning that the security settings prevent the page from accessing the
request file, go to the file, select and copy the content, and paste it into the Saved Request field.

b Go to the Certificate Template menu and select WEB SERVER.

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



APP -12 Embedded AccuRoute for HP OXP V1.3 installation and integration guide

¢ Click SUBMIT.

rosoft Certificate Services - Microsoft Internet Explorer =1ol =l
File Edit Wew Faworites Tools Help | -:,'
Oﬁack S \ﬂ @ . ‘ - Search <7 Favorites 471 | (- s - ﬁ
Address I@ http:/flangston/certsryjcertfnsh.asp j Ga | Links **

Certificate Issued

The certificate you requested was issued ta you

CDER encoded or @ Base 64 encoded

Download certificate
Download certificate chain

o
ioene L] o

6 Select BASE 64 ENCODED and click DOWNLOAD CERTIFICATE. A message prompts you to open or
save the file.

File Download - Security Warning ﬂ

Do you want lo open or save this file?

Name: certnew.cer
Tupe: Security Certificate, 1.54 KB
From: langston

Open Save

potentialy harm pour computer. |F pou da not trust the zource, do not

@ wihile files from the Internet can be uzeful, thiz file type can
open o save this software. Wwhat's the risk?

7 Click SAVE, and save the file to your computer.
I
1>

= Download Complete

Saved:
certnew. cer fram langston

Downloaded: 1.54 KB in 1 sec
Download ko C:\Documents and Settin.. . Ycertnew. cer
Transfer rate: 1.54 KEjSec

I Close this dialog box when downioad completes

Open Open Eolder | Close I

Click CLOSE.

9 Close the browser.
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To install the CA certificate on the Default Web Site:

Start IIS and go to the Default Web Site in the console tree.

Installing the CA certificate on the Default VWeb Site

'[ Internet Information Services (I1S) Manager

_J FTP Sites 4 CertControl
_J Application Pools 4 CertEnrall

_J aspriet_client
|= | fisstart bikm
|=| pagerror.gif

[ER™ Foeraul ]

_J Web Service Extensions
& Default SMTP Yirtual Server
-85 Default MMTP Yirtual Server

CHWINDOWSisystem32| CertSr Ce
CHOWINDOWSsystem32 CertSr C

=10l x|
"fg File Action Miew window Help |;|i|l|
e« = [AEXEEHE 22 1
3 Internet Information Services harne | Path | status
(=138 LANGSTON (local computer) “asd CertSry CAWINDOWS \system32| CertSry

Right-click DEFAULT WEB SITE and select PROPERTIES.

Go to the DIRECTORY SECURITY tab.

Default Web Site Properties 2x|
webste | Performance | ISAPI Filcers | Home Directory | Documents |
Directory Security HTTPHeaders |  CustomErors | ASP.MET
r~ Authentication and access contral
Enable anonymous access and edit the
authentication methods For this resource,
1P address and domain name restrickions
Grant or deny access ka this resource using
TP addresses or Inkernet domain names.
Edk... |
- SECUrE COmMUnications
Require secure communications and i
enable client certificates when this Zelns ez o |
resource is accessed, i .
‘iew Cerbificate.. |
Edt... |
Ok Cancel | Apply | Help |

©2009 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.

APP -13



APP -14

Embedded AccuRoute for HP OXP V1.3 installation and integration guide

4

In the Secure communications section, click SERVER CERTIFICATE. The certificate wizard shows

a welcome message.

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
% Certificate Wizard
X

Thiz wizard helps you create and administer server
cetificates used in secure Web communications
between your server and a client.

Status of your ‘web Server

ourWeb Server dossn't have a certificats installed
and pou don't have any pending requests.
Cetificate wizard will help pou to create a new
cetificate for this Web Server or attach to an
exizting cerlificate

To continue, click Mext

x|

¢ Back Cancel

Click NEXT.

115 Certificate Wizard

Pending Certificate Request
A pending certificate request is a request to which the certification
authority has not yet responded.

A cetificate request is pending. What would vou like to do?

+ Process the pending request and install the cerlificate:

" Delete the pending request

< Back I Hext > I Cancel

Verify that PROCESS THE PENDING REQUEST AND INSTALL THE CERTIFICATE is selected and click

NEXT.

115 Certificate Wizard

Process a Pending Request
Process a pending certificate request by retiieving the file that containg
the certification authority's response.

Enter the path and file name of the file containing the certification autharity's respanse.

Bath and fil

mme:

¢ Back I Next > I Cancel

%_
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10

Verify that the field contains the path to the file containing the response to the certificate request and

click NEXT.

S5L Port
Specify the S50 port for this web site.

S5L port this web site should use:

e

< Back I Hext > I Cancel |

Accept the default value (unless a different SSL port is required), and click NEXT.

115 Certificate Wizard

Certificate Summary
fou have chosen to install a certificate from a responze file.

Ta install the following certificate, click Mext
File name: C:A\Documents and Settingstadministrator TITAN . \certhew cer

Ceatificate details:

lzzued Ta langstan

lzzued By langzton.titania. omtool.com
Expiration D ate 12/5/2008

Intended Purpoze Server Authentication
Friendly Mame Default ‘+eb Site
Country/Region us

State / Province M

City Andover

Organization Ormtoal

Organizational Unit tikania

< Back Cancel |

Review the details and click NEXT. The certificate wizard installs the certificate. When installation is

complete, you see the following message.

x|
Completing the Web Server
Certificate Wizard

You have successfully completed the Web Server
Certificate wizard.

A certificate iz now instaled on this server

If you need to renew, replace, or delete the cedificate in the
future, you can use the wizard again.

To cloge thiz wizard, click Finish.

< Back T Finigh Cancel |

Click FINISH and then click OK to close the Default Web Site Properties page.
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Enabling SSL on OmtoolDXPWebApp and
OmtoolVWebAPI

SSL (Secure Sockets Layer) must be enabled on the OmtoolDXPWebApp and the OmtoolVWebAPI so that messages
and requests can be submitted securely to AccuRoute Intelligent Device Client.

To enable SSL:

. .
| Start IIS and expand Default Web Sites in the console tree.
lf; Internet Information Services (I18) Manager - |D|5|
‘TQ File Action Wiew ‘Window Help ‘ _|E'|1|
e | D@ XFHR| 22y ma
?g Internet Information Services Tarme | Path | Status
(=48 LANGSTON (local computer) w" Cerksry CAWINDOWS systemn32) CertSry
- FTP Sites @ CertContral CAWINDOWS ) system32iCertSrviCe. .
- Application Pools @ CertEnrol CHAWINDOWS\ systemaz| CertSrvice. .
E‘--J Web S'Es _ ) aspnet_client
g Default Weh Site | T ——
_J Weh Service Extensions I | pagerrar.qf
e Default SMTP Virtual Server '
-85 Default NNTP Virtual Server

2 Right-click OMTOOLDXPWEBAPP /OMTOOLWEBAPI and select PROPERTIES.

The Properties page opens.

3 Go to the DIRECTORY SECURITY tab.
4 Go to Secure communications and click EDIT.
2l
HTTP Headers | Custom Errors | ASP.NET |
Virtual Direckary I Documents Directary Security

BecoreCommunications x
on

= Require 128-bit encryption

—  [lient certificates
+ Ignore client cettificates
" Accept client certificates
£ Require dient cerbificates

I~ Enable client certificate mapping

_ Client certificates can be mapped ko \Windows user
accounts. This allows access control o resources using .
client certificates. Edi.

OF I Cancel | Help | ]

5 Select REQUIRE SECURE CHANNEL (SSL) and REQUIRE |28-BIT ENCRYPTION, and then click OK.

6 Click OK again to close the Properties page.
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