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Section |: Introduction

This guide contains instructions on installing and configuring the AccuRoute server v6.0, an enterprise application. It
is written for System Administrators with detailed knowledge of Windows operating systems and LANs. ™M®©

This section includes:
Introduction to AccuRoute (I-1)
Built-in features for the AccuRoute server (1-2)

Clients and specialized integrations (1-3)

Summary for deploying the AccuRoute server (1-4)

Icon Key (1-4)

Related documentation (1-5)

Introduction to AccuRoute

AccuRoute is Upland AccuRoute’s award-winning document-handling platform that captures, converts, and
distributes paper and electronic-based documents enabling fast, secure, simultaneous distribution of data to multiple
destinations in multiple formats. Using AccuRoute, an organization can deliver information faster with more efficient
workflows while reducing cost, complexity, and risk.

Upland AccuRoute

Upland AccuRoute is a leading provider of document handling solutions that simplify the integration of paper and
electronic documents in enterprise information management systems. Upland AccuRoute solutions are used
worldwide by businesses in document-intensive industries that demand secure handling, integration and tracking of
documents in full compliance with a range of regulatory requirements.

Scalability and automated failure

AccuRoute is a highly scalable enterprise application that can be deployed in organizations of all sizes. Its robust
server-client architecture supports distributed workloads, versatile throughput, and unmatched document
distribution capabilities using numerous delivery systems and methods. Moreover, AccuRoute supports automated
failover. In case of a system failure on the AccuRoute server, automated failure promises seamless recovery using a
standby server.

With smaller workloads, the AccuRoute server can suitably perform all the functions required for document
distribution. As an organization grows, the AccuRoute server workload can be distributed or completely off-loaded
using one or all of the following components:
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Table I-1: AccuRoute Components

Component

ObjectArchive database

Description

A remote system hosting the ObjectArchive
database.

Reference in this document

Section 10: Installing ObjectArchive

Remote Administrator

A remote system hosting the AccuRoute
Server Administrator, which is the
management application for AccuRoute.

Section | 1: Installing Remote Administrator

Remote AccuRoute Compose
Component (Composer)

A remote system hosting a Composer, which
performs document conversion tasks.

Section 12: Installing an additional Composer

Remote Modem Server

A remote system hosting a Modem Server.

Section 13: Installing Remote Modem Server

Remote Embedded Directive
Manager component

A remote system hosting the Embedded
Directive Manager component, which is used
to process Distribution Rules.

Section 14: Installing Remote Embedded Directive
Manager

Remote AccuRoute connector
for DMS libraries

A remote system hosting an AccuRoute
connector for DMS libraries.

Section 15: Installing Remote AccuRoute Connector
for DMS libraries

Remote AccuRoute Intelligent
Device Client

A remote system that provides an interface
between devices and the AccuRoute server.

Section 16: AccuRoute Intelligent Device Client

Secondary server

A secondary system in a failover configuration.

Appendix A: Setting up an AccuRoute Server Cluster

To purchase additional connectors or components, contact Upland AccuRoute Customer Service.

Built-in features for the AccuRoute server

The AccuRoute server has the following built-in features:

e Centralized administration - You can manage the AccuRoute server using the AccuRoute Server
Administrator, a snap-in for Microsoft Management Console. After you connect the AccuRoute Server
Administrator to your AccuRoute server in the LAN, you can:

» Monitor message processing

» Troubleshoot errors

» Manage the server connectors

» Modify the configuration of server components

» Manipulate rules for handling inbound and outbound messages

» Manage user permissions and feature access

e Automated self-maintenance - You can manage the databases of the AccuRoute server using the
Maintenance component and configure:

» Cleanup feature to remove messages and billing entries from the message database after a

specified length of time.
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» Archive feature to copy messages to an archive database and remove the messages and the billing
entries from the archive after a specified length of time.

Customized document workflow - You can create rules (called Distribution Rules) to determine
how the AccuRoute server will process inbound and outbound messages. The rules are highly
configurable and can be manipulated to achieve specific results.

Configurable user permissions and feature access - You can create users and configure user
permissions in the AccuRoute Server Administrator. The collection of user records determines each
user’s access privileges to the AccuRoute Desktop, Web Apps, the Legacy Web Views Client, and
Approval. (Approval is a configurable feature that results in a user’s messages being reviewed or
approved before they are sent.) The user default configuration applies globally to users who do not
require special permissions or feature access.

Clients and specialized integrations

AccuRoute features are accessible where the users need them most—on desktops, the web, mobile devices, office
machines, multifunction devices, and business systems that are an integral part of the communication workflow.

AccuRoute can be licensed for desktop and intranet-based applications for:

Multifunction devices and business systems - Upland Accuroute is a premier provider of
software solutions complementing the hardware solutions offered by leading manufacturers of
multifunction devices and business machines such as Hewlett Packard, Ricoh Corporation, and Xerox
Corporation.

Upland Accuroute has also become a premier provider of software solutions that complement the
hardware solutions offered by these highly successful companies with established global presence. This
partnership enabled Accuroute to join the esteemed HP Platinum Partner Program in 2007. Accuroute
won the Ricoh and Sun Java Solutions Developer Challenge in 2006.

Document and records management systems - AccuRoute integrates with leading document
and records management solutions including:

CA MDY FileSurf, Dropbox™, box, WebDav, Google Drive™, EMC® Documentum®, HP Records
Manager, Hyland® OnBase®, iManage, OpenText Document Management (formerly Livelink ECM -
eDocs™ DM and Hummingbird DM), Microsoft® SharePoint®, Microsoft OneDrive ™ (Personal and
Business), World Software WORLDOX®, Xerox® DocuShare, Iron Mountain Accutrac (XE)®, and
OpenText LegalKEY®.

Note The software may enable you to send data to third parties in connection with the use of one of their
services, including box, Google (for Google Drive) or Microsoft (for Microsoft OneDrive).

Additionally, Accuroute has developed unique systems for streamlined document routing:
Accuroute™ ObjectArchive™, FileShare, MyFolder, and Single Page Image Files.

Cost management systems - AccuRoute integrates with Control Systems Copitrak®, Equitrac
Professiona|®, and nQueue® Billback iA Cost Recovery interfaces.

Litigation support systems - AccuRoute can distribute documents to litigation support systems
such as CT Summation, FTI® Ringtail™, and LexisNexis® Concordance®.

For more information on these and other AccuRoute integrations, contact Upland AccuRoute Service and Support.
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Summary for deploying the AccuRoute server

I Ensure that you meet the installation requirements outlined in Section 2: Requirements.

2 |Install the AccuRoute server using the instructions in Section 3: Installing the AccuRoute Server.

3 Perform required configurations using the instructions in Section 5: Post Installation Configurations.

4  Perform optional configurations, if needed, using the steps in Section 6: Optional Configurations.

5 Set up Microsoft ExchangeX integration, if required, using the instructions in Section 7: ExchangeX
Integration.

6 Set up Domino/Lotus Notes integration, if required, using the instructions in Section 8: Lotus Notes
Integration.

7  Set up SMTP integration using the instructions in Section 9: SMTP Integration.

8 Set up other server-side features such as:

» ObjectArchive (Section 10: Installing ObjectArchive)

» Remote Administrator (Section | |: Installing Remote Administrator)

» Remote Composer (Section [2: Installing an additional Composer)

» Remote Modem Server (Section |3: Installing Remote Modem Server)

» Remote Embedded Directive Manager (Section 14: Installing Remote Embedded Directive
Manager)

» Remote AccuRoute connector for DMS libraries (Section 15: Installing Remote AccuRoute
Connector for DMS libraries)

» Remote AccuRoute Intelligent Device Client (Section 16: AccuRoute Intelligent Device Client)

Depending on your licenses, you can set up the AccuRoute Desktop Client or the AccuRoute Web Apps Client for
users to create Distribution Rules. Consult the AccuRoute v6.0 documentation page that has links to AccuRoute
Desktop, AccuRoute Web Apps Client, and all other related documentation for AccuRoute server v6.0.

Use the AccuRoute Server Administrator to monitor system failures and troubleshoot workload bottlenecks.

lcon Key

AccuRoute uses icons to identify both the type of message routed and the state (successfully sent or not) of each
message. The following tables list these icons and their corresponding meanings.

Table 1-2: Successful Queue Icons

Icon Meaning

ﬁfﬁ a0z Completed Fax

w223 Completed Email

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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Table 1-2: Successful Queue Icons

Icon Meaning

(3 204 Notification

E 297 Successful FaxCenter Routing

Table I1-3: General Failure Queue lcons

Icon Meaning

Eiam Failed Fax

Bf 322 Failed Email

éﬁ 209 Failed Notification

[F] 405 Failed FaxCenter

i 393 Failed Fax (Issue Sending)

Related documentation

A complete list of related documentation is available online on the AccuRoute v6.0 documentation page.
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Section 2: Requirements

The streamlined AccuRoute Server installation and configuration process automates a series of verification,
installation and configuration tasks. However, before you can install the AccuRoute server on a system, you need to
make some initial server configurations and assure hardware and software requirements are met.

This section discusses hardware and software requirements for the AccuRoute server installation, as well as the
required server configurations.

Hardware and software requirements (2-1)
Creating the AccuRoute service account (2-3)
Creating AccuRoute Admins group (2-4)

Configuring AccuRoute service account permissions for ExchangeX (2-4)

Installing Microsoft SOL Express on the AccuRoute server (2-4)

Hardware and software requirements

The AccuRoute server installation requires a dedicated system that meets the following minimum requirements:
O  Windows NT domain computer that always runs in the same domain and is not a domain controller

O  Dual core processor
2 GHz
4GB of RAM
RAID 5W with 100 GB of disk space
Microsoft mouse or compatible pointing device

Note Hardware requirements are subject to change based on the configuration of implementation.

AccuRoute recommends using a core for each compose thread that is configured to do OCR. The
AccuRoute server comes with two Compose threads. You can increase the number of threads as needed.
contact Upland AccuRoute Service and Support.for more information.

) Microsoft Windows 2012 x64, Windows 2012 R2 x64, or Windows 2016 x64

O  Windows Active Directory - AccuRoute v6.0 can only be installed in Windows Active Directory
environment. All server security and authentications are dependent on the Active Directory
authentication.

) Microsoft.Net Framework:

» MS.Net 4.6.1 is required to install the AccuRoute Server.

Note The installation includes MS.Net 4.6.1, if not currently installed.
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» MS.Net 3.5.1 is required to install the Embedded Device Client, the Intelligent Device Client, the
Web Apps Client, and the Legacy Web Views Client.

Note Ina Windows 2012 environment, MS.Net 3.5.1 is not included or configured with the pre-installation
package. As a requirement for Device Client installations, you need to independently download and install
MS.Net 3.5.1 to your Windows 2012 system.

Important ~ For Exchange 2010, the Exchange server must have a Foreign Connector specified with
FAX address type. For general information on Foreign Connector, see http://
technet.microsoft.com/en-us/library/aa996779.aspx. For information on how to create a
Foreign Connector, see http://technet.microsoft.com/en-us/library/aa996397.aspx. For
information on “Set-ForeignConnector” cmdlet to modify an existing foreign connector,
see http://technet.microsoft.com/en-us/library/bb123789.aspx.

Notes v5.x / v6.x /v6.5 client (for Notes integration only)
Microsoft Internet Explorer |1, or later

Acrobat Reader 9.0 or 1.0 or later

aaaaQ

Internet connection (required for installing Microsoft.Net and for using cloud-based Folders)

Note Do not run any other enterprise application on the AccuRoute server system.

Supported Devices

AccuRoute supports the AccuRoute Embedded Device Clients on many devices. Refer to the AccuRoute v6.0
Release Notes for a current and comprehensive list of supported devices.

Additional software requirements for a local Composer

The AccuRoute server setup automatically installs a local Composer on the AccuRoute server. This is needed to
compose documents into the specified final formats. You can also install a Remote Composer if needed. For

installation instructions, see Installing an additional Composer (12-1).
The Local and Remote Composers must have the following applications installed if using the native application to

convert documents. For example, if you are planning to use Crystal Reports for compose, it must be installed on the
compose server.

O  Microsoft Visio 2007 for *.VSD and *.VDX message attachments.

O  Crystal Reports v10.0 or earlier for *.RPT message attachments

Important  Visual Basic for Applications is required for PowerPoint document conversion. You must
install this component for PPT and PPTX document formats to compose successfully on
the AccuRoute server. If this component is not installed, and you try to compose a
PowerPoint document, you will get an error.
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Note Routing Sheet templates are provided in * DOC and *.OMTPL format, and these templates can be edited
in Word and WordPad respectively. For more information on Routing Sheet templates, consult the
AccuRoute Desktop Installation Guide, which is available on the AccuRoute v6.0 documentation page.

Additional installation requirements

An AccuRoute server installation also requires the following:

O AccuRoute service account. For instructions on how to create the AccuRoute service account, see
Creating the AccuRoute service account (2-3)

O  Windows user account that belongs to the local Administrators group. For instructions on how to
create this group, see Creating AccuRoute Admins group (2-4)

a

AccuRoute server license key

a

Licenses for any additional features that require a license

O  Configuring AccuRoute service account for ExchangeX.

Note This is required only if you are integrating with ExchangeX environment.

For instructions, see Configuring AccuRoute service account permissions for ExchangeX (2-4). If you
have an ExchangeX Virtual server, see Installing Microsoft SOL Express on the AccuRoute server (2-4)

O  Installed MS SQL application. For instructions, see Installing Microsoft SQL Express on the AccuRoute
server (2-4)

0O  Fax boards/modules that has been installed, configured, and tested. This is required only for an
AccuRoute server that supports faxing. For information on fax board installation, consult the Dialogic
Modem Diriver Installation and Configuration Guide, which is available on the AccuRoute v6.0
documentation page.

Creating the AccuRoute service account

The AccuRoute service account is a dedicated Windows user account that is designed to run AccuRoute services on
the AccuRoute server.

Important  AccuRoute recommends that you do not change this account or the password associated
with it.
The AccuRoute service account user:
O  Must belong to Domain Users group in the domain where the AccuRoute server is being installed
O  Must belong to local Administrators group on the system where the AccuRoute server is being installed

O  Must have a password that never expires
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You can create or select a Windows user account as the AccuRoute service account. For instructions on creating
Windows user accounts, consult Windows help.

Creating AccuRoute Admins group

The AccuRoute Admins group consists of all AccuRoute users who run the AccuRoute Server Administrator (either
on the AccuRoute server or on a Remote Administrator). These AccuRoute users must have Distributed COM
access, launch, and configuration permissions on the AccuRoute server.

To create an AccuRoute Admins group:
I  Go to Active Directory. Locate the domain where the AccuRoute server is being installed.
2 Create a group for AccuRoute Server Administrator users. Name this group AccuRoute Admins.

3 Add all AccuRoute users who will run the AccuRoute Server Administrator to the AccuRoute Admins
group.

4 Log in to the system where the AccuRoute server is being installed using an account that belongs to
the local Administrators group.

5 Add the AccuRoute Admins group to the local Administrators group.

When you need to add additional users to run the AccuRoute Server Administrator, you can add them to the
AccuRoute Admins group.

Configuring AccuRoute service account permissions for
ExchangeX

The AccuRoute connector for ExchangeX on the AccuRoute server is a gateway to ExchangeX, and the AccuRoute
service account (the logon account for the AccuRoute Connector Manager service) must have specific permissions.

ExchangeX 2010 and Exchange Server 2013

For ExchangeX 2010 and Exchange Server 2013, permission is needed is access to the drop directory when creating
the AccuRoute connector for ExchangeX. For more information on the drop directory, consult Microsoft
documentation in http://technet.microsoft.com/en-us/library/aa996779.aspx.

Installing Microsoft SQL Express on the AccuRoute server

The AccuRoute server utilizes the MS SQL Express database to store and archive messages. It requires access to one
of the following SQL database applications: SQL Express 2016, 2012 or 2008.

Use one of the following SQL database applications:
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e SQL Express 2016, 2012 or 2008 - This limited Microsoft SQL database application provides the
basic database services the AccuRoute server needs to maintain its SQL databases. It is licensed as
part of the AccuRoute installation.

a  SQL Express must be installed local to the AccuRoute server.
a SQL Express installation requires Microsoft .NET Framework 3.0.

When installed on the AccuRoute server, SQL Express must only service databases for AccuRoute.
Consider that installing an instance of SQL Express on the AccuRoute server might require the
purchase of an additional SQL Express license.

Important  Installing the full SQL Server (2016/2012/2008) on the AccuRoute server is not
recommended.

Note [f undetected during the automated prerequisites check, a minimum version of Microsoft SQL Express
2012 is automatically installed.
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Section 3: Installing the AccuRoute
Server

This section includes:

Introduction to installing the AccuRoute server (3-1)
Automated pre- and post-installation and configuration tasks (3-2)
Installing the AccuRoute server (3-2)

Creating and configuring the database (3-11)
Completing the Server Configuration Wizard (3-14)

Activating the license (3-16)
Uninstalling the AccuRoute server (3-22)

Introduction to installing the AccuRoute server

The AccuRoute server is installed with:
e  Specialized Windows services that carry out the document distribution responsibilities of the server
e Components used to complete message processing tasks

e Connectors used to connect the AccuRoute server with external systems that submit messages to the
server and distribute them to their final destinations

e AccuRoute Server Administrator, the management application for the AccuRoute server

The AccuRoute server setup program has a verification utility that checks the server for compliance with installation
requirements. All installation requirements must be met before AccuRoute can be installed (see Section 2:

Requirements).

If you are setting up an AccuRoute server cluster, review the AccuRoute cluster setup instructions in Appendix A:
Setting up an AccuRoute Server Cluster before beginning the AccuRoute server installation.

Important ~ The AccuRoute server installs with a 30-day demonstration license.
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Automated pre- and post-installation and configuration

tasks

The pre-installation package automatically verifies, installs, and/or configures a variety of prerequisites, including:

Minimum versions of the OS, Internet Explorer, .NET, and Microsoft SQL
SMTP and IIS services

32-bit IIS applications

DCOM and IIS configuration

Installation of required runtime libraries

Internet Enhanced Security (IE ESC) is disabled

8.3 Naming Convention is disabled

IS large scanning setting is enabled

Application of Windows firewall settings

Print spooler and IIS services set to automatic

User Access Control (UAC) set to required setting

Post-installation configuration requirements are automated as well. Post-installation configurations for the server

include:

Setting the Doc, Docx, XLS, XLSX, PPT, PPTX, HTM and HTML formats to use the Aspose compose
engine

Setting a Cleanup task in Maintenance for 30 days

Note It is recommended to run this program on all servers that will run AccuRoute or remote AccuRoute
components.

Installing the AccuRoute server

Log in to the system where the AccuRoute server is being installed using the Omtool service account.

2  Go to the network copy of the AccuRoute server setup and run \AccuRoute\Setup.exe.
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3 The AccuRoute Prerequisite Install Check screen appears.

AccuRoute Server Prerequisite Install Check [ %]

The AccuRoute Server Prerequisite Instal Check wil prepare yvour systern for instalation of the selected
cormponents, Select a setup option to procesd.

Cormplete Server
Configures necessary prerequisites required to install to a host server,

Web Cormponents
Configures necessary prerequisites required to install the Wweb, Mobile andfor Device Client(s) to a remote host server,

,} Remote Components
B Configures necessary prerequisites required to install remote processing compaonents to & remote hast server,

Remote Modem Server
% Configures necessary prerequisites required to install remote modem components to a remote host server,

COhjectarchive Server
Configures necessary prerequisites required to install Objectarchive to a remote host server,

Exit

Select the option for which you want your system automatically prepared.

Each option checks for and (if not already present) installs and/or configures the necessary
prerequisites for your selection.

Complete Server — prepares the system to install the AccuRoute Server onto one host server,
including:

4  Microsoft.NET Framework 4.6.1

4 Microsoft.NET Framework 3.5 SPI

a  Microsoft SQL Server 2012 Express

a  Web Server IIS installation

a Sets the W3SVC Service (from the Web Server) to Automatic Startup
a  SMTP Service installation

a  Sets the SMTP Service to Automatic Startup

4 Adds a DCOM Exception in the Windows Firewall

a Sets the Print Spooler Service to Automatic Startup

Web Components — prepares the system to install the Web, Mobile and/or Device Client(s) to a
remote host server, including:

4  Microsoft.NET Framework 4.6.1
a Microsoft. NET Framework 3.5 SPI
a  Web Server IS installation

a  Sets the W3SVC Service (from the Web Server) to Automatic Startup
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« Adds a DCOM Exception in the Windows Firewall

Remote Components — prepares the system to install remote processing components onto a
remote host server, including:

a  Microsoft. NET Framework 4.6.1

« SMTP Service installation

a  Sets the SMTP Service to Automatic Startup

4 Adds a DCOM Exception in the Windows Firewall
a Sets the Print Spooler Service to Automatic Startup

Remote Modem Server — prepares the system to install remote modem components to a remote
host server, including:

« Microsoft.NET Framework 4.6.1
« Adds a DCOM Exception in the Windows Firewall

ObjectArchive Server — prepares the system to install ObjectArchive to a remote host server,
including:

«  Microsoft.NET Framework 4.6.1
« Microsoft SQL Server 2012 Express
4 Adds a DCOM Exception in the Windows Firewall

4 A default list of components to be configured before installation appears in the next screen.

Prerequisite Install Check B3

Complete Server

Select the components to configure and click Configure System

@ oft MET Fr: 6.1 Microsoft MET Framework 4.6 Setup is a required component,
(@ Microsaft NET Framewark 3.5 SP1
(@ Microsoft@ SOL ServerE
& Web Server
& Web Server (115)
@ WasyC Service Automatic Startup
Microsoft MET Core 1.0.0 - Windows Server Hosting
@ SMTP Service
& Install SMTP Service
-@ SMTP Service Automatic Startup
- DCOM Exception in wWindowes Firewsal
EHZ Print Spooler

----- & Print Spoaler Service Automatic Startup

Back ﬁConfigure System | Exit |

Click Configure System.

Note A File In Use Windows dialog may appear in the background. Find the dialog and click OK to proceed
with the configuration.
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5 When the system finishes configuring your prerequisites, a Successful Summary screen appears,
listing components and their status.

Prerequisite Install Check [ x]

Complete Server - Successful

Summary

Component [ Status [
Microsoft MET Framewark. 4.1 Fre-nstalied

Micraisoft MET Framework 35 SP1 Preslnstalled
Micrascft® SOL Server® PreInstalled
wieb Server (IS] Preslnstalled
WIENC Service Automalic Startup PreInstalled
Mictasoft MET Core 1.0.0 - Windows Server Hosting Preslnstalled
Install SMTP Service PreInstalled
SMTP Servics Automatic Startup Preslnstalled
Print Spadler Service Automalic Startup PreInstalled
Proceed to
l._: Irstall | ’ Web Apps Install

Click the installation type with which you want to proceed (AccuRoute Server or Web Apps
Install).

The system prepares the Installshield wizard for the installation process.
The InstallShield wizard opens and displays a Welcome message.

AccuRoute

Welcome to the InstallShield Wizard for AccuRoute

InstallShield ] Cancel

6 Click Next. The setup shows the License Agreement page.
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7 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms. Select | accept the terms of the license agreement.

AccuRoute Server E

License Agreement

InstallShield

to the battom before pou can

THIZ B0FTWARE I3 PROVIDED BY THE REGENTE AND
CONTRIEUTORS A3 [3" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, EUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTAEILITY AND FITHESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTSE OR CONTRIEUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SFECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT HOT LIMITED
TO, PROCUREMENT COF 3UBSTITUTE GOODS OR 3ERVICES,
LO33 OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUFPTION) HOWEVER CAUSED AND ON ANY THECORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIZING IN
ANY WAY OUT OF THE U3E OF THIS B0OFTWARE, EVEN IF
ADVIZED OF THE POSSIBILITY OF 3UCH DAMAGE.

8 Click Next. The Setup Type options are displayed.

Setup Type

InstallShield

< Back ” Mest » I [ Cancel o
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Note The default destination folder is C: \Program Files (x86)\Omtool\Omtool Server\
You can change the destination, if necessary, by clicking Browse and then navigating to the desired
location. However, you cannot install the server on the root of a drive (for example, C:\).

9 Select one of the following:
» Typical for an installation that does not support faxing
» Custom, to select options, such as the modem server

If you select Custom, select options for the AccuRoute server installation. The following features are
selected by default:

4 Message Server

a  Connector Package
a  Component Package
a  Server Administrator

4« Intelligent Device Client

a  Client Installs
a Server Tools
4  Mobile Device API

The following features must be selected for a server installation:
4 Message server
a  Connector Package
a Component Package
a  Server Administrator
a Client Installs

The remaining features can be installed on remote systems depending on the planned environment
structure.

Important  Select the Modem Server option to support faxing with a local Modem Server.

Important ~ ObjectArchive is only supported when installed on a system remote from AccuRoute
server. Go to Section 10: Installing ObjectArchive for more information.
Note that ObjectArchive is not cluster aware.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide

Section 3: Installing the AccuRoute Server

10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute

Prerequisites
[ prerequ

Frerequisite Status

~ CPU Licensing walidation Detected 2 CPU cores.

~ Microsaft 115 Web Servi.. This component iz installed.

o Microsaft SMTP Service  This component iz installed.

~ Microsaft SOL Server S0L Express 2008 detected.

~ wieh Client ‘wieb Client iz supported or not installed

o windows Server 05 Windows Server 2008 R2 Standard [vB.1 sp1)

| < Back H Mest » ‘ : Cancel .

InstallShield

Il Review the results and perform one of the following actions.
» To exit the setup or to install components that are required for the installation, click Cancel and
then click Yes to exit the setup.

» To continue with the installation, click Next.
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12 On the Service Account screen, provide the login credentials of the Omtool service account.

AccuRoute Server

Service Account

Enter th Jnt infarmation

Do not change th

InstaaliGhield ’ < Back ” Mext > I [ Cancel "

In the NT Domain field, enter the name of the Windows domain.

In the User Name field, enter the user name. By default, the User Name field is populated with
the name of the user logged in to Windows.

c In the Password and Confirm Password fields, enter the password for the user.
d Click Next.

13 Review the installation settings on the Installation Settings screen. Click Next to proceed with the
installation.

Progress details appear on the Setup Status screen.
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14 The Installshield Wizard Complete screen appears. Click Finish.

InstallShield Wizard Complete

1 o

InstallShigld ’ < Back H

The setup launches the Database Configuration Wizard. Continue with the procedure for
Creating and configuring the database below.
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Creating and configuring the database

Continue the installation process by creating and configuring the database.

I  The AccuRoute Database Configuration Wizard Welcome screen opens.

AccuRoute Configuration Wizard [ %]

Welcome

Select the appropriate deployment configuration for your infrastructure:

Single-server configuration =

Disaster recovery configuration =

ﬁ Failover cluster configuration =

Cancel |

2 For a typical server installation, select Single-server configuration.

Note For more information about Failover cluster configuration, refer to Setting up an AccuRoute Server
Cluster (A-1).

Also note, for more information about Disaster recovery configuration, refer to Configuring Disaster
Recovery.

3 The Database screen opens.

AccuRoute Configuration Wizard [ %]

Database

Select database option:

o | "n Create a new database
i

Select this option if you are configuring a new implemenation of this product.

© ) Use an existing database

Select this option if you are upgrading an existing implemenation of thiz product.

< Back | Mest > I Cancel
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Select Create a new database and click Next.

Note Only select Use an existing database if you are upgrading an existing release of this product. See the
AccuRoute Server and Clients Upgrade Guide on the AccuRoute v6.0 documentation page for more
information.

4 The Create New Database screen opens.

AccuRoute Configuration Wizard [ %]

Create New Database

Specify the details about where you'd like to create the database:

SOL Server:

& Use Windows Integrated Authentication
 Use SOL Authentication Login

Uszermame: I

Fazsword: I

D atabase Mame: |AccuR oute

< Back | Mest > I Cancel

To create the database:

a Enter the SQL Server name:

a |f the setup detects Microsoft SQL Server Express 2008/2012, verify that the SQL
Server field is populated with the name of the server running the Microsoft SQL server
database application and that \ SQLExpress is appended to the server name.

a |f the setup detects SQL Server 2008 SP2 or SQL Server 2012, verify that the Server
field is populated with the name of the server running the Microsoft SQL server database
application.

Note The default value is the local server where the setup is running.

b Select the authentication method that the AccuRoute services use to access the database. Choose
one of the following:

« Use Windows Integrated Authentication to use the AccuRoute service account. This is
the default choice.

a Use SQL Authentication Login to use SQL server authentication. If you select this
option, enter the login credentials in the Username and Password fields.

c In the Database Name field, review the database name and modify it if necessary.
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Note Special instructions apply to an AccuRoute server cluster. For the first server being set up, enter the
database server name. For the second server being set up, allow the setup to create a local database. (The
second server is configured to use the database server, so the local database is not used.) For more
information, refer to Section A: Setting up an AccuRoute Server Cluster (A-1).

d Click Next.

5 The File Share screen appears.

AccuRoute Configuration Wizard [ %]

File Share

Select afileshare location:

Thiz iz used to store documents and details about meszages processed by the software. This must be a UMC share
that meets documented requirements.

L

File Share Location:

< Back | Mest > I Cancel |

Enter the File Share Location at which you want the system to store message documents and
details, and click Next.

6 The Ready to Configure screen opens. Click Next to configure the new database.

AccuRoute Configuration Wizard [ %]

Ready to Configure

Configuration is ready to be applied. .

Single Server
Configure AccuR oute with a new database
SOL Server: WMSHIRLEYSOLE wpress

Using Windows Integrated Authentication
D atabase: AccuRoute

Share: Ywwmshirleyhomtoals

Click Mext> to configure the system.

< Back | Mest > I Cancel

7 You can view progress of the configuration on the Configuring... screen.
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Click Next when the process is complete to launch the Server Configuration Wizard (described
in the next section).

Continue with the procedure for Completing the Server Configuration Wizard below.

Completing the Server Configuration Wizard

After the AccuRoute server and database are installed, the Server Configuration wizard automatically launches. You
must complete this wizard before starting the AccuRoute Server Administrator.

I When the Server Configuration wizard opens to the Welcome screen, click Next.

Server Configuration Wizard Eq

Welcome to the Server Configuration wizard.

Thiz wizard guides you through the stepz to complete the minimum
configuration required to get up your Server to zend and receive
5 | meszages.

— ou can fine-tune server components later by updating their
. A property pages.

¢ Back I Mest » I Cancel

Important  When setting up the passive server in an AccuRoute server cluster, exit the Server
Configuration wizard and click Cancel when prompted to run the wizard again after
theAccuRoute Server Administrator starts.
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2 The Congratulations! screen appears to indicate the Server Configuration is complete.

Server Configuration Wizard E3

Congratulations!
r'ou hiave completed the Configuration wizard,

Click Finish to save the configuration az specified:

Eﬂ_ I pou want to change any of vour configuration settings, click Back. Click
.‘ Cancel to exit the Meszage Server Configuration wizard,
s

il i

< Back I Finizh I Cancel

3 Click Finish to close the wizard. The Server Configuration wizard saves the configuration.

Server Configuration Wizard
=

Saving... [Maintenance]

After the configuration is saved, the AccuRoute Server Administrator opens.

= Console Root = B3
C Mame I | Actions
= Server Administrator 7 Server Administratar gt i n—
O YMDOCUMENTATION
More Actions »
4

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



3-16 AccuRoute Server Integration and Installation Guide

Section 3: Installing the AccuRoute Server

When you close the AccuRoute Server Administrator, Microsoft Management Console displays a
message about saving changes to the MSC file. This file records the current position of items in the
console tree. To preserve the console state, save the changes.

If prompted to update the MSC file, click Yes.

Note about registry keys location when installing the AccuRoute
server on a 64-bit machine

The 64-bit operating system stores registry keys for 32-bit applications under Wowé6432Node. When installing the
AccuRoute server on a 64-bit machine, the Omtool registry keys are located in
HKLM\SOFTWARE\Wowé6432Node\Omtool and not in the HKLM\SOFTWARE\Omtool directory.

Activating the license

After installation, the server uses a 30-day demonstration license. At some point during this time, you should activate
the server license. This can be accomplished:

e  Automatically when you enter an activation code and the AccuRoute server is on a system that has
access to the internet.

e Manually if the AccuRoute server does not have access to the internet. In this case, you will:
» Submit and validate the activation code.
» Create an Export file into which the activation code is copied.

» Create an Import file and use this file for activation from a system that does have internet access.

Automatic license activation
Be sure the AccuRoute server has access to the internet. Have available a copy of the activation code received with
the software package.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and select the server name.

3 Right-click and select the Licensing option.
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The Licensing page is displayed.
Licensing

General I Ik Usel

f r Semver Licenzing | Activate Licenze... I

Activation Code & |Featules | Properties |

[=11234567390-1234567890-1234567890- 12345 AccuRoute Core Capture Foundation [

Cloze | Help |

4 Click the Activate License... button. The License Activation page is displayed.

License Activation E

" Automatically activate via the Inkernet

Activation Code: I |

€ Export activation fils For manual activation

Export Filename: I Ciiserstadministrator, YMADTO0\Documentst ManualAckivation. e

" Import ackivation File from manual ackivation

Impork Filename: I Ziiserstadministrator, YMADTO0\Documents ManualActivation. i

o I Cancel |

Select the Automatically activate via the Internet option.
Enter your license activation code in the Activation Code text field.

Click OK. The server is updated with your license.

0 N o un

Click Close to complete the procedure.
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Manual license activation

Have available a copy of the activation code received with the software package.

Note Although the AccuRoute server may not have access to the internet, to complete this procedure you will
need a system that does have access.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and select the server name.
3 Right-click and select the Licensing option.

The Licensing page is displayed.

Licensing

General I Ik Usel

f r Semver Licenzing | Activate Licenze... I

Activation Code & |Features | Properties |

=11234567890-1234567890-1234567890- 12345 AccuRoute Core Capturs Foundation [...

Cloze Help

4 Click the Activate License... button. The License Activation page is displayed.
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5 Select the Export activation file for manual activation option.

License Activation E

 Aukomatically activake via the Inkernet

Activation Code; I

" Expork ackivation file For manual activation

Export Filename: I v\ Userstadministrator, ¥MAD700\DocumentsiManualctivation,

" Impork activation file from manual ackivation

Impaork: Filename: I CiiUsersiadministratar, YMAD7O0\DocumentsiManualAckivation. i

Ok I Cancel |

6 Create an Export license file:

a Browse to a location where you want to save the license file. By default, the file is an Export file
named ManualActivation.exp. After specifying the file name and location, click Save.

b  The path will appear in the Export Filename field on the License Activation page. Click OK.
7 From a system with internet access, launch the web browser and go to:
https://license.omtool.com/accuroute

The Manual Licensing Portal page opens.

Manual Licensing Portal

Enter your activation code and select the Exported Activation File made using the Server Administrator.

Activation Code:

@ Activate License © Deactitvate License

Eﬁz?rted Activation

8 Enter your license activation code in the Activation Code text field.
9 Be sure the Activate License option is selected (the default).

10 Click the Browse button to select the ManualActivation.exp file created in Step 6. With the
file name selected (highlighted), click Open.

Il Verify that the license information is entered correctly on the Manual Licensing Portal page.
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12 Click NEXT and the Activation Successful message is displayed.

ﬁ'nctivation Completed - Windows Internet Explorer

1S [=] E3
@ B Ié, https: /{license .omtool. comj/AccurouteHome/ Activate j; % pe ) | K I Eing pelibs
1;? Faviotites | 1.5 Suggested Sikes ~ @ | web Slice Gallery =
jénctivatwun Completed | | }"ﬁ % - 7 = - Page -~ Safety - Tools - '@]v
‘ .
100} 4

om

Manual Licensing Portal

Activation Successful

To complete this activation download the Activation File and use the System Administrator to import that file,

Done

l_ l_ l_ l_ l_ l_ ‘9 Internet | Protected Mode: OFF

5+ [®wmw - 4
13 To complete the activation, click Download. The File Download page is displayed.

File Download [ x|

Do you want to zave thiz file. or ind a program online to open
it?

Mame; 1234567890-1234567290-1234567890-12345.imp
Twpe: Unknown File Type, 34,866

From: license.omtool.com

Find Save | Cancel I

| 2 | While files fram the Intermet can be useful, some files can patentially
g harm your computer. [F you da nat trust the source, do nat find a
© program to open this file or zave thiz file What's the risk?

14 Click Save to create the Import file. By default, the file is named with the activation code. You can

change this (for example, ManaulActivation.imp) and select a location for the file on the
AccuRoute server.
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15 Click Save. The Download Complete page shows that status of the file download.

Download complete ==l B

7'
W

= Download Complete

. BE7EA0-1234567890- 12345, imp From license.omtool, cam
-
Downloaded: 34.8KB in 1 zec

Download to: L5 zershadminizt. . v anualdctivation.imp

Transfer rate: 34.8KB/Sec

[™ Close this dialog box when download completes

Open Open Folder I Cloze I

16 Click Close.
Note You can minimize or close the browser.

17 On the Licensing page, select the Activate License... button.

Licensing

General I Ik Usel

f r Semver Licenzing | Activate Licenze... I

Activation Code & |Featules | Properties |

[=11234567390-1234567890-1234567890- 12345 AccuRoute Core Capture Foundation [

Cloze Help
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18 Select the Import activation file from manual activation option.

License Activation E

 Aukomatically activake via the Inkernet

Activation Code; I

" Export ackivation file For manual activation

Export Filename: I CiiUserstadministrator, YMADTO0Documentsi ManualAckivation. e

" Impork activation file from manual ackivation

Import Filename: I",.Z:\,Users'l,administratur.'u'MAD?DD'!,DDcuments'l,ManuaIP.ctivation.i| |

Ok I Cancel |

19 Browse to the saved ManaulActivation. imp file. Select the file and click Open.
20 Click OK on the License Activation page. The license is updated.

21 Click Close to complete the procedure.

Uninstalling the AccuRoute server

Go to the Control Panel and start Add/Remove Programs applet.
2 Select AccuRoute Server and click Change/Remove.

3 The InstallShield Wizard is initiated and prompts you to confirm that you want to uninstall the
software.

4 Click Remove.

AccuRoute server is removed from your system. A progress indicator shows the status of the
uninstallation.

Note After you have uninstalled the AccuRoute server, the associated folder registry entries will remain.
Similarly, if you modify the server configuration after you have completed the AccuRoute v6.0 server
installation, associated program files are not removed and associated services are not stopped or
removed. For example, if you uninstall the Modem Server after an upgrade, associated program files are
not removed and modem services are not stopped or removed. Associated program files and services
remain until a complete uninstallation is performed.
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Section 4: AccuRoute Mobile Client

Using the AccuRoute Mobile Client, AccuRoute users can preview and send documents from their mobile device,
create Mobile Reservations for future scanning, and configure Personal Distributions. Access Group and Preset
Distributions can be configured by the System Administrator and made available on a permission basis. Users can also
define alerts and set default preferences.

Server Administrators configure permission to use the Mobile Client in Group Properties on the Configuration
node. For more information on using the Mobile Client, refer to the AccuRoute Server Administrator Help.

When AccuRoute Mobile Client users make Mobile Reservations, they are creating a Mobile Scan Reservation
Code for later use at an MFP inside or outside their business network. The system uses the Mobile Scan Reservation
Code to appropriately distribute the submitted document information.

If you want include remote systems in your setup or be able to accept Mobile Reservations from an external source,
you must properly configure your system ahead of time:

e Installing the Mobile Device Application (4-2)

e Installing the Mobile Client (4-3)

e  Configuring a local IIS system for mobile connectivity (4-3)

e  Configuring a remote IIS system for mobile connectivity (4-4)

e  Environment configuration to support AccuRoute Mobile Clients (4-4)

Requirements

e Licenses for both the Mobile Client and the Mobile Server Application

e AccuRoute Server v6.0

e Mobile device running either
- jOS™ 6.x or higher
«  Android™ v4.4 or higher

e Mobile Client application downloaded directly to your device from either
4« iTunes Store®

4  Google Play™ store
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Installing the Mobile Device Application

The AccuRoute v6.0 installation program includes the Mobile Client and the Mobile Device Application (API).
If you have a remote IS system on which to install the AccuRoute Mobile Device API, you will need to install the
Mobile API prior to setting up the Mobile Client.

Note Follow the steps below if your IIS system is remote from the AccuRoute Server. Depending on the needs
of your organization, you may prefer to do so for security purposes.

To install the Mobile Device API on a system remote from the AccuRoute Server:

I First, you need to change the DCOM login on the installation server to use the Computer Account
instead of the Service account.

2 Refer to steps | through 8 in Installing the AccuRoute server (3-2) and return here.

3 At Step 8, on the Setup Type screen, select Custom. All options for the AccuRoute server
installation are selected by default.

4  Clear all options except the Mobile Device API. To continue the installation, click Next.

5 The Prerequisites screen appears as the installer compares your configuration with the required
setup components and lists the results. Click Next.

6 In the Service Account screen, the setup requests logon credentials for the AccuRoute computer
account. By default, the User Name field is populated with the name of the user logged into
Windows.

Provide the AccuRoute computer account logon credentials:
a In the NT Domain field, enter the Windows domain name.

b In the User Name field, enter the computer name.
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c In the Password and Confirm Password fields, enter the user password.

d Click Next.

Service Account

Ente Jnt infarmation ko rur th

MNT Damain: MY D OMAIN]

d:
Corfirm P :

InstaaliGhield ’ < Back ” Mext > I [ Cancel ‘

7 The setup validates the user account, and you can review the installation settings on the Installation
Settings screen. Click Next to proceed with the installation.

8 Progress details appear on the Setup Status screen.

9 The InstallShield Wizard Complete screen appears. Click Finish.

Installing the Mobile Client

To download the Mobile Client application to your device, download it directly from either the iTunes Store or
Google Play onto your device.

Configuring a local IIS system for mobile connectivity

The Mobile IIS virtual pages are installed by default with the AccuRoute Server installation. No configuration is
required if this system is local to the AccuRoute Server.
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Configuring a remote IS system for mobile connectivity

To allow connectivity between the Mobile Client and a remote IIS system:

I Once the installation is complete, go to C: \Program Files (x86)\Omtool\Omtool
Server\WebAPI\MobileWebAPI\Scripts, where you must open and modify the
omISAPIU.xml file.

2  Inthe omISAPIU.xml file, you need to edit the server name from that of your remote IIS Server,
which appears by default, to your AccuRoute server name.

For example, the default omISAPIU. xml file content includes:
</Server>

<Server Name="OmtoolServer">
<ServerName>REMOTE IIS Server name</ServerName>
</Server>

Change the text to the following:

</Server>

<Server Name="OmtoolServer">
<ServerName>AccuRoute Server Name</ServerName>
</Server>

3 For user access to the Mobile Device Client, connect to the AccuRoute server with the following login
path: HTTPs://RemotellSserverName/Mobile

Environment configuration to support AccuRoute Mobile
Clients

Before you begin, you may want to create a secure connection for communications between Mobile Clients and your
office environment. To do so, you need to modify the default lIS configuration from using HTTP to using HTTPS. For
more information, see Configuring the Mobile Client environment to support HTTPS below.

To set up your system for incoming Mobile Reservations from an external source, you need to define a recipient for
them in your email management system. You also need to be able to forward the messages to the AccuRoute server
for processing.

Note The steps outlined below use Microsoft Exchange as an example for configuring the email management
system. Reference your email vendor’s documentation for more specific information.

The recipient email address you create needs to be associated with a user group in the AccuRoute Server
Administrator. You also need to create an outbound rule to handle the messages from the Mobile Client.

Once your system is configured, Mobile Client users can send a scanned message to the recipient email address using
the Mobile Reservation Code as the subject line text.
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To configure your environment, see:

e  Configuring the Mobile Client environment to support HTTPS

e  Configuring the email management system

e Configuring the AccuRoute server

Configuring the Mobile Client environment to support HTTPS

To create a secure connection between your office environment and Mobile Clients connecting from outside your
LAN, you must modify the default IIS configuration from using HTTP to HTTPS.

Changing your configuration to HTTPS requires you to request, download and install an SSL certificate from a
trusted Certificate Authority (CA). Refer to the CA you select for specific certificate installation instructions.

Note iOS devices include certificates from several trusted Root Certificate Authorities (CA). For a list of
supported CA’s, go to http://support.apple.com/kb/ht5012.

The basic steps to acquire an SSL certificate are as follows:
I Request your SSL Certificate from the CA.

2 Once your request is approved by the CA, you can download and install the certificate on your IIS
web server. This enables Secure Socket Layer (SSL) for your IIS system.

3 To verify your installation, visit your website using HTTPS.

Configuring the email management system

In your email management system, use the steps below to define a recipient email address for Mobile Reservation
scan messages.

Note The steps outlined below use Microsoft Exchange as an example for configuring the email management
system. Reference your email vendor’s documentation for more product-specific information.

I Open the Exchange Management Console, and create a new Mail Contact from the Recipient
Configuration section.

2 While entering information on the New Mail Contact page, be sure that when you enter the new
contact’s External e-mail address you assign it to the internal address of your AccuRoute server.
For example: mobilescan@accuroutesrv.omtool.com

3 After you create the new Mail Contact, return to the contact Properties and add your email
domain as a secondary email address. This allows it to be accessed from outside your
organization.

For example: mobilescan@omtool . com will now forward to
mobilescan@accuroutesrv.omtool.com (the AccuRoute server).
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Configuring the AccuRoute server

You can configure the AccuRoute Server for Mobile Reservations by associating the new recipient email address with
specific user groups and creating an outbound rule to handle Mobile Reservation messages.

Group properties

To assign the new external email address to specific user groups:

2
3
4

Open the AccuRoute System Administrator and select Groups.
Right-click the group of interest and select Properties.
In the Mobile tab, select Enable members of this group to use the mobile client.

Enter the external email address (created in step 2 of Configuring the email management system
above) in the Scans to Email field and click OK.

Outbound rule

To create an outbound rule for handling Mobile Reservation messages:

2
3
4
5

o

10

Open the AccuRoute System Administrator, expand the Rules node and select Outbound.
Right-click Outbound and select New > Rule. The Create New Rule screen appears.

Click Add. The Add Rule Criteria screen appears.

Select Destination is an e-mail address and click Next.

In the Items to Match screen, select the is radio button and enter the External email address in
the text box.

Click Add and then click Finish.
Returning to the Specify the Criteria for this Rule screen, click Next.

In the Specify actions to take for this Rule screen, click Add. The Add Rule Action screen
appears.

Select Route to Embedded Directive Manager and click Next.

The Route to Embedded Directive Manager screen appears. Select Scan subject line for
Reservation Code and click Finish.

Click Next, Next, and Finish.

Note See the Omtool Server Administrator Help for optional server configuration for use with the AccuRoute
Mobile Client.
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Section 5: Post Installation Configurations

This section includes:

Specifying the originator of notification messages (5-1)

Customizing access to client setup programs (5-2)

Configuring the Compose component to convert Office message attachments using automation (5-2)

Configuring the AccuRoute server to convert PCL message attachments (5-3)

Configuring Integrated Windows Authentication on the Web Server (5-5)

Specifying the originator of notification messages

The AccuRoute server generates notification messages for various events and sends them to users through the
AccuRoute connectors for ExchangeX, Notes, and SMTP. The display name and email address associated with these
notification messages can be set in the AccuRoute server properties. Omtool recommends setting these attributes
using a valid email address so that users can reply to notification messages if they require assistance. (The default
email address is MessageServer and the default display name is Message Server.)

To specify the originator of notification messages generated by the AccuRoute server:

Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

In the console tree, expand the AccuRoute Server Administrator and right-click on the AccuRoute
server.

Select Properties. The Server Properties page opens.
Click the Settings tab.

In the E-mail Address text box, enter the email address that should be associated with notification
messages generated by the AccuRoute server.

Omtool recommends using a valid email address so that users can reply to notification messages if
they require assistance.

In the Display Name text box, enter the name that should be associated with notification messages
generated by the AccuRoute server.

Click OK to save changes to the server properties.
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Customizing access to client setup programs

The AccuRoute server has a Clients folder where it stores all the setup programs for its client applications, such as
AccuRoute Desktop, AccuRoute Web Client, CostRecovery, and FaxCenter. After the AccuRoute server is installed,
the Clients folder is shared but only the Omtool service account has permissions to access it.

Note The network path to the Clients folder is \\server\omtool\clients where server represents the network
name of the AccuRoute server.

Omtool recommends customizing the permissions on this folder so that the users who are installing these
applications on clients can access the setup programs conveniently from anywhere in the LAN. If necessary, the setup
programs can be copied to a network location where all applications are stored for deployment purpose, and can be
copied to the client before installation. For more information on modifying Windows sharing and security
permissions, consult Windows help.

Configuring the Compose component to convert Office
message attachments using automation

Note This is an optional procedure. For best results Omtool recommends this procedure for customers who
have Microsoft Office installed on the server.

The Compose component can be configured to convert documents using the “automation” conversion method,
which utilizes a document’s native application to open the document so that it can be converted to the required
delivery format. Automation is the recommended conversion method for Office documents because this method
produces the highest quality conversion results and eliminates conversion errors that can occur with other methods.

The procedure to configure the Compose component to convert Office message attachments using automation is
highly recommended but not required. If Office is not used in the LAN, or if automation is not the preferred method
for converting Office documents, you can skip this procedure and go to the next section.

The Compose component manages conversion methods for all Composers for the AccuRoute server. For this
reason, it is necessary to complete this procedure only once.

To configure the Compose component to use automation as the conversion method for Office documents:

I Verify that a supported version of Microsoft Office is installed on the AccuRoute server. For
supported Office versions, see Additional installation requirements (2-3).

2 Start the AccuRoute Server Administrator (click Start > All Programs > Omtool > AccuRoute
Server Administrator).

Select the AccuRoute server in the console tree.
Go to the details pane and double-click Components.

Double-click Compose. The Properties for Compose page is displayed.

N U1 AW

Click the Conversions tab.
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7  Enable automation for Office files:
a Select doc.
b Click the Properties button.
c Select Word Automation.
d Click OK.

Repeat these steps to select the automation option for the DOCX, PPT, PPTX, XLS, and XLSX
file types.

Note DOCX, PPTX, and XLSX are file types associated only with Office 2007.
DOC, PPT, and XLS files are file types associated with Office 2003 and earlier, and compatible with Office
2007.

8 Click OK to save changes to the Compose component.

Configuring the AccuRoute server to convert PCL
message attachments

The AccuRoute server requires additional configuration to convert PCL files. Omtool recommends completing this
configuration, but it may be omitted if the AccuRoute server is not required to convert PCL attachments.

Follow the instructions appropriate for the AccuRoute server location:

AccuRoute server on the same drive as the operating system (5-3)

AccuRoute server on a drive different from the operating system (5-4)

AccuRoute server on the same drive as the operating system

To configure the AccuRoute server to convert PCL message attachments:
I Find the short name path to:
...\Omtool\Omtool Server\Vendors\GhostScriptPCL
Tip To obtain the short name of a directory, run dir /x in the parent directory. For example, to obtain the

short name of C: \Program Files, set the working directory to C:\ and run dir /x. This returns the
short name of all folders under C:\.

2 Right-click My Computer and select Properties from the drop-down menu to open the
Properties page.

3 Click Advanced.
4 Click Environmental Variables.

5 In the System Variables section, add the variable PCLFONTSOURCE. Set the variable value to
the short path to the GhostScriptPCL directory.
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Note Use forward slashes, and include a forward slash at the end of the path, for example, /PROGRA~I/
Omtool/lOMTOOL~1/Vendors/GHOSTS~2/

6 Click OK to close the Environmental Variables page.

7 Click OK to close the System Properties page.

AccuRoute server on a drive different from the operating system

To configure the AccuRoute server to convert PCL message attachments:
I Copy the font files from:
...\Omtool\Omtool Server\Vendors\GhostScriptPCL
to:
C:\Winnt\Fonts
2 Create ...\Winnt\Fonts at the root level of the drive where the AccuRoute server is installed.
3 Copy the font files from:
...\Omtool\Omtool Server\Vendors\GhostScriptPCL
to:
... \Winnt\Fonts on the drive where the AccuRoute server is installed.

4 Right-click My Computer and select Properties from the drop-down menu to open the
Properties page.

5 Click Advanced.
6 Click Environmental Variables.

7 In the System Variables section, verify that there is no PCLFONTSOURCE variable. (If it exists
from a previous version of AccuRoute server, delete it.)

Tip When the PCLFONTSOURCE does not exist as an environmental variable, the AccuRoute server uses
\Winnt\Fonts.

8 Click OK to close the Environmental Variables page.

9 Click OK to close the System Properties page.
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Configuring Integrated Windows Authentication on the

Web Server

The following procedure applies only if you are using the Web Client.

I Click Start > All Programs > Administrative Tools > Internet Information Services (11S)

Manager.

2 Expand the server running AccuRoute Web Client. Expand Sites and then expand Default Web

Site.

3 Click the virtual directory for AccuRoute Web Client. (The default name is WebClient.) The
Internet Information Services features view opens in the details pane.

5-5

! Application Pools ASP.NET

@ Sites - - - f—

- Default Web Site =0 D M () “i “Q = 2
- F ARDWebAPE i ] 2 L&) =5 > ENV =@ = LL
®-[] aspnet_dient MNET NET JNET Error JNET MNETProfle  .NETRoles  .NETTrust .NETUsers Applicaion  Connection
= i ¥ Authorizati... Compilation Pages Globalization Levels Settings Strings
& e, = 1 -G-

55 OntooMebiPL. il&r °E: ;'J‘_?; g?) ]
i Machine Key ~ Pages and Providers  Session State  SMTP E-mail
(- OmtoolxeroxETP Controls
- my New FTP Site
& (& 1= 1=
g—_” 6 =0 | & 4q)
Authentication ofi 6l Compression Default Directory Error Pages Handler ~ HTTP Redirect
R Document Browsing Mappings:
2 B H e = 9
a* i = . )
e ,,|| JT" = f_"’i o= ! 1Y)
HTTP 1P Address Logging MIME Types Modules Output Request S5L Settings WebDAY
Respo... and Dom... Caching Filtering Authori...
Management
B &
Configuration  IIS Manager
Editor Permissions

4 In the lIS section, click Authentication. The following page opens.

‘_i Authentication

Group by: Mo Grouping -
Mame =

Anonymous Authentication Disabled

ASP.NET Impersonation Enabled

Basic Authentication Enabled HTTP 401 Chalenge
Digest Authentication Disabled HTTF 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Chalenge

5 Verify the Anonymous Authentication option is disabled. If not disable the option.

6 Verify the Windows Authentication option is enabled. If not, enable the option.
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7 Perform an iisreset.
a Open a command prompt.
b Type iisreset.

8 Press Enter.
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Section 6: Optional Configurations

This section includes:

Disaster Recovery Solution (6-1)

Data Encryption (6-3)

Support for SQL Always On Availability Groups (6-5)
Support for the SSL/TLS v1.2 Protocol (6-6)

Disaster Recovery Solution

HP CR includes a Disaster Recovery Solution that inherits its configuration from your existing system. When in
use, the Disaster Recovery Server automatically updates names and connections to connectors, components, etc.

The Disaster Recovery solution supports a single server or a clustered system. It allows switching between the
primary data center and failover, and back again.

The accuracy of data recovered from your environment depends on the sync timing. For example, if your system
syncs 5 minutes behind, there would be a 5 minute data loss in recovery. Also, the database and the files must be
synced at the same time to ensure integrity.

Also note, the Disaster Recovery Server is designed to be a “cold” option and is not expected to be used as an active
production system.

For more information on setting up HP CR server clusters and failover, see Section |6: Setting up an HP CR Server
Cluster (16-119).

Requirements

Before you begin setting up your system for Disaster Recovery, make sure you have
e Installed a primary HP CR Server.

e Applied a Disaster Recovery license (and any other licenses needed).

Installing and configuring a Disaster Recovery server

I Begin by configuring a replication of a FileShare and database(s) for your system.

2 Install HP CR on your Disaster Recovery server using the same installation options that you applied to
your production server. Set up your Disaster Recovery server to use the replicas you created in Step
|. Your primary production server must be currently on-line.

3 When the HP CR Configuration wizard appears, select Disaster recovery configuration on
the Welcome screen.
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4 On the Disaster Recovery Standby screen, enter the Server Name of your production HP CR
server and click Next.

Note If you are configuring the Disaster Recovery server as a failover cluster, enter the Primary server name.

5 On the Existing Database screen, enter the name of your SQL Server.

6 Select either Use Windows Integrated Authentication or Use SQL Authentication Login. If
required, enter the appropriate Username and Password. Then click Next.

7 On the Select Existing Database screen, select your preferred database from the list of existing
databases and click Next.

8 On the File Share screen, enter or browse to the File Share Location you want associated with
your Disaster Recovery Server. Click Next.

9 The Ready to Configure screen appears. This screen identifies whether you are configuring Disaster
Recovery for a single server or a clustered environment. Click Next to configure the Disaster
Recovery system.

10 The Completed screen appears. Click Finish to close the Configuration wizard.
Note If you are configuring a “cold” cluster environment, repeat steps 4 through 10 above, as needed.

Il Power down the Disaster Recovery server(s).

12 In the HP CR Administrator, with your Primary server highlighted, select Action > Recovery
Settings... The Disaster Recovery Settings screen appears.

13 Edit the Backup Site entries as needed and select OK.
14 To bring your Disaster Recovery server(s) back on-line, first power up the server(s).
I5 Open the HP CR Administrator. You may need to wait several minutes for Services to start.

16 Select Action > Recovery Settings... to return to the Disaster Recovery Settings screen.
Confirm and/or edit the Backup Site entries as necessary. Click the Switch Site button.

17 A message appears warning you that any services running will be stopped. Any other error messages
that appear are likely normal, given that the production servers would be off-line in a real disaster.

18 Restart the Disaster Recovery server (or just the services) to bring the server fully on-line.
19 Bring the Disaster Recovery servers off-line.
20 Make needed repairs to the Primary server. Services should be stopped.

21 On the Disaster Recovery Server’s HP CR Administrator, select Action > Recovery Settings... and
click Switch Sites to return to Primary settings. The Disaster Recovery Server disconnects and
services stop.

22 Power down the Disaster Recovery server(s).

23 Perform any manual steps required to sync the Disaster Recovery database & FileShare back with the
Primary server.

24 Restart the Production server (or start services).

25 The Disaster Recovery server(s) are ready for the next time.
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Data Encryption

HP CR makes Data Encryption available for all messages that move through the server. This includes the Messages
folder, data as it is exchanged between the HP CR Server and the SQL server database, and HP CR Server Property
files. The System Administrator determines whether Data Encryption is enabled or not.

HP CR system files are encrypted using Advanced Encryption Standard (AES). Encryption certificate acquisition and
storage is the responsibility of the System Administrator.

Database information is encrypted using Transparent Data Encryption (TDE), which is configured by the SQL
Administrator.

Requirements

To use the HP CR Data Encryption feature, you need to acquire an encryption certificate from a certificate
vendor. Make sure that the encryption certificate is enabled for Key Exchange.

Note HP is not responsible for the certificate or the data if the certificate is lost.

Setting up Data Encryption for HP CR v1.6.0 involves:

e Importing the encryption certificate (6-3)
e Enabling Data Encryption (6-4)
Also see steps for
e Disabling Data Encryption (6-4)
e  Configuring the SQL Database (6-4)

Importing the encryption certificate

To use the encryption certificate, import the encryption certificate(s) to the server’s certificate store.

While you can use the Windows Certificate Manager to do so, HP CR recommends using the omcertutils tool
included in the HP CR server/bin folder.

To import the certificate, open Command Prompt and enter
omcertutils -import [path to certificate] [password]
e If the path to the certificate includes spaces, you must quote the path.
e If there is no password on the certificate, no password needs to be supplied.

The omcertutils tool must be run as Administrator. If you are on Windows 2008, you need to be logged in as
the Service Account to properly import the certificate. (It will succeed if you login as another user, but the services
will not be able to find it.)

Note [f your system environment is a server cluster, repeat this step on each individual machine.
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Enabling Data Encryption

To enable data encryption:
I  Make sure you are Administrator on the system, open Command Prompt and enter

omcertutils -apply [certificatenamel]
The certificate name is the value used for the certificate’s Subject field when it was created.
2 When it appears, read and agree to the legal warning by typing YES to continue.
3 The existing server disk files are encrypted. The process duration varies based on the number of files.

Your HP CR is enabled for encryption and the Services are started.

Note In the case of a server cluster, perform these steps only on the primary.

Disabling Data Encryption

To disable data encryption:
Make sure you are Administrator on the system, open Command Prompt and enter

omcertutils -remove

This command stops Services, decrypts all files, disables future encryption, and then restarts the Services. The
process duration varies based on the number of files.

Note In the case of a server cluster, perform these steps only on the primary.

Configuring the SQL Database

SQL database information is encrypted using Transparent Data Encryption (TDE), which needs to be independently
configured by the SQL Administrator.

Note The DSN Server name must exactly match the SQL SSL certificate subject name (most likely a FQDN) .
Also, you need to add Encrypt = yes to the DSN. To do so, stop Services, make the Registry
change, and then restart Services.

For more information on database encryption, refer to:

https://msdn.microsoft.com/en-us/library/bb677241.aspx
http://sglmag.com/sql-server/transparent-data-encryption-fags
https://technet.microsoft.com/en-us/library/ms|89067(v=sql.105).aspx
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Support for SQL Always On Availability Groups

HP CR offers support for using the HP CR Server in a SQL Always On Availability Group environment.
Note The relevant SQL Always On Group must be configured before installing the HP CR Server.

After installing the HP CR Server, the Server Administrator needs to update the database DSN entries to allow the
configuration to work with SQL Always On functionality.

Configuring the HP CR Server for SQL Always On

I  Complete the configuration of your SQL Always On Availability Group.
2 Install HP CR, selecting the Primary SQL server for the database.
3 To change the DSN settings for the Primary SQL server, navigate to this registry key:

HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Omtool\Genifax\Current
Version\DSN

4  Edit two sections of the DSN as follows:
» Change the Driver= section to { SQL. Server Native Client 11.0}
» Change the Server= section to TCP:.YOURLISTENERHERE, YOURPORTNUMBER
For example:

Driver={SQL Server Native Client 11.0}; Server=TCP:TestAcculistner,
1433;

Database=AccuRoute; Trusted Connection=Yes

This change needs to be made on the following four DSN entries:

» ActivityDB
» ArchiveDB
» DB

» DBMETADATA

And depending on your configuration, this change may also need to be made for these DSN entries
within the Administrator:

» Billing Archive
» Volume Lists

»  Audit
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Support for the SSL/TLS vl.2 Protocol

To use TLS v1.2 in your environment, you will need to acquire a certificate with the appropriate signature algorithm.
You will also need to enable TLS v1.2 on the HP CR Server and on the relevant HP devices. You may also need to
update relevant DSN entries on the HP CR Server.

Note The HP CR v1.6.0 release supports SSL/TLS vI.2 only on Windows 2012 and 2016.

6-0-1 Enabling TLS 1.2 on the HP CR Server

If you were previously using TLS v1.0 or vI.1, when you are turning those off and selecting TLS v1.2 instead, you also
need to edit the HP CR Server's DSN entries to point to the correct SQL Server driver.

I  To change the DSN settings for the SQL Server driver, navigate to this registry key:

HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Omtool\Genifax\Current
Version\DSN

2 Editthe Driver={SQL Server} section of the DSN to Driver={SQL Server Native
Client 11.0}

For example:

Driver={SQL Server Native Client 11.0}; Server=TCP:TestAcculListner,
1433;

Database=AccuRoute; Trusted Connection=Yes

This change needs to be made on the following four DSN entries:

» ActivityDB
» ArchiveDB
» DB

» DBMETADATA

And depending on your configuration, this change may also need to be made for these DSN entries
within the Administrator:

» Billing
» Archive
» Volume Lists

» Audit

Enabling TLS [.2 on your HP device

Sign in to the device via your browser and:
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e For FutureSmart 3 devices — Go to the Networking tab, select Mgmt. Protocols, and in the
Web Mgmt. Secure Communication section, select the TLS 1.2 check box. Click Apply

e For FutureSmart 4 devices — Go to the Networking tab, select Secure Communication, and
in the SSL/TLS Protocol section, select the TLS1.2 check box. Click Apply.
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Section /: ExchangeX Integration

This section includes:

Adding an AccuRoute connector for ExchangeX (7-1)

Specifying an email address for ExchangeX non-delivery reports (7-2)

Configuring lookup methods (7-3)

Tip  The Omtool Knowledgebase has technical articles on troubleshooting the AccuRoute connector for
ExchangeX.

Adding an AccuRoute connector for ExchangeX

Note The AccuRoute connector for ExchangeX is a licensed connector.

For ExchangeX 2010, the ExchangeX server must have a foreign connector specified with an address type that is
not SMTP (valid address types are FAX, FAXI, MYFAX).

Note For general information on foreign connectors, see:
http://technet.microsoft.com/en-us/library/aa996779.aspx
For information on how to create a foreign connector, see:
http://technet.microsoft.com/en-us/library/aa996397.aspx
For information on “Set-ForeignConnector” cmdlet to modify an existing foreign connector, see:
http://technet.microsoft.com/en-us/library/bb123789.aspx

To add the AccuRoute connector for Exchange 2010 to your AccuRoute server:

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator.

3 Right-click Connectors > New AccuRoute Server Connector for > ExchangeX. The Server
Address page opens.

4 Select the Server Address option:

» Run on the Message Server

» Remote Server and enter the server address in the text box.
5 Click Next. The Display Name page opens.

6 In the Name text box, enter a friendly name for the connector and click Next. The Connector
folder page opens.
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10

In the Specify a folder to scan text box, browse and select the folder for the connector to scan for
input messages.

Click Next. The Lookup Connection page opens.

The folder you select is the drop directory specified when creating the foreign connector using the
Exchange 2010 Management Shell. For information on drop directory and foreign connectors, consult
Microsoft documentation in http://technet.microsoft.com/en-us/library/aa996779.aspx.

Verify the Host Name and Search Base for the lookup connection and click Next. The Lookup
Authentication page opens.

Note The Host Name is the Active Directory server.

In the Username and Password text boxes, enter the logon credentials associated with the lookup
user account. Click Next and the Congratulations page opens.

Click Finish.

Specifying an email address for ExchangeX non-delivery
reports

ExchangeX generates non-delivery reports (NDRs) when it cannot deliver email messages. These non-delivery
reports are returned to the AccuRoute server through the AccuRoute connector for ExchangeX. The AccuRoute
connector for ExchangeX can either re-route non-delivery reports to a known valid email address or delete them
automatically. By default, non-delivery reports are deleted.

Omtool recommends configuring this feature with a known valid email address so that an administrator can be
alerted about failures when they occur. To specify an email address for ExchangeX non-delivery reports:

Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

In the console tree, expand the AccuRoute Server Administrator and double-click the AccuRoute
connector for ExchangeX in the details pane.

Go to the Folders tab.
Go to Report, select Notify system administrator, and enter a known valid email address.

Click OK to save the changes to the AccuRoute connector for ExchangeX.
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Configuring lookup methods

The AccuRoute server utilizes the lookup configurations in the AccuRoute connector for ExchangeX properties to
retrieve information about users.

o DID/DTMF lookup identifies the recipient of an inbound fax.

Note For Exchange 2010, lookup is configured in the AccuRoute connector for SMTP. Refer to Section 9: SMTP
Integration for details.

e Sender lookup retrieves user attributes associated with the message sender, and these values are
used to populate variables in cover pages, Routing Sheets, and notification messages.
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Section 8: Lotus Notes Integration

This section includes:

Configuring lookup methods (8-1)

Tip  The Omtool Knowledgebase has technical articles on troubleshooting the AccuRoute connector for Lotus
Notes.

Configuring lookup methods

Integration with Lotus Notes is supported by message delivery to and from the Lotus Notes clients by way of the
SMTP connector. Inbound message delivery is accomplished by configuring the lookup for the SMTP connector to
the Domino server.

The AccuRoute server utilizes its connection to the Notes server to accomplish the following tasks:
e Authenticate users
e Retrieve sender and recipient information for cover pages and Routing Sheets
e ldentify the recipient of inbound messages based on the recipient’s DID extension or fax number
e Display the contents of the global directory when queried from the AccuRoute Server Administrator

By default, the Server Configuration wizard adds a search base for DID/DTMF lookup configuration.
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Section 9: SMTP Integration

This section includes:

Configuring lookup methods (9-1)

Reviewing the default DID/DTMF lookup configuration for inbound faxing (9-1)

Tip  The Omtool Knowledgebase has technical articles on troubleshooting the AccuRoute connector for SMTP.

Configuring lookup methods

The AccuRoute server utilizes the lookup configurations in the AccuRoute connector for SMTP properties to
retrieve information about users.

DID/DTMF lookup identifies the recipient of an inbound fax.

Reviewing the default DID/DTMF lookup configuration for inbound
faxing

DID/DTMF lookup identifies the recipient of an inbound fax. To retrieve the recipient email address, the AccuRoute
server submits a lookup request using the last 4 digits of the DID/DTMF string captured by the Modem Server. When
the recipient email address is returned, the AccuRoute connector for SMTP can deliver the message to the SMTP
server.

Tip The default AccuRoute connector for SMTP configuration specifies the facsimileTelephoneNumber
attribute for DID/DTMF lookup. (This is the Active Directory and LDAP attribute that stores the fax
number of users.) Change the attribute, if necessary, and confirm that the lookup attribute is indexed.
Indexing the lookup attribute optimizes lookup speed.

The DID/DTMF lookup configuration can be modified and tested in the AccuRoute connector for SMTP properties.
For information on modifying the DID/DTMF lookup configuration, consult the Omtool Server Administrator Help,
which is available on the AccuRoute v6.0 documentation page.

Note If faxing is not enabled for the AccuRoute server, no modification is necessary.
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This section includes:

Introduction to ObjectArchive (10-1)

Requirements for ObjectArchive (10-2)

Installing ObjectArchive (10-2)
Configuring ObjectArchive (10-11)

Removing ObjectArchive (10-12)

Introduction to ObjectArchive

ObjectArchive provides for storage and retrieval of stored data. The data can be scanned images, multimedia, and
other textual/non-textual data. The data is stored as individual objects with unique object keys. The object keys are
128-bit (16 bytes) Universally Unique IDs (UUIDs) and are the primary methods of accessing (storing/retrieving) data
from the archive database.

Important ~ ObjectArchive must be installed on a system remote from the AccuRoute server.

When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For information, contact Omtool Support and Sales. The Omtool Technical Support engineer can
assist you in correctly identifying potential bottlenecks in the system based on workload and other factors. Moreover,
the Support engineer can provide helpful information on the overall impact of increasing the speed and efficiency of
the system. Performance and stability consulting are available for a fee.

If a detailed analysis of the environment is necessary, the Omtool Technical Support engineer may recommend a fee-
based consultation.

Important ~ ObjectArchive is not cluster aware.
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Requirements for ObjectArchive

Hardware and software minimum requirements

O  Windows NT domain computer that always runs in the same domain as the AccuRoute server

O  Dual core processor
2 GHz
4GB of RAM

RAID 5W with 100 GB of disk space
Microsoft mouse or compatible pointing device

Windows 2012 64-bit or Windows 2008 R2 64-bit
O SQL Server 2012 or SQL Server 2008 SP2

a

Important ~ The SQL Server does not have to be the same one used for the AccuRoute server
databases.

Additional requirements
O  Access to the network copy of the AccuRoute server setup
O  Windows user account that belongs to the AccuRoute Administrators group

O  License for the Object Archive Volume List

Installing ObjectArchive

I Log in to the system where you will install the ObjectArchive using an account that belongs to the
AccuRoute Administrators group. This system must be a system other than the AccuRoute server.

2 Navigate to the network where you store the AccuRoute server setup files.
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3 Run \MessageServer\setup.exe. The InstallShield wizard opens and configures your system for
installation and displays a Welcome message.

AccuRoute Server E

Welcome to the InstallShield Wizard for AccuRoute Server

omputer. T

InastaalISHield

4 Click Next. The setup shows the License Agreement page.

5 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms.
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Route Server

License Agreement
Pleas

InstaliShield

to the bottom before you can

END-USER LICENSE AGREFEMENT

IMPORTANT— READ CAREFULLY: This End User License Agreoment
{(“EULA")is a legal agreement between you (personally and-or on behalf of
your exployer, as applicable) (“Fou™ or “Licenses”™) aond Omtool Lid.
{“Ontool”) for the Omtool Software (defined below) accompanying this EULA.,

FOU MAY NOT DOWNLOAD, INSTALL, OR USE THE OMTOOL
SOFTWARE IF YOU HAVE NOT PURCHASED A LICENSE DIRECTLY
FROM OMTOOL OR ONE OF ITSAUTHORIZED RESELLERS OR
DISTRIBUTORS. BY DOWNL OADING, INSTALLING, COPFING OR
OTHERWISE USING THE OMTOO0L SOFTWARE, FOU ARE: (1)
AGREEING T0O BE BOUND BY THE TERMS OF THIS EULA, (2)
REPRESENTING THAT FOU HAVE THE CAPACITF AND AUTHORITF TO
BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)

CONSENTING ONBEHALF OF FOUR EMPLOYER, ASX APPLICAELE, TQ
RE RN MM RV THIC EIT A4 T8 WO DWOAT ACRER TA AT AR THE

@ | donot 5

6 Select | accept the terms of the license agreement.

Route Server

License Agreement
Pleas

InstaliShield

to the bottom before you can

THIZ 30FTWARE [2 FROVIDED BY THE REGENTS AND
CONTRIEUTORS A3 3" AND ANY EXPRESS OR IMFLIED
WARFANTIES, INCLUDING, BUT HNOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTAEBILITY AND FITHESS
FOR & PARTICULAR PURPOSE ARE DISCLAIMED. IN NOEVENT
SHALL THE FEGENTS OR CONTRIEUTORS BE LIAELE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONBEQUENTIAL DAMAGES (INCLUDING, BUT HOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
LOEE OF USE, DATA, OR FROFITE; OR BUSINEZ:
INTERRUPTION) HOWEVER CAUZED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (IMCLUDING NEGLIGENCE OR OTHERWIZE) ARISING [N
ANY WaAY OUT OF THE USE OF THIS 30OFTWARE, EVEN IF
ADVIZED OF THE POSZIBILITY OF 3UCH DAMAGE.

< Back | l Mext » I Cancel |
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Click Next. The Setup Type options are displayed.

Setup Type

t the program fez MO Wan . | nended for ady

IstallShield < Back H Mest > J [ Cancel ]

Select Custom and click Next. The setup shows a list of AccuRoute features.

Select ObjectArchive. Clear all the other features you are not installing at this time.

Jp and edit

[IMessage Server

-[[] Cannector Package
[ Camponert Package
-[[IModem Server

-] Server Administratar

[nteligent Device Client
-] Clients Installs
Server Tools

InstarliShield < Back H Mest = J [ Cancel ]
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10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute Server

Prerequisites

Th ; cohfiguration an

The fo

Prerequizite

Statug

+~ CPU Licensing validation
o Microsoft SOL Server
o Windows Server 05

InstaliSHield | < Back H Mext >

Detected 2 CPU cores,
SOL Express 2008 detected.
Windows Server 2008 [vE.1)

nfirmed. C installation.

I Cancel

Note The setup cannot continue until all requirements are installed and configured. (Double-click an item in the
list for more information.) If any required components were not detected, click Cancel and click Yes to
exit the setup and install the components that are required to complete the installation.

Il Click Next to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.

12 Enter the logon credentials of the Omtool service account.

a In the NT Domain text box, enter the name of the Windows domain.

b In the User Name text box, enter the user name.

c In the Password and Confirm Password text boxes, enter the password for the user.
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AccuRoute Server

Service Account

Eriter th nt information ta i th

fore munning the i
that i i far th

MDOMAIN]

) niot change the

InstaliShield < Back ” Mext > [ [ Cancel ]

d Click Next. The setup validates the user account and then displays options for the message
database.

AccuRoute Server

Messzage Database

I A 1]

1! L
Omtool Server

InstaliSheld < Back ” Mext > [ [ Cancel ]
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13 Complete the database configuration:

a

The setup detects SQL Server 2008. Verify that the Server field is populated with the name of
the server running the Microsoft SQL Server database application. Then manually add the name of
the SQL instance after the server name. For example: Servername\SQLInstanceName.
Otherwise you will get the following error: Failed to validate SQL connection
information.

Note The default value is the local server where the setup is running.

In the Database field, review the name of the message database name and modify it if necessary.

Note During installation, the database is created on the AccuRoute server in:
...\omtool\OmtoolServer\Database

Select the authentication method that the Omtool services use to access the database. Choose
one of the following:

« Use Windows Integrated Authentication to use the Omtool service account. This is
the default.

« Use SQL Authentication to use SQL Server authentication. If you select this option, enter
the logon credentials in the User Name and Password fields.

14 Click Next. The setup prompts you to choose the ObjectArchive Workspace. The default is

C:

\OaData. To choose another location, click Browse and select the location.

AccuRoute Server

ObjectArchive Workspace

Ob

InstallSnield < Back H Mest » [ [ ——
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I5 The setup validates the user account and then shows installation settings.

AccuRoute Server

Installation 5Settings

Installing AccuRoute Server w4.0

Selected Features:  Objectirchive

Drestination C:\Program Files (#86]40mtaclhOmtool Server'
Service Account:  VMAD 700N administratar

S0L Server Details
Server arsql
Database: wmdoctest
Use Windows &uthentication

InastaalISHield [ Cancel

Note [f other installation features are included, the setup might request additional information before displaying
installation settings.
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16 Review the installation settings and click Next to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.

AccuRoute Server

Maintenance Complete

d has ied performing maintenance

{ r—

InastaalISHield < Back ”

17 Click Finish.

After installation is complete, navigate to the C:\OaData folder and verify that the installation was successful. The
folder will contain four subfolders as shown below:

Address IE] C0aData

Mame = | Size | Type | Date Modified | Attributes |
hOaBackup File Folder 11)3/2009 11:14 AM
[Cyoalournal File Folder 11/3/2009 11:14 AM
[C)0alog File Folder 11)3/2009 11:14 AM
[Choavworking File Folder 11/3/2009 11:14 AM
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Configuring ObjectArchive

Creating a new Volume List

Note A license is required for this feature.

Any properties you specify in the newly created Volume List must also be specified in the Active Volume List.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and right-click Volume Lists from
the drop-down menu. The New Volume List page opens.

3 Select the destination from one of these options:
» ObjectArchive
» FileShare
» NetDocuments
» SharePoint
4 In the Name text box, enter an appropriate name.

5 In the Folder text box, the path to the list is listed as by default. If you want to change the default
path, make the necessary change.

Note By default 4 GB is allocated for OaVolumes. If the space is less than 4 GB, messages will fail. You can
manually configure the value to be greater or equal to 4GB.

6 Next, click Indexing tab to open the Indexing page.
7 In the Properties to Index section, click Add to open the Index Properties page.

8 Select from the Property drop box the message properties for indexing. Depending on your
environment, some message properties should always be indexed.

9 Click OK to close the Index Properties page.
10 Click OK to close the New Volume List page.

Configuring the AccuRoute server to route to Volume Lists

In order to configure the AccuRoute server to route to the Volume Lists, create the AccuRoute connector for
ObjectArchive.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and right-click Connectors.

3 Select New Accuroute Server connector for > Volume List.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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4
5
6
7

8

Click Next. The Server Address page opens.
Click Next. The Display Name page opens.

In the Name text box, enter OBJECTARCHIVE.
Click Next. The Select Volume List page opens.

Select the Volume List from the list and click Next and then Finish.

Volume List configuration is now complete and the AccuRoute connector for Volume List is now listed in the
Connectors details pane. Users can now use this connector to route documents for archiving.

Removing ObjectArchive

Click Start > All Programs > Control Panel > Add/Remove Programs.
Select AccuRoute Server and click Change.

You are prompted to confirm that you want to delete the selection.

Note Always select Change and not the Remove option. This is specially relevant if you have other
components installed on your system. If you select the Remove option, it will remove all components and
not just ObjectArchive.

Click Yes to continue.
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Section | |: Installing Remote
Administrator

This section includes:

Introduction to Remote Administrator (I 1-1)

Requirements for Remote Administrator (I 1-2)
Installing Remote Administrator (I 1-3)

Starting AccuRoute Server Administrator and connecting to the AccuRoute server (I 1-8)

Connecting AccuRoute Server Administrator to additional AccuRoute servers (1 1-10)

Disconnecting AccuRoute Server Administrator from an AccuRoute server (I1-11)

Introduction to Remote Administrator

AccuRoute Server Administrator is the management application for the AccuRoute server. When installed on a
remote system, this server management application is called a Remote Administrator.

The Remote Administrator provides convenient access to the AccuRoute server for administrators who support the
implementation. It includes support for Windows XP Professional, which allows administrators to manage the
AccuRoute server from their personal workstations.

Note Thereis no known limit on the number of Remote Administrators that the AccuRoute server can support.

The AccuRoute server shown here has AccuRoute

% Server Administrator installed and three Remote
Administrators. (This is an example of a supported
Remote Administrator configuration. The AccuRoute server must be installed

| with AccuRoute Server Administrator, but the
T) environment can have more or fewer Remote
Administrators than shown in this illustration.)

AccuRoute server with Remote Administrator Remote Administrator
Omtool Server Administrator

Figure I1-1: AccuRoute server with AccuRoute Server Administrator and Remote
Administrators

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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Requirements for Remote Administrator

Hardware and software requirements

Remote Administrator requires a system that meets the following minimum requirements:

a
a

Q

a
a

Windows NT domain computer that belongs to the same domain as the AccuRoute server

Dual core processor
2 GHz
4GB of RAM

RAID 5W with 100 GB of disk space
Microsoft mouse or compatible pointing device

Windows 2012 64-bit, Windows 2008 R2 64-bit
Microsoft Internet Explorer 7.0 or later

Acrobat Reader 7.0 or later

Other installation requirements

Remote Administrator installation also requires the following:

a
a

Access to the network copy of the AccuRoute server setup

Windows user account that belongs to the AccuRoute Administrators group

Permissions requirements

a

a

Remote Administrator user accounts - Windows user running Remote Administrator belongs to
AccuRoute Admins group (Go to Creating AccuRoute Admins group on 2-4.)

Omtool service account - Omtool service account has Distributed COM access, launch, and
configuration permissions on the Remote Administrator, and belongs to the local Administrators group
on the Remote Administrator

Tip For instructions on configuring these Distributed COM permissions, consult Windows help. Where the
procedure indicates to log in to the AccuRoute server, log in to the Remote Administrator instead.
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Installing Remote Administrator

I Login to the system where you will install the Remote Administrator using an account that belongs to
the AccuRoute Administrators group.

2 Navigate to the network share where you have kept the AccuRoute server setup files.

3 Run\MessageServer\setup.exe. The InstallShield wizard opens and configures your system for
installation and displays a welcome message.

AccuRoute Server

Welcome to the InstallShield Wizard for AccuRoute Server

InstaliShield < Back ”

| e

4 Click Next. The setup shows the License Agreement page.

5 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms.
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Route Server

License Agreement
Pleas

InstaliShield

to the bottom before you can

END-USER LICENSE AGREFEMENT

IMPORTANT— READ CAREFULLY: This End User License Agreoment
{(“EULA")is a legal agreement between you (personally and-or on behalf of
your exployer, as applicable) (“Fou™ or “Licenses”™) aond Omtool Lid.
{“Ontool”) for the Omtool Software (defined below) accompanying this EULA.,

FOU MAY NOT DOWNLOAD, INSTALL, OR USE THE OMTOOL
SOFTWARE IF YOU HAVE NOT PURCHASED A LICENSE DIRECTLY
FROM OMTOOL OR ONE OF ITSAUTHORIZED RESELLERS OR
DISTRIBUTORS. BY DOWNL OADING, INSTALLING, COPFING OR
OTHERWISE USING THE OMTOO0L SOFTWARE, FOU ARE: (1)
AGREEING T0O BE BOUND BY THE TERMS OF THIS EULA, (2)
REPRESENTING THAT FOU HAVE THE CAPACITF AND AUTHORITF TO
BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)

CONSENTING ONBEHALF OF FOUR EMPLOYER, ASX APPLICAELE, TQ
RE RN MM RV THIC EIT A4 T8 WO DWOAT ACRER TA AT AR THE

@ | donot 5

6 Select | accept the terms of the license agreement.

Route Server

License Agreement
Pleas

InstaliShield

to the bottom before you can

THIZ 30FTWARE [2 FROVIDED BY THE REGENTS AND
CONTRIEUTORS A3 3" AND ANY EXPRESS OR IMFLIED
WARFANTIES, INCLUDING, BUT HNOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTAEBILITY AND FITHESS
FOR & PARTICULAR PURPOSE ARE DISCLAIMED. IN NOEVENT
SHALL THE FEGENTS OR CONTRIEUTORS BE LIAELE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONBEQUENTIAL DAMAGES (INCLUDING, BUT HOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
LOEE OF USE, DATA, OR FROFITE; OR BUSINEZ:
INTERRUPTION) HOWEVER CAUZED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (IMCLUDING NEGLIGENCE OR OTHERWIZE) ARISING [N
ANY WaAY OUT OF THE USE OF THIS 30OFTWARE, EVEN IF
ADVIZED OF THE POSZIBILITY OF 3UCH DAMAGE.

< Back | l Mext » I Cancel |
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7 Click Next. The Setup Type options are displayed.

Setup Type

InstanliShield < Back H Mext > ] Caricel ]

8 Select Custom and click Next. The setup shows a list of AccuRoute features.

9 Select AccuRoute Server Administrator, clear all the other features that you are not installing.

AccuRoute {km) Server xl

Custom Setup
¥y LI want ko ins ot th nputer. [To of el : features later, run ; up and edit

[ Message Server

] Connector Package

] Component Package

[ Modem Server
Objectérchive

~[JAccuRoute Intelligent Device Client

-] Clients Installs

[ Server Taols

] Exchange 2003/2000 Systern M anager Extension

InstallShield < Back ] [ Hest Cancel

©2017 by Omtool, Ltd. (Upland AccuRoute) Al rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



11-6 AccuRoute Server Integration and Installation Guide

Section | |: Installing Remote Administrator

10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute Server E
Prerequisites

iguration ot

The: foll

Prerequizite Statuz

+ CPU Licensing validation Detected 2 CPU cores.

" Intemet Explarer Enhan...  Intemet Explorer Enhanced Security has been dizabled.

" Microzoft KB121007 Checksz to zee if 8.3 filename support iz enabled.

o Microzoft Office Microzoft Office was not detected on this spstem. vYou will no
o Windows Server 05 Windows Server 2008 [vE.1)

firmed ineE with the i

IrstaliShield < Back H Mexst > ] l Cancel

Note The setup cannot continue until all requirements are installed and configured. (Double-click an item in the
The setup cannot continue until all required components are installed. (Double-click an item in the list for
more information.) If any required components were not detected, click Cancel and click Yes to exit the
setup and install the components that are required to complete the installation.
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Il Click Next. The setup shows installation settings.

AccuRoute Server

Installation Settings

InstaliSiield

Installing AccuRoute Server w4.0

Selected Features: Message Server, Connector Package, Component Package, Madem
Server. Server Administrator, Inteligent Device Client, AccuRoute Desktop, Cost Recoveny,
FauCenter, &ccuFioute Connectar for CT Summation, 'Web Client, Image-In Acquisition Clisnt,

Image-In Queue, Image-In Conkect, HP OXF 1.4, HF OxF +1.6. Extension for M5
SharePaint, Extension far iManage. Print Tao AccuR oute, Extension for DM, Fas Service
Receiver, Extenzion for ProLaw, Server Tools

Drestination C:\Program Files (#8640 mtoc\Omtool Server'
Service Account:  MYDOMAINYadministrator
SOL Server Details

Server ymdocumentation\SALE spress

Database: Omtool Server
Use Windows Suthentication

Cancel

Note

If other installation features are included, the setup might request additional information before displaying

installation settings.
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12 Review the installation settings and click Next to start the installation. The setup installs the selected
features and displays a message indicating that the installation is complete.

AccuRoute Server

InstallShield Wizard Complete

{ r—

E5hreld < Back ”

InastaalISHield

13 Click Finish.

Now that Remote Administrator is installed on the remote system, start AccuRoute Server Administrator and
connect to the AccuRoute server.

Starting AccuRoute Server Administrator and connecting
to the AccuRoute server

I Log in to the system where you installed the Remote Administrator using an account that belongs to
the AccuRoute server admins group.

2 Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.
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The Specify Omtool Message Server page opens. The Network Address field is populated with
the name of the local system.

specify Message Server

Metwark, Address:
‘-.‘.'I

bl

< Back I Firizh I Caticel

3 Enter the computer name or IP address of the AccuRoute server and click Finish. The Microsoft

Management Console starts and opens the AccuRoute Server Administrator snap-in.

= server - [Console Root\Server Administrator]

(@ Fle Action  Wiew Favorbes  Window  Help

[=] E3
[T
5| @]
T Console Raot Hame [

[ OFreran

| Actions
Server Administrator

Mare Actions

Tip When AccuRoute Server Administrator is closed, Microsoft Management Console displays a message about

saving changes to the MSC file. This file records the current position of items in the console tree. To
preserve the console state, save the changes.

If prompted to update the MSC file, click Yes.
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Problems connecting to the AccuRoute server using
Remote Administrator

If you are having trouble connecting to the AccuRoute server using Remote Administrator, add the DCOM port 135
to the Exceptions list by keeping the Firewall ON. Now you should be able to connect to and launch the AccuRoute
server without any issues.

Connecting AccuRoute Server Administrator to additional
AccuRoute servers

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and right-click AccuRoute Server
Administrator.

3 Select Connect.

The Specify Omtool Message Server page opens. The Network Address field is populated with
the name of the local system.

specify Message Server

Metwark Addrezz: |[FEEER
hﬂ;i
—

i i

< Back I Firizh I Caticel

4 Enter the computer name or IP address of the AccuRoute server and click Finish.

The AccuRoute Server Administrator establishes a connection to the AccuRoute server and creates a
new node in the console tree under AccuRoute Server Administrator.
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Disconnecting AccuRoute Server Administrator from an
AccuRoute server

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and locate the AccuRoute server
that you want to disconnect.

3 Right-click the AccuRoute server and select Disconnect from the drop down menu options. The
AccuRoute Server Administrator removes the server from the console tree.
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Section |2: Installing an additional
Composer

Composers are licensed based on a thread count. By default, the server includes two threads and will activate up to
two composers (limited only by the total thread count,). Additional composers can be added to the server or they
can be installed and run on a remote system.

To install a remote composer, refer to the information in:

Installing a Remote Composer (12-1)

To install another compose thread on the server, refer to:

Adding a Composer to the AccuRoute server (12-10)

Installing a Remote Composer

AccuRoute Compose Component (Composer) is a system that performs message conversion tasks for the
AccuRoute server. An AccuRoute server supports multiple Composers, all managed by the Compose component on
the AccuRoute server. A remote system that hosts a Composer is called 2 Remote Composer.

The AccuRoute server shown here has
a local Composer and three Remote
Composers. (This is an example of a
supported configuration. The
AccuRoute server can run without a
local Composer, and the environment
can have more or fewer Remote
Composers than shown in this

0 illustration.)

Compose component
on the AccuRoute server

Remote Composer Remote Composer Remote Composer

Figure 12-1: AccuRoute server with local composer and Remote Composers

When you install an AccuRoute server, the Compose component is installed as part of the Component Package and
a Composer is created locally. As Composers are added, the Compose component workload is distributed
automatically. Workload distribution can be manipulated by modifying the capabilities of each Composer. By default,
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a General Composer composes all types of messages, all enabled file types and final formats, and all template types,
but each Composer can be modified to accept only certain types of jobs. This filtering enables a Composer to become
specialized for certain types of conversions. It is also possible to enforce policies that would cause messages with
certain types of files or templates to fail. For more information on configuring Composers, consult the Omtool Server
Administrator Help, which is available on the AccuRoute v6.0 documentation page.

When scaling an environment with additional connectors or components, always consult an Omtool Technical
Support engineer. For information, contact Upland AccuRoute Service and Support. The Omtool Technical Support
engineer can assist you in correctly identifying potential bottlenecks in the system based on workload and other
factors. Moreover, the Support engineer can provide helpful information on the overall impact of increasing the speed
and efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional Composers, contact an Upland AccuRoute Sales representative. If a detailed analysis of the
environment is necessary, the AccuRoute Technical Support engineer may recommend a fee-based consultation.

Requirements for a Remote Composer

Hardware and software requirements
Remote Composer requires a system that meets the following minimum requirements:
O  Windows NT domain computer that always runs in the same domain as the AccuRoute server

O  Dual core processor
2 GHz
4GB of RAM
RAID 5W with 100 GB of disk space
Microsoft mouse or compatible pointing device

Note Omtool recommends using a core for each compose thread that is configured to do OCR. The AccuRoute
server comes with 4 Compose threads. You can increase the number of threads as needed. Contact
Omtool Sales for more information.

O  Windows 2012 64-bit, Windows 2008 R2 64-bit
O  Disable Internet Explorer Enhanced Security Configuration (Windows Component).

If this component is not disabled, it will not let you proceed with the installation. After you disable the
component, you must reboot you system before proceeding with the installation.

O  Microsoft Internet Explorer 7.0 (minimum)

Software requirements for message conversion

The Remote Composer requires one of the following applications. An item is required only if the Composer needs
to convert documents into file types associated with the application. For example, if you are planning to use Crystal
Reports for compose, it must be installed on the Composer.

O  Microsoft Visio 2007 for *.VSD and *.VDX message attachments

O  Crystal Reports v10.0 or earlier for *.RPT message attachments
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Note Routing Sheet templates are provided in * DOC and *.OMTPL format, and these templates can be edited
in Word and WordPad respectively.

Important  Visual Basic for Applications is required for PowerPoint document conversion. You must
install this component for PPT and PPTX document formats to compose successfully on
the AccuRoute server. If this component is not installed, and you try to compose a
PowerPoint document, you will get an error.

Additional installation requirements
Remote Composer installation also requires the following:
O  Access to the network copy of the AccuRoute server setup
O  Windows user account that belongs to the AccuRoute Administrators group

O  License key for each additional Composer

Note A license key is not required if the local Composer is being moved to a remote system.

O  Verifying the NtfsDisable8dot3NameCreation registry value is set to 0

Installing a Remote Composer

Note Before installing a Remote Composer on a Windows 2008 R2 system, allow DCOM port 135 as an
exception. Otherwise you will not be able to add the Remote Composer.

I Login to the system where you will install the Remote Composer using an account that belongs to the
AccuRoute Administrators group.

2 Navigate to the network share where you have kept the AccuRoute server setup files.

3 Run\MessageServer\setup.exe.
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The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute Server E

Welcome to the InstallShield Wizard for AccuRoute Server

1 o]

4 Click Next. The setup shows the License Agreement page.

InstallSheld < Back H

5 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms.

©2017 by Omtool, Ltd. (Upland AccuRoute) Al rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide 12-5

Section 12: Installing an additional Composer

Route Server

License Agreement

Pleaze re: i greement to the bottom before you can

END-USER LICENSE AGREFEMENT

IMPORTANT— READ CAREFULLY: This End User License Agreoment
{(“EULA")is a legal agreement between you (personally and-or on behalf of
your exployer, as applicable) (“Fou™ or “Licenses”™) aond Omtool Lid.
{“Ontool”) for the Omtool Software (defined below) accompanying this EULA.,

FOU MAY NOT DOWNLOAD, INSTALL, OR USE THE OMTOOL
SOFTWARE IF YOU HAVE NOT PURCHASED A LICENSE DIRECTLY
FROM OMTOOL OR ONE OF ITSAUTHORIZED RESELLERS OR
DISTRIBUTORS. BY DOWNL OADING, INSTALLING, COPFING OR
OTHERWISE USING THE OMTOO0L SOFTWARE, FOU ARE: (1)
AGREEING T0O BE BOUND BY THE TERMS OF THIS EULA, (2)
REPRESENTING THAT FOU HAVE THE CAPACITF AND AUTHORITF TO
BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)

CONSENTING ONBEHALF OF FOUR EMPLOYER, ASX APPLICAELE, TQ
RE RN MM RV THIC EIT A4 T8 WO DWOAT ACRER TA AT AR THE

@ | donot 5

InstallShield < Back H Mest > I Cancel |

6 Select | accept the terms of the license agreement.

Route Server

License Agreement

Pleaze re: i greement to the bottom before you can

THIZ 30FTWARE [2 FROVIDED BY THE REGENTS AND
CONTRIEUTORS A3 3" AND ANY EXPRESS OR IMFLIED
WARFANTIES, INCLUDING, BUT HNOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTAEBILITY AND FITHESS
FOR & PARTICULAR PURPOSE ARE DISCLAIMED. IN NOEVENT
SHALL THE FEGENTS OR CONTRIEUTORS BE LIAELE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONBEQUENTIAL DAMAGES (INCLUDING, BUT HOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
LOEE OF USE, DATA, OR FROFITE; OR BUSINEZ:
INTERRUPTION) HOWEVER CAUZED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (IMCLUDING NEGLIGENCE OR OTHERWIZE) ARISING [N
ANY WaAY OUT OF THE USE OF THIS 30OFTWARE, EVEN IF
ADVIZED OF THE POSZIBILITY OF 3UCH DAMAGE.

InstallShield < Back H Mest > I Cancel |
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7 Click Next. The Setup Type options are displayed.

Setup Type

nended for ady

InstanliShield < Back H Mext > ] Caricel ]

8 Select Custom and click Next. The setup shows a list of AccuRoute features.

9 Select Component Package, clear all the other features that you are not installing at this time.

AccuRoute {tm) Seryer x|

etup and edit

[ Message Server
Connector Package
SOM
] Objecttrchive
] Orntool Server Administrator

[ AccuR oute Inteligent Device Client

H] Clignts [mstalls

[] Server Toolks

] Exchange 2003/2000 5ystern Manager Extension

Irestal|Shield < Back ” Nest » Cancel

©2017 by Omtool, Ltd. (Upland AccuRoute) Al rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide 12-7

Section 12: Installing an additional Composer

10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute Server E

Prerequisites

iguration ot

The: foll

Prerequizite Statuz

+ CPU Licensing validation Detected 2 CPU cores.

" Intemet Explarer Enhan...  Intemet Explorer Enhanced Security has been dizabled.

" Microzoft KB121007 Checksz to zee if 8.3 filename support iz enabled.

o Microzoft Office Microzoft Office was not detected on this spstem. vYou will no
o Windows Server 05 Windows Server 2008 [vE.1)

firmed ineE with the i

IrstaliShield < Back H Mexst > ] Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for
more information.) If any required components were not detected, click Cancel and click Yes to exit the
setup and install the components that are required to complete the installation.

Il Click Next to continue the installation. The setup requests logon credentials for the Omtool service
account. The NT Domain and User Name fields are populated automatically based on the current
Windows user.

12 Enter the logon credentials of the Omtool service account.
a In the NT Domain field, enter the name of the Windows domain.
b In the User Name field, enter the user name.

c In the Password and Confirm Password fields, enter the password for the user.

©2017 by Omtool, Ltd. (Upland AccuRoute) Al rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide

Section 12: Installing an additional Composer

Service Account

Enter the ount inform

MY DOMAIN]

Do naot change b it after th

InstaalIShreld [ < Back H Mext > ‘ [ Cancel |

13 Click Next. The setup validates the user account and then shows installation settings.

AccuRoute Server

Installation Settings

Instaling AccuRoute Server v4.0

Selected Features: Message Server, Connector Package, Component Fackage, Modem
Server. Server Administrator, Inteligent Device Client, AccuRoute Desktop, Cozt Recovery,
FaxCenter, AccuRoute Connector for CT Summation, 'Web Client, Image-ln Acquisition Client,
Image-In Queue. Image-In Connect, HP 0P 1.4, HP 0P 1.6, Extension for M5
SharePoint, Estension for iManage, Print To AccuB oute, Extension for DM, Fax Service
Receiver, Extension for ProLaw, Server Tools

Destination C:%Program Files [#86)50mtool\Omtool Server',
Service Account:  MYDOMAINYadministrator
SOL Server Details

Server: wmdocumentation\SOLE xpresz

Database: Omtool Server
Use Windows Authentication

[rastallShiald < Back I ‘ Cancel
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Note [f other installation features are included, the setup might request additional information before displaying
installation settings.

14 Review the installation settings and click Next to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.

AccuRoute Server

InztallShield Wizard Complete

| e

¢ Back H

InstaliShield

15 Click Finish.

Now that Remote Composer is installed on the remote system, add the Composer to the Compose component on
the AccuRoute server. Continue to Adding a Composer to the AccuRoute server.

©2017 by Omtool, Ltd. (Upland AccuRoute) Al rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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Adding a Composer to the AccuRoute server

To add a new Composer to the AccuRoute server, go to Adding a new Composer to the AccuRoute server (12-10).
To replace the local Composer with the new Remote Composer, go to Replacing the local Composer with the new
Remote Composer (12-13).

For each additional Composer you add to your environment, you must get a license key from Omtool. Contact
Omtool Sales for more information.

Applying the Compose license activation code

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

In the console tree, expand the AccuRoute Server Administrator and select the server name.
Right-click the server name and select Licensing.

Click the Activate License... button. The License Activation page is displayed.

vi A W N

You can activate the license automatically or manually. Both procedures are described in Activating
the license (3-16).

6  After activating the license, click Close to complete the procedure.

Adding a new Composer to the AccuRoute server

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and click Components.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.
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3 Double-click Compose in the details pane to open the Compose Properties page.

Properties for Compose

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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4 Click the Composers tab.

Properties for Compose x|

General I Corveersions I Documnent Spliting

Comprezsion I QCR Engines Compozers Journal

I
Enabled | Server Addressz | Drescription | Add |
localhost OCK only .
localhost General ml
[Melete |

0k, I Cancel Help

5 Click Add. The Add Composer Package page opens.
In the Server Address text box, enter the machine name or IP address of the Remote Composer.

6
Enter localhost if the composer is being added to the AccuRoute server.
Add Composer Package
Server Addiess: [111.222 333 444
| Ok I Cancel
7 Click OK.

8 Click OK to close the Composer page.

The Remote Composer begins performing conversion tasks immediately.
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Replacing the local Composer with the new Remote Composer

For each additional Composer you add to your environment, you must purchase a license key from Omtool.

Note
new Remote Composer:

You will remove the General Composer in the procedure below and replace the local Composer with the

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server

Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and click Components.

3 Double-click Compose in the details pane to open the Properties page.

Properties for Compose

ocR |
General

Dracurnent Splitting I Engires I Journal

Composers I Corrversions I Compression

Compoze

M anages the compogition of meszages inta the final form,

X

Ingtances: [1 b asirmum)

-

Cancel

o |

Help
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4 Click Composers option.

Properties for Compose x|

General I Corveersions I Documnent Spliting
Compression I OCcR I Engines Camposers Journal

Enabled | Server Addressz | Drescription | Add |

localhost OCK only .

localhost General ml
[Melete |

0k, I Cancel Help

Select localhost, click Delete, and then click Yes to continue. The local Composer is removed.

Tip The local Composer must be removed first so that the new Composer can be added without a license key.

6 Click Add. The Add Composer Package page opens.
In the Server Address text box, enter the machine name or IP address of the Remote Composer.

Add Composer Package

Server Address:  [111.222 333 444

| ] 4 I Cancel

8 Click OK to close the Composer page.
The Remote Composer begins performing conversion tasks immediately.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide 13-1

Section |3: Installing Remote Modem Server

Section | 3: Installing Remote Modem
Server

This section includes:

Introduction to Remote Modem Server (13-1)

Requirements for Remote Modem Server (13-2)

Installing and testing the fax board and Dialogic Brooktrout System Software (13-3)
Installing the Remote Modem Server (13-3)

Detecting the channels on the Modem Server (I3-9)

Configuring the path to the Telco share directory (13-10)

Introduction to Remote Modem Server

A Modem Server is a server that sends and/or receives faxes for the AccuRoute server. It consists of at least one
locally installed fax board, Brooktrout System Software / Drivers, and AccuRoute Modem Server software.

An AccuRoute server supports multiple Modem Servers, all managed by the AccuRoute connector for Telco on the
AccuRoute server. A remote system that hosts a Modem Server is called Remote Modem Server.

The AccuRoute server shown
here has a local Modem Server
and three Remote Modem Server
with a AccuRoute connector for
Telco managing all of them. (This
is an example of a supported

{) configuration.)

Telco connector
on the AccuRoute server

= ]

Remote Modem Server Remote Modem Server Remote Modem Server

Figure 13-1: AccuRoute server with local Modem Server and Remote Modem Servers
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The AccuRoute server can run without a local Modem Server, and the environment can have more Telco connectors
or fewer Remote Modem Servers than shown in this illustration. The AccuRoute connector for Telco can be
configured to monitor one Telco share, an intermediary repository for inbound and outbound faxes.

Modem Servers are supported in these configurations:
e AccuRoute connector for Telco with one Modem Server in the LAN
e  AccuRoute connector for Telco with multiple Modem Servers in the LAN
e multiple AccuRoute connectors for Telco, each with one or more Modem Servers in the LAN

Using multiple AccuRoute connectors for Telco delivers additional benefits to environments with special faxing
requirements:

¢ Reduced faxing costs - With multiple AccuRoute connectors for Telco, the AccuRoute server can
be configured to deliver faxes using the Modem Server that is closest to the destination which can
reduce long distance telephones charges.

e Failover support - Through rules, the AccuRoute server can be configured to route outbound faxes
to one AccuRoute connector for Telco but if delivery fails, the AccuRoute server can route the
outbound faxes to another AccuRoute connector for Telco.

e Increased efficiency - Multiple AccuRoute connectors for Telco provide built-in workload
distribution based on the AccuRoute server configuration, the AccuRoute connector for Telco
configuration, and rules.

When scaling an environment with additional connectors or components, always consult an AccuRoute Technical
Support engineer. For information, contact Upland AccuRoute Service and Support. The AccuRoute Technical
Support engineer can assist you in correctly identifying potential bottlenecks in the system based on workload and
other factors. Moreover, the Support engineer can provide helpful information on the overall impact of increasing
the speed and efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional Modem Server, contact an Upland AccuRoute Sales representative. If a detailed analysis of
the environment is necessary, the AccuRoute Technical Support engineer may recommend a fee-based consultation.

Requirements for Remote Modem Server

Hardware and software requirements
A Remote Modem Server requires a system that meets the following minimum requirements:
O  Windows NT domain computer that always runs in the same domain as the AccuRoute server

O  Dual core processor
2 GHz
2GB of RAM for Tlline (2-24 channels) or 4 GB RAM for two T1 lines (24-48 channels)
RAID 5W with 100 GB of disk space
Microsoft mouse or compatible pointing device

Windows 2012 64-bit, Windows 2008 R2 64-bit
AccuRoute connector for Telco - this requires a purchased license

Modem Channels require a license for each port enabled.

QaaaQ

Microsoft Internet Explorer 7 or later
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Additional installation requirements
Remote Modem Server installation also requires the following:
O  Access to the network copy of the AccuRoute server setup

O  Windows user account that belongs to the AccuRoute Administrators group

Note Remote Modem Server requires installation of at least one supported Brooktrout fax board and
Brooktrout System Software. For additional requirements on installing the fax board and Brooktrout
System Software, consult the fax board installation guide: For information on fax board installation, consult
the Dialogic modem driver installation and configuration guide.

Installing and testing the fax board and Dialogic Brooktrout
System Software

Before Remote Modem Server is installed, at least one fax board or the SR140 Modem software must be installed
locally with the Brooktrout System Software. For instructions on installing the fax board and Brooktrout System
Software, consult the Dialogic modem driver installation and configuration guide.

Installing the Remote Modem Server

I Login to the system where you will install the Remote Modem Server using an account that belongs to
the AccuRoute Administrators group.

2 Navigate to the network where you have kept the AccuRoute server setup files.

3 Run\MessageServer\setup.exe.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute Server E

Welcome to the InstallShield Wizard for AccuRoute Server

1 o]

4 Click Next. The setup shows the License Agreement page.

InstallSheld < Back H

5 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms.
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Route Server

License Agreement

Pleaze re: i greement to the bottom before you can

END-USER LICENSE AGREFEMENT

IMPORTANT— READ CAREFULLY: This End User License Agreoment
{(“EULA")is a legal agreement between you (personally and-or on behalf of
your exployer, as applicable) (“Fou™ or “Licenses”™) aond Omtool Lid.
{“Ontool”) for the Omtool Software (defined below) accompanying this EULA.,

FOU MAY NOT DOWNLOAD, INSTALL, OR USE THE OMTOOL
SOFTWARE IF YOU HAVE NOT PURCHASED A LICENSE DIRECTLY
FROM OMTOOL OR ONE OF ITSAUTHORIZED RESELLERS OR
DISTRIBUTORS. BY DOWNL OADING, INSTALLING, COPFING OR
OTHERWISE USING THE OMTOO0L SOFTWARE, FOU ARE: (1)
AGREEING T0O BE BOUND BY THE TERMS OF THIS EULA, (2)
REPRESENTING THAT FOU HAVE THE CAPACITF AND AUTHORITF TO
BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)

CONSENTING ONBEHALF OF FOUR EMPLOYER, ASX APPLICAELE, TQ
RE RN MM RV THIC EIT A4 T8 WO DWOAT ACRER TA AT AR THE

@ | donot 5

InstallShield < Back H Mest > I Cancel |

6 Select | accept the terms of the license agreement.

Route Server

License Agreement

Pleaze re: i greement to the bottom before you can

THIZ 30FTWARE [2 FROVIDED BY THE REGENTS AND
CONTRIEUTORS A3 3" AND ANY EXPRESS OR IMFLIED
WARFANTIES, INCLUDING, BUT HNOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTAEBILITY AND FITHESS
FOR & PARTICULAR PURPOSE ARE DISCLAIMED. IN NOEVENT
SHALL THE FEGENTS OR CONTRIEUTORS BE LIAELE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONBEQUENTIAL DAMAGES (INCLUDING, BUT HOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
LOEE OF USE, DATA, OR FROFITE; OR BUSINEZ:
INTERRUPTION) HOWEVER CAUZED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (IMCLUDING NEGLIGENCE OR OTHERWIZE) ARISING [N
ANY WaAY OUT OF THE USE OF THIS 30OFTWARE, EVEN IF
ADVIZED OF THE POSZIBILITY OF 3UCH DAMAGE.

InstallShield < Back H Mest > I Cancel |
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7 Click Next. The Setup Type options are displayed.

Setup Type

t the program fez MO Wan . | nended for ady

InstanliShield < Back H Mext > ] Caricel ]

8 Select Custom and click Next. The setup shows a list of AccuRoute features.

9 Select Modem Server, clear all the other features you are not installing at this time.

AccuRoute® Server

Custom Setup
3 ter. [To add or re later, run 2 1 and edit

~[]Message Server
] Connector Package
-] Component Package

L
] Omtool Server Administrator
~[JAccuRoute Inteligent Device Client
(=[] Clients Installs
[ AccuRoute Desktop

] Server Tools
[]Exchange 2003/2000 Spstern Manager Extenzion

B of

Istal) Shiield < Back ” Next > Cancel
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10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute Server E

Prerequisites

Th ; cohfiguration an

The fo

Prerequizite Statuz
o Windows Server 05 Wwindows Server 2002 [vE.1)]

nfirmed. C installation.

IrstaliShield < Back H Mexst > ] Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for
more information.) If any required components were not detected, click Cancel and click Yes to exit the
setup and install the components that are required to complete the installation.

Il Click Next to continue the installation. The setup requests logon credentials for the Omtool service
account. The NT Domain and User Name fields are populated automatically based on the current
Windows user.

12 Enter the logon credentials of the Omtool service account.
a In the NT Domain field, enter the name of the Windows domain.
b In the User Name field, enter the user name.

c In the Password and Confirm Password fields, enter the password for the user.

Note [f other installation features are included, the setup might request additional information before displaying
installation settings.
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Service Account

Enter the ount inform

MY DOMAIN]

Do naot change b it after th

InstaalIShreld [ < Back H Mext > ‘ [ Cancel |

13 Click Next. The setup validates the user account and then shows installation settings.

AccuRoute Server

Installation Settings

Instaling AccuRoute Server v4.0

Selected Features: Message Server, Connector Package, Component Fackage, Modem
Server. Server Administrator, Inteligent Device Client, AccuRoute Desktop, Cozt Recovery,
FaxCenter, AccuRoute Connector for CT Summation, 'Web Client, Image-ln Acquisition Client,
Image-In Queue. Image-In Connect, HP 0P 1.4, HP 0P 1.6, Extension for M5
SharePoint, Estension for iManage, Print To AccuB oute, Extension for DM, Fax Service
Receiver, Extension for ProLaw, Server Tools

Destination C:%Program Files [#86)50mtool\Omtool Server',
Service Account:  MYDOMAINYadministrator
SOL Server Details

Server: wmdocumentation\SOLE xpresz

Database: Omtool Server
Use Windows Authentication

[rastallShiald < Back I ‘ Cancel
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14 Review the installation settings and click Next to start the installation. The setup installs the modem
server and displays a message indicating that the installation is complete.

AccuRoute Server

InstallShield Wizard Complete

rd

) e

InstaliShield < Back ”

15 Click Finish.

16 Continue to Detecting the channels on the Modem Server.

Detecting the channels on the Modem Server

After you have installed the Remote Modem Server, you must configure the AccuRoute connector for Telco to
detect the channels on the Remote Modem Server. After the channels have been detected, the properties of each
channel, such as send and receive properties, can be configured in the AccuRoute connector for Telco properties.

To detect the channels on the Modem Server:

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and click Connectors.
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3 Double-click Telco in the details pane. The Properties page opens.

Properties for Telco on the Server Ei

General | Channelsl Dialing Hulesl Top Linel Send I Heceivel Journall

E‘ Telca Connector
foine Send: and receives fax messages over fax boards,

I arme: Telco on the Serve

License: Y alid

Instances: |1 3: [1 b asimum]

[+ Enable Connectar

Manage Connector Profile:

Canfigure. .. |

Advanced... |
QK I Cancel | Help |

4 Click Channels and then click Detect Channels. The Detect Channels page opens.

5 In the Remote Server Address text box, enter the machine name or the IP Address of the Remote
Modem Server and click Detect Now.

6 Configure the channels if necessary, and then click OK.

For more information on configuring the channels, consult the AccuRoute Server Administrator Help,
which is available on the AccuRoute v6.0 documentation page.

Configuring the path to the Telco share directory

After you have detected the channels, you can configure the path to the Telco share directory to be a UNC path.
Note The UNC path of the AccuRoute server is filled in by default.

If you specify a full path what will happen is this: when the configuration file are written to the remote modem server,
the remote modem channels will look for “c:\” for the send and receive queues. But they should be looking at the
AccuRoute server for the queues.

To configure the path to the Telco share directory:

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and click Connectors.
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3 Double-click Telco in the details pane. The Properties page opens.

Properties for Telco on the Server Ei

General | Channelsl Dialing Hulesl Top Linel Send I Heceivel Journall

E‘ Telca Connector
foine Send: and receives fax messages over fax boards,

I arme:

License: Y alid

Instances: |1 3: [1 b asimum]

[+ Enable Connectar

Manage Connector Profile:

Canfigure. .. |

Advanced... |
QK I Cancel | Help |

4 Click Advanced to open the Telco Advanced Properties page.

Telco Advanced Properties x|

Advanced |

Path to telco ghare directony:

The telca share directary iz the falder inta which the Telco
connector and the modem servers place files that are ready for
proceszing.

The telzo share directory does not have to be located on the same
syzten as the Omtool Message Server or on a aystem with a modem
ZEMVEL

Locating the teleo share directony on a separate system provides
failover by spreading out the teloo proceszsing over multiple systems.

todem RecvLocal Minimum Disk Space %

Telco share Minimum Dizk Space % |5
|5

QK I Cancel Help
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In the Path to telco share directory text box, the UNC path of the AccuRoute server is filled in by
default.

5 Modify the path if necessary. You can, for example, specify the name of the system instead of providing
the IP Address. Add a trailing backslash at the end. (For example
\\123.4.5.678\telcoshare\).

6 Click Ok and then Ok to save your changes and close the Properties page.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide 14-1

Section 14: Installing Remote Embedded Directive Manager

Section |4: Installing Remote Embedded
Directive Manager

The Embedded Directive Manager is used to process Distribution Rules. The information in this section describes:

Introduction to Remote Embedded Directive Manager (14-1)

Requirements for Remote Embedded Directive Manager (14-2)

Installing Remote Embedded Directive Manager (14-3)
Adding Remote Embedded Directive Manager to the AccuRoute server (14-9)

Removing Embedded Directive Manager from the AccuRoute server or a remote system (14-11)

Introduction to Remote Embedded Directive Manager

Embedded Directive Manager is a component that processes messages that are routed to the Embedded Directive
Manager based on rules (This includes scanning documents for bar codes and Routing Sheets that have an associated
Distribution Rule, and applying Scan to Me configurations to messages.)

When the AccuRoute server is installed, the Embedded Directive Manager component is created locally. (It is
installed automatically as part of the Component Package.) Embedded Directive Manager can also be installed on a
remote system. This is called 2 Remote Embedded Directive Manager.

Having multiple Embedded Directive Managers distributes the component workload. Workload distribution is
automatic; it is not configurable.

Note The local Embedded Directive Manager component on the AccuRoute server can be removed, but only if
a Remote Embedded Directive Manager exists.
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Remote Embedded The AccuRoute server shown here does not have a local

Directive Manager Embedded Directive Manager but has three Remote

Embedded Directive Managers. (This is an example of a

{) supported configuration. The AccuRoute server can have a
local Embedded Directive Manager, and the environment
can have more or fewer Remote Embedded Directive
Managers than shown in this illustration.)

A \\

AccuRoute server E H

Remote Embedded Remote Embedded
Directive Manager Directive Manager

Figure 14-1: AccuRoute server with Remote Embedded Directive Managers

When scaling an environment with additional connectors or components, always consult an AccuRoute Technical
Support engineer. For information, contact Upland AccuRoute Service and Support. The AccuRoute Technical
Support engineer can assist you in correctly identifying potential bottlenecks in the system based on workload and
other factors. Moreover, the Support engineer can provide helpful information on the overall impact of increasing
the speed and efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional Embedded Directive Manager component licenses, contact an Upland AccuRoute Sales
representative. If a detailed analysis of the environment is necessary, the AccuRoute Technical Support engineer may
recommend a fee-based consultation.

Requirements for Remote Embedded Directive Manager

Hardware and software requirements

Remote Embedded Directive Manager requires a system that meets the following minimum requirements:
O  Windows NT domain computer that always runs in the same domain as the AccuRoute server

O  Dual core processor
2 GHz
4GB of RAM
RAID 5W with 100 GB of disk space
Microsoft mouse or compatible pointing device

Windows 2012 64-bit, Windows 2008 R2 64-bit

Q

O Disable Internet Explorer Enhanced Security Configuration (Windows Component).

If this component is not disabled, it will not let you proceed with the AccuRoute server installation.
After you disable the component, you must reboot the system before proceeding with the server
installation.
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Additional requirements

Remote Embedded Directive Manager installation also requires the following:

a

Qaaa

Access to the network copy of the AccuRoute server setup
Windows user account that belongs to the AccuRoute Administrators group
License key for Remote Embedded Directive Manager

contact Upland AccuRoute Service and Support. for the license key.

Verifying the NtfsDisable8dot3NameCreation registry value is set to 0

Installing Remote Embedded Directive Manager

Log in to the system where you will install the Remote Embedded Directive Manager using an account
that belongs to the AccuRoute Administrators group.

Navigate to the network where you have kept the AccuRoute server setup files.
Run \MessageServer\setup.exe.

The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoukte Server

Welcome to the InstallShield Wizard for AccuRoute Server

an your -::n:-rn|:n.lter. Tor

InstallShield < Back ” [ [ Cancel "

4 Click Next. The setup shows the License Agreement page.
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5 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms.

AccuRoute Server E

License Agreement

read the | ing li ament caref n to the bottom before you can

END-USER LICENSE AGREFEMENT

IMPORTANT— READ CAREFULLYF: This End Liser License Agreement
{(“EULA”)is a legal agreement between you (personally and-or on behalf of
your emiployer, as applicable) (“Fou” or “Licensee ™) and Omiool Lid.
{“Omtool”) for the Omtool Software (defined below) accompanying this EULA.

FOU MAY NOT DOWNLOAD, INSTALL, OR USE THE OMTOOL
SOFTWARE IF FOU HAVE NOT PURCHASED A LICENSE DIRECTLY
FROM OMTOOL OR ONE OF ITSAUTHORIZED RESELLERS OR
DISTRIBUTORS. BY DOWNL OADING, INSTALLING, COPFING OR
OTHERWISE USING THE OMTOQOL SOFTWARE, FOU ARE: (1)
AGREEING T0Q BE BOUND BE¥ THE TERMS OF THIS EULA, (2)
REPRESENTING THAT YOU HAVE THE CAPACITV AND AUTHORITY TO
BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)

CONSENTING ON BEHALF OF FOUR EMPLOYER. AS APPLICAELE, TO
RE RN MM RV THIC ETT d TR WO DT ACRER TA AT T AR THE LI

InstaliSheld . < Back H Mext» . I Cancel |
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6 Select | accept the terms of the license agreement.

AccuRoute Server E

License Agreement

read th =ement ¢ n to the bottom before you can

THIZ BOFTWARE [2 FROVIDED BY THE REGENTS AND
CONTEIBUTORS A3 [3" AND ANY EXPRESS OR IMFLIED
WARRANTIES, INCLUDING, BUT MOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITHESR
FOR & PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHAILL THE FEGENTS OR CONTRIBUTORS BE LIAELE FOR ANV
DIRECT, INDIRECT, INCIDENTAL, SFECIAL, EXEMPLARY, OR
CONBEQUENTIAL DAMAGES (INCLUDING, BUT MOT LIMITED
TO, FROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
LOEE OF USE, DATA, OR FROFITS; OR BUSINESS
INTERRUFPTICN) HOWEVER CAUZED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, 3TRICT LIABILITY, OR
TORT (IMCLUDING NEGLIGENCE OR OTHERWIZE) ARTSING IN
ANY WaAY OUT OF THE USE OF THIS 30OFTWARE, EVEN IF
ADVISED OF THE POSSIEILITY OF 3UCH DAMAGE.

InstaliSheld < Back H Mext > [ [ Cancel J

7 Click Next. The Setup Type options are displayed.

Setup Type
L Typi

grarm featy

Istanl [Shield < Back “ Mext » J [ Caricel "
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8 Select Custom and click Next. The setup shows a list of AccuRoute features.

9 Select Component Package, clear all the other features you are not installing at this time.

AccuRoute (tm) Server x|

Custom Setup
p and edit

~[Message Server

- Connector Package
= ent P
[|Modem Server
[ Objectirchive

[ Omkool Sereer &dminiztrator

~[JAccuRoute Intelligent Devics Client

-] Clients Installs

] 5erver Tools

~-[[]Exchange 2003/2000 Spstem Manager Extension

InstallShield < Back ” Mest » Cancel
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10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute Server E

Prerequisites

Th iguration ot

The: foll

Prerequizite Statuz

+ CPU Licensing validation Detected 2 CPU cores.

" Intemet Explarer Enhan...  Intemet Explorer Enhanced Security has been dizabled.

" Microzoft KB121007 Checksz to zee if 8.3 filename support iz enabled.

o Microzoft Office Microzoft Office was not detected on this spstem. vYou will no
o Windows Server 05 Windows Server 2008 [vE.1)

firmed ineE with the i

IrstaliShield < Back H Mexst > ] Cancel

Note The setup cannot continue until all required components are installed. (Double-click an item in the list for
more information.) If any required components were not detected, click Cancel and click Yes to exit
the setup and install the components that are required to complete the installation.

Il Click Next to continue the installation.

The setup requests logon credentials for the Omtool service account. The NT Domain and User
Name fields are populated automatically based on the current Windows user.

12 Enter the logon credentials of the Omtool service account.
a In the NT Domain field, enter the name of the Windows domain.
b In the User Name field, enter the user name.

c In the Password and Confirm Password fields, enter the password for the user.
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Service Account

Enter the ount inform

MY DOMAIN]

Do naot change b it after th

InstaalIShreld [ < Back H Mext > ‘ [ Cancel |

13 Click Next. The setup validates the user account and then shows installation settings.

AccuRoute Server

Installation Settings

Instaling AccuRoute Server v4.0

Selected Features: Message Server, Connector Package, Component Fackage, Modem
Server. Server Administrator, Inteligent Device Client, AccuRoute Desktop, Cozt Recovery,
FaxCenter, AccuRoute Connector for CT Summation, 'Web Client, Image-ln Acquisition Client,
Image-In Queue. Image-In Connect, HP 0P 1.4, HP 0P 1.6, Extension for M5
SharePoint, Estension for iManage, Print To AccuB oute, Extension for DM, Fax Service
Receiver, Extension for ProLaw, Server Tools

Destination C:%Program Files [#86)50mtool\Omtool Server',
Service Account:  MYDOMAINYadministrator
SOL Server Details

Server: wmdocumentation\SOLE xpresz

Database: Omtool Server
Use Windows Authentication

[rastallShiald < Back I ‘ Cancel
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Note [f other installation features are included, the setup might request additional information before displaying
installation settings.

14 Review the installation settings and click Next to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.

AccuRoute Server

InztallShield Wizard Complete

Wizard

[ rae—

InstaliShield < Back. H

15 Click Finish.

Now that Remote Embedded Directive Manager is installed on the remote system, add the new Embedded Directive
Manager component to the AccuRoute server. Continue to Adding Remote Embedded Directive Manager to the
AccuRoute server.

Adding Remote Embedded Directive Manager to the
AccuRoute server

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and right-click Components.

3 Select New > Embedded Directive Manager Component.

©2017 by Omtool, Ltd. (Upland AccuRoute) Al rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
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The wizard opens the Server Address page.

Create New Embedded Directive Component

Server Address
Enter the name of the computer where the compaonent iz insts

Server Address:

& ‘Aun on the Omtoo| Message Server

— " Remate Server

< Back I Mest > I Cancel

4 Select Remote Server option and enter the computer name or IP address of the system running
Remote Embedded Directive Manager.

5 Click Next. The wizard verifies that Remote Embedded Directive Manager is installed and displays a
message indicating that the configuration is complete.

Create Mew Embedded Directive Component

Congratulations!
Y'ou have completed the configuration.

Click Finish ta create the Component.
Click Back to change the settings. Click Cancel o exit.

Embedded Directive Component

Running on arete

<Back | Finish Canicel

6 Click Finish. The wizard adds the component to the components list in the details pane.
Restart the Component Manager service on the AccuRoute server.

8 If removing the local instance of Embedded Directive Manager from the AccuRoute server, continue
to Removing Embedded Directive Manager from the AccuRoute server or a remote system.
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Removing Embedded Directive Manager from the
AccuRoute server or a remote system

Note Embedded Directive Manager on the AccuRoute server can be removed only if a Remote Embedded
Directive Manager exists.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and click Components.

3 Right-click the Embedded Directive Manager you want to remove and select Delete from the
drop down menu options.

You are prompted to confirm that you want to delete the selection.
4 Click Yes to continue. The component is removed from the list.

5 Restart the Component Manager service on the AccuRoute server.
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Section |5: Installing Remote AccuRoute
Connector for DMS libraries

This section includes:
Introduction to Remote AccuRoute connector for DMS libraries (15-1)

Requirements for Remote AccuRoute connector for DMS libraries (|5-2)

Installing Remote AccuRoute connector for DMS libraries (15-2)

Adding Remote AccuRoute connector for DMS libraries to the AccuRoute server (15-9)

Removing Remote AccuRoute connector for DMS libraries (I5-12)

Introduction to Remote AccuRoute connector for DMS
libraries

The AccuRoute connector for DMS libraries routes documents from the server to your company document
management system (DMS).

When routing an inbound document, the AccuRoute connector for DMS libraries creates a document ID and a
pending document in the DMS. When the actual document arrives at the destination DMS server, the AccuRoute
connector for DMS libraries locates the placeholder and replaces it with the actual document.

After installing the AccuRoute server, you can create an AccuRoute connector for DMS libraries locally. The
AccuRoute connector for DMS libraries that is installed on a remote system is called Remote AccuRoute
Connector for DMS Libraries.

When scaling an environment with additional connectors or components, always consult an AccuRoute Technical
Support engineer. For information, contact Upland AccuRoute Service and Support. The AccuRoute Technical
Support engineer can assist you in correctly identifying potential bottlenecks in the system based on workload and
other factors. Moreover, the Support engineer can provide helpful information on the overall impact of increasing
the speed and efficiency of the system. Performance and stability consulting are also available for a fee.

To purchase additional AccuRoute connector for DMS libraries licenses, contact an Upland AccuRoute Sales
representative. If a detailed analysis of the environment is necessary, the AccuRoute Technical Support engineer may
recommend a fee-based consultation.
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Requirements for Remote AccuRoute connector for DMS
libraries

Hardware and software requirements

Remote AccuRoute connector for DMS libraries requires a system that meets the following minimum requirements:

a
a

Windows NT domain computer that always runs in the same domain as the AccuRoute server

Dual core processor

2 GHz

4GB of RAM

RAID 5W with 100 GB of disk space

Microsoft mouse or compatible pointing device

Windows 2012 64-bit, Windows 2008 R2 64-bit

DMS client application. The client application must be installed on the system where you are installing
the remote DMS client.

Additional requirements

Remote AccuRoute connector for DMS libraries installation also requires the following:

a
a
a

Access to the network copy of the AccuRoute server setup
Windows user account that belongs to the AccuRoute Administrators group

Purchased license key for Remote AccuRoute connector for DMS
Contact Upland AccuRoute Service and Support. for more information.

Installing Remote AccuRoute connector for DMS libraries

Log in to the system where you will install the Remote AccuRoute connector for DMS libraries using
an account that belongs to the AccuRoute Administrators group.

Navigate to the network where you have kept the AccuRoute server setup files.

Run \MessageServer\setup.exe.
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The InstallShield wizard opens and configures your system for installation and displays a welcome
message.

AccuRoute Server E

Welcome to the InstallShield Wizard for AccuRoute Server

1 o]

4 Click Next. The setup shows the License Agreement page.

InstallSheld < Back H
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5 Review the License Agreement. Note that you must scroll to the bottom of the Agreement before
you can accept the terms.

AccuRoute Server

License Agreement
A

END-USER LICENSE AGREEMENT

IMPORTANT— READ CAREFULLY: This End-User License Agreemeont
(“EULA”)is a legal agreement botween you (personally and/or on belalf of
your employer, as applicable) (“Fou”™ or “Licensea”™) and Omitool Lid.
(“Outtool”) for the Omitool Software (defined below) accompanying this EULA.

FOU MAF¥ NOT DOWNLOAD, INSTALL, OR USE THE OMTOOL
SOFTWARE IF FOU HAVE NOT PURCHASED A LICENSE DIRECTLF
FROM OMTOOL OR ONE OF ITS AUTHORIZED RESELLERS OR
DISTRIBUTORS. BY DOWNL OADING, INSTALLING, COPFING OR
OTHERWISE USING THE OMTOOL SOFTWARE, FOU ARE: (T)
AGREEING TO BE BOUND BY THE TERMS OF THIN EULA, (2)
REPRESENTING THAT FOU HAVE THE CAPACITYAND AUTHORITF TO
BIND FOURSELF AND FOUR EMPLOYER, AS APPLICABLE, AND (3)
CONSENTING ONBEHALF OF FOUR EMPLOYVER, ASAPPLICABLE, TQ

RERATMM BV THICET T A IR FATDANAT ACRELR TAATT AL THE

InstaliShield | < Back H Mewt > l [ Cancel |

6 Select | accept the terms of the license agreement.

AccuRoute Server

License Agreement

THIE 30FTWARE I3 FROVIDED BY THE EEGENTS AND
CONTRIBUTORSE A2 [3" AND ANT EXPRESS OR IMFLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTAEILITY AND FITHESS
FOR & PARTICULAR PURPOZE ARE DISCLAIMED. IN NO EVENT
ZHALL THE FEGENTS OFR CONTRIBUTCRS BE LIABLE FOR ANYT
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMFPLARY, OR
CONZEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF 3UBSTITUTE GOODS OR SERVICES;
Loz OF USE, DATA, OR FROFITSE, OF BUSINES:
INTERRUFTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT JMCLUDING NEGLIGENCE OF OTHERWISE) ARISING IN
ANY WAY OUT OF THE UZE OF THIZ 3CFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF 3UCH DAMAGE.

InstallGhield ¢ Back H Mest > [ Cancel |
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7 Click Next. The Setup Type options are displayed.

Setup Type

IstallShield < Back H Mest > J [ Cancel ]

8 Select Custom and click Next. The setup shows a list of AccuRoute features.

9 Select Connector Package, clear all the other features you are not installing at this time.

AccuRoute (tm) Server x|

Custom 5Setup
p and edit

-] Component Package
[ Madem Server
-] Omtool Server Admiristrator
~[JAccuRoute Inteligent Device Clisnt
-] Blients Installs
-[JAccuRoute Desktop

] CostRecovery

[ FaxCenter

[ Forms Publisher

] Summation Add-on

[ AecuFoute Web

[ Genifax Notes Client
] Server Tooks
- Exchange 2003/2000 Spstem Manager Exstension

InstallShild < Back ] I Mext > Cancel
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10 Click Next. The setup checks the system for installation requirements and displays the results.

AccuRoute Server E

Prerequisites

iguration ot

The: foll

Prerequizite Statuz
. CPU Licensing validation Detected 2 CPU cores,
o Windows Server 05 ‘Windows Server 2008 [v6.1]

firmed ine with the i

IrstaliShield | < Back H Mext > I Cancel

Note The setup cannot continue until all requirements are installed and configured. (Double-click an item in the
list for more information.) If any required components were not detected, click Cancel and click Yes
to exit the setup and install the components that are required to complete the installation.

Il Click Next to continue the installation. The setup requests logon credentials for the Omtool service
account. The NT Domain and User Name fields are populated automatically based on the current
Windows user.

12 Enter the logon credentials of the Omtool service account.
a In the NT Domain text box, enter the name of the Windows domain.
b In the User Name text box, enter the user name.

c Inthe Password and Confirm Password text boxes, enter the password for the user.
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Service Account

Enter the ount inform

MY DOMAIN]

Do naot change b it after th

InstaalIShreld [ < Back H Mext > ‘ [ Cancel |

13 Click Next. The setup validates the user account and then shows installation settings.

AccuRoute Server

Installation Settings

Instaling AccuRoute Server v4.0

Selected Features: Message Server, Connector Package, Component Fackage, Modem
Server. Server Administrator, Inteligent Device Client, AccuRoute Desktop, Cozt Recovery,
FaxCenter, AccuRoute Connector for CT Summation, 'Web Client, Image-ln Acquisition Client,
Image-In Queue. Image-In Connect, HP 0P 1.4, HP 0P 1.6, Extension for M5
SharePoint, Estension for iManage, Print To AccuB oute, Extension for DM, Fax Service
Receiver, Extension for ProLaw, Server Tools

Destination C:%Program Files [#86)50mtool\Omtool Server',
Service Account:  MYDOMAINYadministrator
SOL Server Details

Server: wmdocumentation\SOLE xpresz

Database: Omtool Server
Use Windows Authentication

[rastallShiald < Back I ‘ Cancel
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Note [f other installation features are included, the setup might request additional information before displaying
installation settings.

14 Review the installation settings and click Next to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.

AccuRoute Server

InztallShield Wizard Complete

| e

¢ Back H

InstaliShield

15 Click Finish.

Now that Remote AccuRoute connector for DMS libraries is installed on the remote system, add the new AccuRoute
connector for DMS libraries to the AccuRoute server. Continue to Adding Remote AccuRoute connector for DMS

libraries to the AccuRoute server.
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Adding Remote AccuRoute connector for DMS libraries to
the AccuRoute server

Note The DMS connector license must be added to the server prior to adding the connector. The AccuRoute
server makes one connector available by default. Check the licensing properties on your server for
connector availability.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and right-click Connector.
3 Select New > AccuRoute Connector for > [select the DMS]. The Display Name page appears.

For example, if you selected FileShare, the display name appears, by default, as FileShare on the
Server.

Create New FileShare DMS Connector E3

Dizplay Hame
Enter a friendly name for the connectar,

< Back I Neut » I Cancel
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4  You can use the default name or type a friendly name for this connector in the Name text box. Click
Next and the Server Address page appears.

Create New FileShare DMS Connector E3

Server Address

Enter the name of the caomputer where the
cohnectar iz ingtalled.

Server Address:

g " {Run on the Message Served

. " Remaote Server

< Back I Heut » I Cancel

5 Select the server address to which you want this connector installed. Choose Run on the Message
Server or Remote Server. If you selected Remote Server, enter the name of the server. Click
Next and the Congratulations page appears.

6 Click Finish.

The DMS configuration wizard launches and prompts you to configure the connector to support the
DMS.
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7 Click Next. The wizard verifies that Remote AccuRoute connector for DMS libraries exists and opens
the Display Name page.
Create New FileShare DMS Connector

Display Mame
Enter a friendly name for the connector,

tame;

< Back I Mext » I Cancel

8 In the Name text box, enter the name of the connector. The default is DMS on the Server.
If you are adding multiple connectors, enter a unique name for the connector.

9 Click Next. You see the configuration complete message.

Create New DMS Connector

Congratulations!
r'ou have completed the configuration.

Click Finizh to create the Connector.
Click Back to change the seftings. Click Cancel to exit.

DM5 Connector

Running on the Server

< Back Cancel

10 Click Finish. The DMS Configuration wizard opens.

Il Configure as necessary. When configuration is complete, the connector is added to the connector’s
list in the details pane.

12 Restart the AccuRoute Connector Manager service on the AccuRoute server.
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Removing Remote AccuRoute connector for DMS libraries

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and click Connector.

3 Right-click the AccuRoute Connector for DMS Libraries that you want to remove and select
Delete from the drop down menu options.

You are prompted to confirm that you want to delete the selection.
4 Click Yes to continue. The connector is removed from the list.

5 Restart the AccuRoute Connector Manager service on the AccuRoute server.
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Section |6: AccuRoute Intelligent Device
Client

This section includes:
Introduction to AccuRoute Intelligent Device Client (16-1)
Optional configurations (|6-4)

Testing and troubleshooting AccuRoute Intelligent Device Client (16-6)

Installing AccuRoute Intelligent Device Client on a remote system (16-8)

Configuring the remote AccuRoute Intelligent Device Client (16-14)

Removing remote AccuRoute Intelligent Device Client (16-17)

Introduction to AccuRoute Intelligent Device Client

The AccuRoute Intelligent Device Client (formerly known as the Embedded AccuRoute for Intelligent Devices) is a
a request handler for AccuRoute client applications. It comprises of a group of IIS web server extensions providing
a layer for communication between the clients and the AccuRoute server. For example, it allows a client like Ricoh
Embedded Software Architecture (ESA) Device Client, to submit messages to the AccuRoute server. It also allows
the clients to retrieve information about Distribution Rules from the server.

AccuRoute Intelligent Device Client
facilitates communication between the

. AccuRoute server and other AccuRoute
[ - DE 4--.-.---- applications.

AccuRoute Intelligent Omtool application
Device Client PP

AccuRoute server

Figure 16-1: The AccuRoute Intelligent Device Client environment

Note AccuRoute v2.3 and all later versions install the AccuRoute Intelligent Device client by default. No

separate installation is necessary. You must configure the client and test it using instructions in this
chapter.

If necessary, you can install the client on a remote system. For instructions, see Installing AccuRoute Intelligent Device
Client on a remote system (16-8).
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AccuRoute Intelligent Device Client components

The AccuRoute Intelligent Device Client helps the following client applications communicate with the AccuRoute
server.

e  AccuRoute Desktop

e Embedded AccuRoute application like Embedded AccuRoute for HP and Embedded AccuRoute for
Ricoh.

The AccuRoute Intelligent Device Client manages AccuRoute Desktop and the Embedded AccuRoute clients
separately. Each category utilizes a unique web server extension, application pool, virtual directory and location.

The main components of the AccuRoute Intelligent Device Client environment are detailed in the following table.
Table 16-1: Description of web server components with location and function

Component Location Function

DesktopWebAPl  \Omtool\Omtool Server\WebAPN\DesktopWebAPI  This folder is utilized for messages coming from AccuRoute
Desktop. AccuRoute Desktop submits messages to
...\DesktopWebAPI\FileTransfer. The messages are processed by
OmISAPIU.DLL, other supporting DLL files, and XML-based
configuration files in ..\DesktopWebAPI\Scripts.

WebAPI \Omtool\Omtool Server\VWWebAPI\WebAPI This folder is utilized for Embedded AccuRoute Intelligent
devices.

» Applications like Embedded AccuRoute for Ricoh submit
messages to ...\VWWebAPI\FilePostings.

* Applications like Embedded AccuRoute for HP OXP,
Embedded AccuRoute for Xerox EIP submit messages to
..\WebAPI\FileTransfer

The messages are processed by OmISAPIU.DLL, other

supporting DLL files, and XML-based configuration files in

...\WebAPI\Scripts.

IS implementation

Web server extensions and application pools

During installation, the AccuRoute Intelligent Device Client creates and modifies web server extensions. It also
creates the application pools.

The installation setup:

e  Checks the status of the web server extension WebDAV. [f it is not allowed to run, the setup changes
its status to Allowed.

Note WebDAYV must be allowed to run; this is a requirement of AccuRoute Intelligent Device Client.

e Creates the web server extension DesktopWebAPI for AccuRoute Desktop and sets its status to
Allowed.

e Creates the web server extension WebAPI for Embedded AccuRoute applications and sets its status
to Allowed.
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e Creates the application pool DesktopWebAPI for AccuRoute Desktop.

e Creates the application pool WebAPI for Embedded AccuRoute applications.

Dependencies

AccuRoute Intelligent Device Client runs under the World Wide Web Publishing Service in IIS 7.0, and has
dependencies on the following web server extensions:

e  WebDAV (WebDAYV, or Web-based Distributed Authoring and Versioning, is a set of HTTP extensions
that enables multiple users to edit and manage files on remote web servers.)

e DesktopWebAPI
e WebAPI

Important  The status of these web server extensions must be set to Allowed at all times.

IIS integration

AccuRoute Intelligent Device Client has a dual implementation — one for AccuRoute Desktop, and another for
Embedded AccuRoute applications. Each has a unique web server extension, application pool, virtual directory, and
location so that each implementation can be managed separately.

Table 16-2: 1IS implementation for AccuRoute Intelligent Device Client

Application Virtual
Function Web server extension pool directory Disk location
Enabling HTTP or Secure HTTP ~ “DesktopWebAPI” represents Application Pools/  Default Web Site/  \Omtool\
connection between AccuRoute  ..\Omtool\Omtool Server\WebAPI\ DesktopWebAPI/  DesktopWebAPlI ~ Omtool Server\
Desktop and the AccuRoute DesktopWebAPI\Scripts\OmISAPIU.DLL DesktopWebAPI
server
Allowing Embedded AccuRoute  “WebAPI” represents Application Pools/  Default Web Site/  \Omtool\
applications on multifunction ..\Omtool\Omtool Server\WebAPI\ WebAPI/ WebAPI Omtool Server\
devices to connect to the WebAPI\Scripts\OmISAPIU.DLL WebAPI
AccuRoute server

For more information on IIS web server extensions, application pools, and virtual directories, consult the Windows
documentation on IIS.

Message submission failures

AccuRoute Intelligent Device Client submits messages from an AccuRoute client application to the AccuRoute
server. Each application that requires AccuRoute Intelligent Device Client, handles submission failures differently. For
more information on how submission failures are handled, consult the appropriate client documentation, which is
available on the AccuRoute v6.0 documentation page.
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Optional configurations

Configuring HTTPs connectivity for AccuRoute Desktop (16-4)

Modifying the directory security configuration of virtual directories (16-5)

Configuring HTTPs connectivity for AccuRoute Desktop

When AccuRoute Desktop must be able to connect to AccuRoute Intelligent Device Client using Secure HTTP
connectivity, additional configuration is required. Set the FileTransfer property for AccuRoute Intelligent Device
Client to HTTPS, and then test the secure connection.

Setting the FileTransfer property to HTTPS

AccuRoute Intelligent Device Client has a FileTransfer property for AccuRoute Desktop that defines the file transfer
protocol used between clients and the web server. By default, the property is set to HTTP. To use Secure HTTP
connectivity, set the FileTransfer property to HTTPS.

To set the FileTransfer property to HTTPS:
I Goto:
...\Omtool\Omtool Server\WebAPI\DesktopWebAPI\Scripts
Open OmISAPIU.xml in Notepad.

2 Locate the FileTransfer property and set the protocol type to https, for example,
<FileTransfer>https://172.16.10.48/DesktopWebAPI/FileTransfer/</
FileTransfer>.

Verify that the URL includes the IP address of the web server running AccuRoute Intelligent Device
Client. The computer name is not supported.

3 Save and close the file.

Testing the secure connection

Test the connection to the web server and verify that AccuRoute Intelligent Device Client accepts secure requests
only. Run this test from any system in the LAN running AccuRoute server or client software. (Before this test can
be run, a certificate must be installed on the Default Web Site and SSL must be enabled. Go to Appendix B:
Configuration for HTTPS Support.)

To test the secure connection:

I Start the browser and go to:
http://[web server]/DesktopVWWebAPI/Scripts/ OmISAPIU.dII?Action=GetConfiguration

where [web server] represents the host name or IP address of the web server.
Note The Action command in the URL is case-sensitive.

The browser displays an error indicating that the page must be viewed over a secure channel.

2 Go to the address bar and change http to https, and press Enter. The browser loads the requested
page.
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If Internet Explorer displays a message indicating that this site is not trusted, add the site to the list of
trusted sites and continue.

AccuRoute Intelligent Device Client is configured to use Secure HTTP connectivity with AccuRoute Desktop.
The AccuRoute Intelligent Device Client installation is complete.

Tip  The default directory security configuration can be modified if it does not comply with the security policy
in the LAN. Go to Modifying the directory security configuration of virtual directories on |6-5.

Modifying the directory security configuration of virtual directories

The virtual directories created by the AccuRoute Intelligent Device Client setup grant the following access:
e authenticated access via integrated Windows authentication.

The default authentication and access control configuration can be modified if it does not comply with the security
policy in the LAN. AccuRoute Intelligent Device Client supports all lIS authentication methods except .NET Passport
and Digest Authentication for Windows Domain server, and also supports IP address and domain name restrictions.

Note After AccuRoute Intelligent Device Client is installed, the virtual directory properties are set to allow read
access, allow execute permissions on scripts and executable, and use its associated application pool
(DesktopVWWebAPI or WebAPI). Do not modify these settings.

Authentication Methods =

Use the Following Windows user account For anonymous access:

User name: I IUSR_LAMGSTON Browse. .. |

Beestael [seeesseess After AccuRoute Intelligent Device Client is installed, the
authentication and access control configuration for the virtual
directory enables anonymous access with the local IUSR account or
— Authenticated access the account specified during installation and enables integrated

For the following authentication methods, user name and password Windows authentication.
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access control lists

[ Integrated Windows authentication

[ Digest authertication For Windows domain servers
[ Basic authentication (password is sent in clear bext)
[ MET Passport authentication

Default domain: I Select, ., |
Reealm;: I Select, ., |

OF I Cancel | Help |

Figure 16-2: Default authentication and access control configuration for a virtual directory

A modified configuration must meet the following conditions:

e If anonymous access is enabled, the account used for anonymous access must have full control to read
and write to the folder. These permissions are configured in the Windows security settings on the
folder.
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e Ifintegrated Windows authentication is enabled, all accounts used to post and download files, and gain
access to the OmISAPIU.DLL resource, must have full control to read and write to the folder. These
permissions are configured in the Windows security settings on the folder. For information on
accounts that are used to post and download files, and gain access to the OmISAPIU.DLL resource,
consult the AccuRoute documentation (available on the AccuRoute v6.0 documentation page) for the
application being used in conjunction with AccuRoute Intelligent Device Client.

Testing and troubleshooting AccuRoute Intelligent Device
Client

AccuRoute Desktop or an embedded AccuRoute application must be able to access the AccuRoute Intelligent Device
Client configuration file OmISAPIU.DLL. Test the connection to the web server and verify that AccuRoute Intelligent
Device Client is installed and configured correctly.

Test connectivity to AccuRoute Intelligent Device Client

Run this test from any system in the LAN that is running AccuRoute server or client software.
I Login to any system in the LAN running AccuRoute server or client software.

2 Start the browser and go to:
https://[web server]/[virtual directory]/Scripts/
OmISAPIU.dl1?Action=GetConfiguration

where [web server] represents the host name or IP address of the web server and [virtual directory]
represents the name of the virtual directory in IIS that is accessed by AccuRoute Desktop or
Embedded AccuRoute applications.

Tip A connection to AccuRoute Intelligent Device Client from a client running AccuRoute Desktop looks
similar to: http://goliath/DesktopWebAPI/Scripts/
OmISAPIU.dl1?Action=GetConfiguration

A connection to AccuRoute Intelligent Device Client from a device running an Embedded AccuRoute
application looks similar to: http://goliath/VWWebAPI/Scripts/OmISAPIU.dII?Action=GetConfiguration

When constructing the URL, consider the following:
» The Action command in the URL is case-sensitive.

» If Secure HTTP connectivity is configured for AccuRoute Desktop, replace HTTP with HTTPS.
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The browser displays the basic configuration for the AccuRoute Intelligent Device Client.

40,/ WebAPI/Scripts/OmISAPIU.dI? Action=GetConfiguration - Windows Internet Explorer

@_“ ) = [ ] http:ifishan webaPSaripts{ OnISAPIL. dI7Actior=GetCanfiguration =l #2 | x| = ona £l
l < Faworites |§;-3, €] Suggested Sites = @ Web Slice Gallery
@http:fﬂﬁsh4DfWehAPIIS(riptstmISAPIU.d\I7Actinn=G.‘.| | il - | b - Page - Safety - Tools - @
=l
<?aml wersion="1.0" 7>
- <Omtool=
- «Product:

<MName=0mtool ISAPI Services</Name>
<Varsionz1.0</Yersions
<Build=1</Build>
«Description=Provides a bridge between the Xlet and Server</Descriptionz
</Product>
- ZServerss
i - «<Server Name="ServicesServer'>
<PostPath=WebAPI/FilePostings/</FostPath>
<FileTransfer=http://172.16.20.48 /WebaPI/FileTransfer/</FileTransfer>
</ SEFYErs
- <Server Name="OmtoolServer'>
«Serverlame>FISH40«</Serverlames

</Servers
</Servarss
«fOmtools
-
[pore ’_’_’_’_’_’_‘QL Local intranet | Protected Mode: OFf Cat  Rimow -

If an error occurs, troubleshoot the web server (Troubleshoot connectivity issues, 16-7) and repeat the test until it
is successful.

Troubleshoot connectivity issues
Use the following table to identify and resolve connectivity issues.

Table 16-3: Possible causes of connectivity issues with resolutions

Issue description Resolution

No connectivity to server. A networking issue might be preventing access to the server. Ping the web server. If this test is
successful but the connectivity issue remains, continue to the next issue.

World Wide Web service is stopped Open the Services applet on the web server and check the status of the World Wide Web service.
or disabled. If the service is stopped, verify that the service is enabled and then start it. Verify that the service
is running before closing the Services applet.

If the connectivity issue remains, continue to the next issue.

The Default Web Site is stopped in IIS.  Start IIS and expand the web server where AccuRoute Intelligent Device Client is installed. Expand
the items in the console tree so that Default Web Site is visible. If the node is labeled Default
Web Site (Stopped), right-click the node and select Start.

If the connectivity issue remains, continue to the next issue.
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Table 16-3: Possible causes of connectivity issues with resolutions

Issue description Resolution

The lIS application pool for AccuRoute  Start IIS and go to [web server]>Application Pools>[application pool]. Right-click the appropriate
Intelligent Device Client is disabled. application pool and select Start.

If the connectivity issue remains, continue to the next issue.

Execute permissions on the Scripts Start IIS and go to [web server]>Default Web Site>[virtual directory]>Scripts. Right-click Scripts
directory are inadequate. and select Properties. IIS displays the Directory properties. Go to Application Settings and verify
that Execute Permissions is set to Scripts and Executables.

If the connectivity issue remains, check the Knowledge Base for technical articles that are helpful in
troubleshooting the web server, and then contact Upland AccuRoute Service and Support.

Installing AccuRoute Intelligent Device Client on a remote
system

The AccuRoute Intelligent Device Client is installed on the AccuRoute server with a complete installation. You can
install the AccuRoute Intelligent Device Client on a remote system when needed using the instructions in this section.

Requirements

Hardware and software requirements
The hardware and software requirements for the Remote AccuRoute Intelligent Device Client are as follows:

O A Windows NT domain system that runs in the same domain as the AccuRoute server and is not a
domain controller. If the system is in a different domain, it (the domain) must have bi-directional trust
with the AccuRoute server’s domain.

O  Pentium lll-compatible processor
| GHz
512 MB RAM
500 MB available hard disk space
Microsoft mouse or compatible pointing device

Windows 2012 64-bit, Windows 2008 R2 64-bit

a

O IS with the following components: Common Files, World Wide Web Service, and Internet Information
Services Manager
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Requirements for AccuRoute Desktop

AccuRoute Intelligent Device Client supports HTTP and HT TPs connectivity to AccuRoute Desktop. For HTTPs
connectivity, you must perform the following tasks prior to installing AccuRoute Intelligent Device Client on a
remote system.

O  Create and install a CA certificate on the Default Web Site in IIS.
Tip  Tosetup a CA certificate using Microsoft Certificate Services, go to Appendix B: Configuration for HTTPS

Support. For a CA certificate issued by a third party, use the certificate authority’s instructions and apply
the certificate to the Default Web Site in IIS.

) Enable SSL on the Default Web Site in IIS.

Additional requirements
Remote AccuRoute Intelligent Device Client installation also requires the following:
O  Access to the network copy of the AccuRoute server setup

0O  Windows user account that belongs to the AccuRoute Administrators group

Installing remote AccuRoute Intelligent Device Client

I Log in to the system using an account that belongs to the AccuRoute Administrators group.
2 Navigate to the network where you have kept the AccuRoute server setup files.

3 Run \MessageServer\setup.exe.
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The InstallShield wizard configures your system and displays the welcome message.

AccuRoute{tm) Server

Welcome to the InstallShield Wizard for AccuRoute(tm) Server

InstallShield

Cancel

4 Click Next. The setup shows the license agreement page.

AccuRoute® Server

Licenze Agreement

END-USER LICENSE AGREEMENT

IMPORTANI-READCAREFULLY: This End-User License Agreement
(“ELULA7)is a legal agreement between you (personally and/or on behalf of
your employer, as applicable) {“Fou” or “Licensee”) and Ohmtool Lid.
(“Omtool”) for the Ontool software product identified above, which includes
computer software and may include associoted media, printed materials, and
“online”™ or electrouic documentation {(“Product”™). An amendwment or
addendunt to this EULA may accompany the Product.

FOU AGREE T BE BOLUND BEF THE TERMS OF THISEULA, AND

REPRESENT THAT FOU HAVE THE CAPACITY AND AUTHORITF TO

BIND FOURSELF AND YOUR EMPLOYER, AS APPLICABLE, BF

OPENING THIS ENVELOPE, INSTALLING, COPFING, OR OTHERWISE
USING THE PRODUCT. IF FOU DO NOTAGREE, DO NOT OPEN THIS
ENVELOPE, INSTALL OR USE THE PRODUCT; PROMPTLY RETURN

THIS PRODUCT 7O THE SUPPLIER WHOQ PROVIDED IT, ﬂ

® | a

2 || do no

IrstallShizld < Back H Mest» Cancel
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5 Read the agreement and select | accept the terms of the license agreement option.

6 Click Next. The setup shows the installation options.

AccuRoute (tm) Server x|

Setup Type

ppical to i

the program t ended for ad

InstallShield < Back ” Neut > Cancel

7  Select Custom. Click Next. The setup shows a list of AccuRoute features.
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8 Select AccuRoute Intelligent Device Client. Clear any other feature you are not installing at this
time.

AccuRoute Server

Custom Setup

up and edit

[IMessage Server
[ Cornector Package
-[_] Companent Pack age
[Itodem Server

<[] Objectirchive

[ Server Admiristrator

Ir
<[] Clients Installs
[1Server Toals

InstallShield < Back ” Heut > Cancel

Prerequigite Status
\/ Microzoft 1S web Servi.. Thiz component is ingtalled,
' Windaws Server 05 Windows Server 2008 [vB.1)

All preregui ; firmed, Conl

IrstaliShiald < Back l | Neut > [ Cancel
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Note The setup cannot continue until all pre-requisite components are installed. (Double-click an item in the
list for more information.) If any required components is missing, click Cancel and exit the installation
setup. Install the components, then install AccuRoute Intelligent Device Client.

10 Click Next. The setup shows installation settings.

AccuRoute(tm) Server

Installation Settings
F

Installing AccuRoute(tm] Server w301
Selected Features: AccuRoute Inteligent Device Client

Destination C:\Program Files\omtoalsOmtool Server’

Instal[Shic/d < Back ”
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Il Review the installation settings. Click Next to start the installation. The setup installs the selected
component and displays a message indicating that the installation is complete.

AccuRoute Server

InstallShield Wizard Complete

{ r—

InastaalISHield < Back ”

12 Click Finish.

13 Continue to Configuring the remote AccuRoute Intelligent Device Client.

Configuring the remote AccuRoute Intelligent Device
Client

Specifying the AccuRoute server

When you install AccuRoute Intelligent Device Client on a remote machine, you must specify the IP Address of the
AccuRoute server in OmISAPIU.xml:

I Goto:
...\Omtool\Omtool Server\WebAPI\DesktopWebAPI\Scripts

2 Open OmISAPIU.xml for editing.
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Note If the server is part of a cluster, the following setting should be made in the file:
<Server Name="OmtoolServer"><ServerName>
Primary Server name</ServerName>

<Server Name="OmtoolServer"><ServerName>Secondary Server name</
ServerName>
</Server>

Locate the ServerName node.

Specify the name or the IP address of the AccuRoute server.

For example, <ServerName>[IP Address]</ServerName>
Save and close the file.

Go to:

...\Omtool\Omtool Server\WebAPI\WebAPI\Scripts
Open OmISAPIU.xml for editing.

Locate the ServerName node.

Specify the name or the IP address of the AccuRoute server.

For example, <ServerName>12.123.4.5</ServerName>.

Save and close the file.

Adding the remote server’s name to DCOM

Add the remote server’s name to DCOM on the AccuRoute server. For example: VMTesting$.

Note You must append the name with a dollar sign ($).
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2 Select Computers in the Object Types when adding the server name.

r
Access Permission | 7 |[=] ” P | 3 Permission ~ ABC
Select Users, Computers, Service Accounts, or Groups |__°E___|!_S’§_| Object Types |_i_”£|

Selact this object type: Select the types of objects you want to find.
Users, Groups, or Builtin security principals Object types:
From this location: EB Builtn security principals
omtool.com L ] @; Service Accourts

[ 1%l Computers
Enterthe object names to select (2xamples): E&Gmups

Check Names & Users

oK ][ Cancel

nly be a server change and then update the isapi.xml with

Leam about access control and permissions

-

3 Reboot the AccuRoute server.

Adding the application pool logon account to the AccuRoute Admins
group

There are two application pools (DesktopWebAPI and WebAPI) managing the worker processes handling requests
from other AccuRoute client applications. By default, they run as Local System.

Note If the security policy in the LAN does not permit the application pool to run as Local System, the
application pool identity can be reconfigured using any account that belongs to the Domain Users group.

If you change your login to a network account, Integrated Windows Authentication will not work for the
virtual directories that use the application pool. The work around requires kerberos protocol changes in
the active directory.

If necessary, modify the application pool identity. For instructions, consult the Windows documentation on IIS:

http://www.microsoft.com/technet/prodtechnol/VWindowsServer2003/Library/11S/c9b5dbéf-874e-4ec9-93ed-
1733367cl 17b.mspx?mfr=true

e If AccuRoute Intelligent Device Client is installed on a remote system, add the application pool logon
account to the AccuRoute Admins group which has the required Distributed COM permissions to
communicate with the AccuRoute server. For instructions, see (Also see Creating AccuRoute Admins

group on 2-4.)

e If AccuRoute Intelligent Device Client is installed on the AccuRoute server and both application pools
run as Local System, skip this step.
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Other configurations

Other configurations include:
e  Configuring HTTPs connectivity issues for AccuRoute Desktop
e Modifying the directory security configuration of virtual directories (optional).

For instructions, see Optional configurations (16-4).

Removing remote AccuRoute Intelligent Device Client

Before you remove the AccuRoute Intelligent Device Client, remove all other applications in the LAN that require/
use the AccuRoute Intelligent Device Client. Then remove AccuRoute Intelligent Device Client.

For information on removing AccuRoute applications that require AccuRoute Intelligent Device Client, consult the
Omtool documentation for the application, which is available on the AccuRoute v6.0 documentation page.

AccuRoute Intelligent Device Client is not required for AccuRoute Desktop but can be used to establish a connection
to the AccuRoute server using HTTP or Secure HTTP. After AccuRoute Intelligent Device Client is removed,
AccuRoute Desktop can still connect to the AccuRoute server using DCOM. This requires reconfiguration. For
configuration instructions, consult the AccuRoute Desktop installation guide, which is available on the AccuRoute
v6.0 documentation page.
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To remove AccuRoute Intelligent Device Client from a remote system:

I Click Start > Control Panel > Add or Remove Programs to open the Add or Remove
Programs page.

2 Select AccuRoute Server and click Change/Remove. The InstallShield wizard is initialized and it
shows the following message.

x|

Welcome

I ). [Epair, of el he program.

program. Th

curmrently ir

Instal|Shield < Back ” Mest > Cancel

3 Select Remove option and click Next.
4 Follow the prompts to remove AccuRoute Intelligent Device Client.

During installation, AccuRoute Intelligent Device Client allows the IS web server extension WebDAV to run. After
AccuRoute Intelligent Device Client is removed, WebDAV is still allowed to run. If WebDAY should be prohibited
from running, change the status of this web server extension to Prohibited. For more information, consult the
Windows documentation on IIS.
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Appendix A: Setting up an AccuRoute
Server Cluster

This section includes:

Introduction to failover (A-I)

Requirements for an AccuRoute server cluster (A-3)
Installing and configuring the Cluster server (A-4)
Setting up the Database server (A-4)
Setting up the Active server (A-5)
Applying licenses (A-9)
Setting up the Passive server (A-9)
Setting up the Telco share (A-12)
Creating the Telco Share (A-12)

Configuring the AccuRoute connector for Telco to use the Telco Share on the database server (A-
12)

Testing the failover configuration (A-13)
Optional configurations for cluster environments (A-14)

Introduction to failover

Automatic failover, a native AccuRoute capability, ensures seamless and immediate recovery from a localized system
failure on the AccuRoute server. It requires two redundant AccuRoute servers that are joined to form an AccuRoute
server cluster, and a third system where critical server resources are stored.

The redundant AccuRoute servers are referred to as:
e Active Server - the current AccuRoute server
e Passive Server - the standby server

The third system that stores critical resources is called the “database server” because it hosts the server databases
along with server configuration files. If the AccuRoute server is enabled for faxing, the database server also hosts the
Telco share which is an intermediary repository for inbound and outbound faxes. (The database server can also
function as a remote server such as Remote Administrator, Remote Composer, Remote Embedded Directive
Manager, or Remote Modem Server.)

In some environments, where multi-function devices are used, a fourth system - Remote IIS - can be added to host
the AccuRoute Intelligent Device client and specific AccuRoute device client installs.
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Active server Passive server An AccuRoute server cluster has two redundant
‘ ‘ AccuRoute servers referred to as the active server and
passive server, and a third system that stores critical
AccuRoute server resources called the database
server.

Wt

Database server Remote IS

Figure A-I: Basic setup of the AccuRoute server cluster

Failover is driven by the Omtool Cluster Manager service which is installed on the AccuRoute server. (This service
does not appear in the Services applet because it is not registered by default.) When an AccuRoute server cluster is
created, this service is immediately registered and runs simultaneously on both AccuRoute servers in the cluster.
During regular operation, the active server in the AccuRoute server cluster continuously writes to the server
databases while Omtool Cluster Manager service on the passive server polls the database server in 45-second
intervals to verify that the active server remains active.

When a localized system failure occurs on the active server, it loses communication with the database server and
cannot write to the server databases. As soon as the Omtool Cluster Manager service on the passive server polls
the database server again and finds no recent activity from the active server, the Omtool Cluster Manager service
on the passive server starts all its local Omtool services and becomes the active server in the cluster. The transition
is complete within | to 3 minutes of the failure.

After a failure occurs, an administrator needs to restore the server that is offline.
Tip Omtool Server Monitor is a monitoring application that detects failures on AccuRoute servers. Omtool

recommends that Omtool Server Monitor or another monitoring application be used to alert
administrators that a failure has occurred so that failures can be corrected in a timely manner.
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An AccuRoute server cluster enters failover mode

Server offline Active server ) ;
| when a localized system failure causes the current
AccuRoute server to go offline and the other server to
( w become active.

Database server Remote 11S

Figure A-2: AccuRoute server cluster in failover mode

An AccuRoute server in the cluster can be designated as the preferred server. If an AccuRoute server is preferred,
it is always the active server whenever it is available. Therefore, if a system failure occurs and the preferred server
goes offline, the non-preferred server becomes active, but when the preferred server is online again, it becomes the
active server and the non-preferred server returns to a standby state.

Requirements for an AccuRoute server cluster

AccuRoute server requirements

The two AccuRoute servers must meet the minimum requirements for an AccuRoute server. For details, see
Hardware and software requirements (2-1).

Licenses are required for both the AccuRoute server and the failover AccuRoute server. You must install both
licenses on the Active server in the cluster.

Note The AccuRoute servers should have identical and redundant configurations. If resources are shared, such
as a Remote Composer, the shared resource should be installed on the database server or another high
availability system in the domain.
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Database server requirements

The Database server must meet the following minimum requirements:

O  Requirements for the AccuRoute server, as defined in Hardware and software requirements (2-1)

) Microsoft SQL Server 2008/2012/2016
Note Microsoft SQL Server 2008 Express Edition does not meet this requirement.

O  Template files used by the server

Remote device server requirements

The Remote Device server must meet the following minimum requirements:

O  Requirements for the Remote Device server, as defined in Installing AccuRoute Intelligent Device Client
on a remote system (16-8)

Installing and configuring the Cluster server

Begin setting up the Server Cluster by creating folders for the AccuRoute server resources that will be stored on
the Database server.

Setting up the Database server

I Login to the system as an Administrator.

2 Select a location in the Database server and create the following folders:
» Messages - Stores the message database.
» Config - Stores server configuration files.

3 Share each folder.

4  Give the Omtool service account read, write, and delete permissions to each folder. For more
information on modifying permissions, consult Windows help.
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Setting up the Active server

I Install AccuRoute v6.0 on the Primary server. For installation steps, see Installing the AccuRoute

server (3-2).

2  On the InstallShield Wizard Complete screen (the last installation screen), click Finish to
complete the installation.

AccuRoute Server

InstallShield Wizard Complete

" | Cancel

InstallShield

]

3 The AccuRoute Configuration Wizard automatically launches next.

AccuRoute Configuration Wizard [ %]

Welcome

Select the appropriate deployment configuration for your infrastructure:

Single-server configuration =

ﬁ Failover cluster configuration =

Disaster recovery configuration =

Cancel |

Select Failover cluster configuration.
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4 On the Cluster Server Role screen, select Active server member and click Next.
Cluster Server Role

Select the appropriate node type being setup in this high-availability configuration:

® Active server member

D Passive server member
i

[ <Back | MNet> | [ Cancel |
5 On the Database screen, select the appropriate database option:
Database

Select database option:

Create a new database
= Select this option if you are configuring a new implemenation of this product.

) Use an existing database
2

Select this option if you are upgrading an existing implemenation of thiz product.

< Back | Mest > I Cancel |

» Create a new database — for configuring a new installation of AccuRoute.
» Use an existing database — for upgrading an existing installation of AccuRoute.
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6 Click Next. The Create New Database screen opens.

AccuRoute Configuration Wizard [ %]

Create New Database

Specify the details about where you'd like to create the database:

SOL Server:

& Use Windows Integrated Authentication
 Use SOL Authentication Login

Uszermame: I

Fazsword: I

D atabase Mame: |AccuR oute

< Back | Mest > I Cancel |

Enter your SQL Server and Database Name information and click Next.

7 At the File Share Location field on the File Share screen, enter or browse to the UNC path you
want to use. (This is a path to the folder location you created in Step 1.) Click Next.

AccuRoute Configuration Wizard [ %]

File Share

Select afileshare location:

Thiz iz used to store documents and details about meszages processed by the software. This must be a UMC share
that meets documented requirements.

File Share Location:

L

< Back | Mest > I Cancel
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8 The Ready to Configure screen appears. Click Next to configure the system.

AccuRoute Configuration Wizard

Ready to Configure

Configuration is ready to be applied. .

Single Server
Configure AccuR oute with a new database
SOL Server: WMSHIRLEYSOLE wpress

Using Windows Integrated Authentication
D atabase: AccuRoute

Share: Ywwmshirleyhomtoals

Click Mext> to configure the system.

< Back | Mest > I Cancel

A Configuring... progress screen appears during configuration.

9 The Server Configuration Wizard Welcome screen opens. Click Next.

Server Configuration Wizard [ |

Welcome to the Server Configuration wizard.

Thiz wizard guides you through the steps to complete the minimum
configuration required to set up your Server to send and receive
messages.

*f'ou can fine-tune server components later by updating their
property pages.

< Back I Mest > I Cancel
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10 Click Finish on the Congratulations screen.

Server Configuration Wizard [ |

Congratulations!
*Y'ou have completed the Configuration wizard.

Click Finizh to save the configuration az specified:

If you want to change any of vour configuration settings, click Back. Click
Cancel to exit the Meszage Server Configuration wizard.

< Back I Finizh I Cancel |

Il The following screen shows how the Primary server appears in the AccuRoute Server
Administrator.

@ Server - [Console Root]
.' File Action View Favortes Window Help
LG EN |G

Name
o Serves Administrator

InProcess

W History
¥, Cennectors
% Compenents

b & RuleSets
b i Confiquration
T Devices

Applying licenses

Apply your Base server and Failover licenses. See Activating the license (3-16) for more information.

Note The Failover server license is added to the Active (Primary) server in the environment.

Setting up the Passive server

I Install AccuRoute v6.0 on the Passive (secondary) server. For steps, see Installing the AccuRoute
server (3-2).

2 On the InstallShield Wizard Complete screen (the last installation screen), click Finish to
complete the installation.
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3 Once again, the AccuRoute Configuration Wizard opens to the Welcome screen. Select
Failover cluster configuration.

AccuRoute Configuration Wizard [ %]

Welcome

Select the appropriate deployment configuration for your infrastructure:

Single-server configuration =

Disaster recovery configuration =

ﬁ Failover cluster configuration =

Cancel |

4 On the Cluster Server Role screen, this time select Passive server member and click Next.

Cluster Server Role

Select the appropriate node type being setup in this high-availability configuration:

Active server member

C D Passive server member
i

<Back || Net> | [ Cancel
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5 The Setup Cluster screen appears.

- ______________________________________________|
Setup Cluster

Enter the following information to configure your high availability cluster:

Specify the primary server to join with:
Server: | Pamary2016] |

Specify the identity to run the Cluster Manager Service as:
Domain: [TESTDC |
br o |
Password: [eeseeess ]

| <Back | Met> | [ Cancel |

Enter the Primary Server name and user information. Click Next.

6 The Ready to configure screen appears. Click Next to configure the system.

Ready to Configure

Configuration is ready to be applied...

Secondary Clustered Server

Click Next > to configure the system.

| <Back | MNet> | | Cancel

A Configuring... progress screen appears during configuration.
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7 The AccuRoute Configuration Wizard Complete screen appears.

Completed

The requested configuration is complete.

Successfully configured HP Capture and Route as a Secondary Clustered Server

[ Finish Cancel |

8 Click Finish to close the wizard. Your clustered server environment is now configured.

Setting up the Telco share

Creating the Telco Share

Note Complete the following procedure if the AccuRoute server cluster supports faxing,

For an AccuRoute server cluster that supports faxing, create the Telco share. The Telco share is shared by both
servers in the cluster. You must create it on any high availability system, such as the database server belonging to the
same domain as the clustered AccuRoute servers.

To create the Telco share on the database server:

I  Choose a location in the local directory structure and create a folder for the Telco share. Use a self-
descriptive name such as omtooltelcoshare.

2 Share the folder.

3 Give the Omtool service account read and write permissions to the folder. For more information on
modifying permissions, consult Windows help. (If the environment has AccuRoute servers that were
installed with different Omtool service accounts, give all Omtool service accounts these permissions.)

Configuring the AccuRoute connector for Telco to use the Telco
Share on the database server

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.
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2 In the console tree, expand the AccuRoute Server Administrator and click Connectors.

3 Double-click the AccuRoute Connector for Telco in the details pane to open the Telco
properties page.

4 Click Advanced to open the Telco Advanced Properties page.

Telco Advanced Properties |

Advanced |

Path to telco zhare directony: [N

The telco share directory is the folder into which the Telco
connectar and the modem servers place files that are ready for
processing.

The telco share directory does not have to be located on the same
zystem as the Omtool Meszage Server or on a system with a modem
FEIVEL

Locating the telco share directary on a separate system provides
failover by spreading out the telco processing over multiple systems,

Telco share Minimum Disk Space % |5
Modem RecvLocal Minimum Disk Space % |5

Ok I Cancel Help

5 In the Path to telco share directory text box, enter the UNC path (that is the
\\ServerName\ShareName)\ to the Telco share folder. Add a trailing backslash at the end. (For
example \\123.4.5.678\telcoshare\).

6 Click Ok and then Ok to save your changes and close the Properties page.

Testing the failover configuration

You can test the Failover configuration by simulating a localized system failure on the Active server.

I Simulate a failure: Shut down the active server. Wait approximately five minutes, and then verify
that the Omtool Cluster Manager process (OMSvrClusterMgr) and the connector processes
(OmCon¥) are running on the other server, which is now the active server.

2 Restore the failed server: Start the server that was shut down and wait for it to boot up.

Wait approximately five minutes, and then verify that the Omtool Cluster Manager process
(OMSvrClusterMgr) and the connector processes (OmCon*) are running.
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Optional configurations for cluster environments

Setting up the remote device server

Refer to the procedure for Installing AccuRoute Intelligent Device Client on a remote system (16-8).

Configuring the AccuRoute Web Client for failover

The Web Client should be installed on a system remote from the active and passive servers and meet all of the
installation requirements found in the Web Client installation guide, which is available on the AccuRoute v6.0
documentation page.

I Navigate to:
\Program Files (X86)\Omtool\WebClient\Configuration
Open the Web . xm1 file for editing.

2 In the <Connection> section of the xml, add the name of the secondary server in your cluster. For
example:

<Connection>

<Server>MAGNOLIA</Server>
<FailoverServer>JASMINE</FailoverServer>
<Authentication type="Exchange”>

Note In this example, the name of the active AccuRoute server is MAGNOLIA and the passive server is
JASMINE.

3 Save your changes and close the xml file.

4 Restart the IIS services.

Configuring the Mobile Client setup to support a cluster

To configure cluster support for a setup with mobile clients:

I  Modify the OmISAPU. xml in the \Omtool\Omtool
Server\WebAPI\MobileWebAPI\Scripts directory as follows:

2 Add another line for the secondary server, changing
</Server>
<Server Name="OmtoolServer">
<ServerName>VMOXPTESTING</ServerName>
</Server>

</Servers>
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to the following:
</Server>
<Server Name="OmtoolServer">

<ServerName>VMPrimary</ServerName>

<Server Name="OmtoolServer">

<ServerName>VMSecondary</ServerName>

</Server>

</Servers>

Configuring Image-In Connect for failover

Navigate to:
\\Omtool\Image-in Connect\
Open the ImageInConnect.xml file.

Locate the <Server node> section of the xml and add the name of the secondary server in your
cluster. For example:

<ImageInConnect>
<XModels>

<XModel>http://ratchetx.com/installs/omtool/xmodels/
omaccuroutelink.xmodel</XModel>

<XModel>http://ratchetx.com/installs/omtool/xmodels/
omaccurouteview.xmodel</XModel>

<XModel>http://ratchetx.com/xmodels/companyinfo.xmodel</XModel>
</XModels>

<AccuRouteServer>MAGNOLIA</AccuRouteServer>
<AccuRouteServer>JASMINE</AccuRouteServer>
<AccuRouteWeb>url</AccuRouteWeb>

</ImageInConnect>

Note In this example, the name of the active AccuRoute server is MAGNOLIA and the passive server is
JASMINE.

Save your changes.
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Configuring Omtool Workflow Integration Application (OWVIA) for
failover

The Omtool Workflow Integration Application (OWIA) is included with the Image-In Queue (1IQ) client after
installation. This application can be used to link third-party applications used by Image-In Connect (IIC) to view the
active documents in 11Q.

Modifying the QueueWorkflow XML file

Use the following procedure to modify the queueworkflow.xml file to have the AccuRoute Server information in the
Server section.

I Navigate to:
\\Omtool\Image-in Queue\Bin
Open the QueueWorkflow.xml file.

2 Locate the <Configuration> section of the xml and add the name of the secondary server in your
cluster. For example:

<Configuration>
<Server>MAGNOLIA</Server>
<Server>JASMINE</Server>
<Demo>false</Demo>
<DebugEnabled>0</DebugEnabled>
<CachelInitializationData>1</CacheInitializationData>
<CacheRefreshlInterval>1</CacheRefreshInterval>

<Silent>0</Silent>

</Configuration>

Note In this example, the name of the active AccuRoute server is MAGNOLIA and the passive server is
JASMINE.

3 Save your changes.

Clustering and Composer thread awareness

In a typical configuration, you use the local Composer on the active server while the passive server is in the waiting
state. To improve throughput, an additional compose license can be added to access the compose engines on the
passive server. However in the event of a failover, both the local and remote Composers would be on the same
physical machine, and using them simultaneously can cause significant performance issues on the passive server. In
order to utilize both servers, the active server compose should be removed and reinstalled with the server name
specified. The passive server then can be added with its server name specified and, in the subsequent event of a
failover, the passive server will not be subject to performance issues due to duplicate composers.
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Appendix B: Configuration for HTTPS
Support

This section describes setting up a CA certificate using Microsoft Certificate Services and enabling SSL.

Note |[f you are using HTTP, skip this section and go to Section 5: Post Installation Configurations.

If you require HTTPS support, you can follow the instructions below for Setting up a CA certificate and enabling SSL
with Windows 2008 R2 64-bit.

Otherwise, use a certificate from a trusted certificate authority. The certificate must be installed on the IS system.

Note For instructions to set up HP Pro devices with HTTPS, refer to the Embedded AccuRoute for HPOXPd
Device Client Installation Guide.

Setting up a CA certificate and enabling SSL with Windows
2008 R2 64-bit

The instructions in this section detail how to set up a CA certificate and enable Secure Socket Layer (SSL). The
certificate must be created and installed in the IIS.

Requirements for setting up a CA certificate

You must meet the following requirements when setting up a CA certificate:
e  Web server that meets the requirements for AccuRoute Intelligent Device Client.
e  Windows user account that belongs to the Administrators group.

The remainder of this section provides procedures for:

Downloading the MakeCert executable (B-2)

Creating the certificate (B-2)

Installing the certificate to Internet Information Services (lIS) (B-2)

Exporting the certificate to the OXPd v|.6 Device Client directory (B-3)

Creating an SSL binding (B-3)

Requiring SSL for the virtual web sites (B-3)

Verifying the SSL binding (B-4)
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Enabling directory browsing is IIS (B-4)
Verifying HTTPS browsing (B-4)
Editing the OmISAPIU.xml file (B-5)

Editing the Bootstrap.xml file (B-5)

You should complete each procedure in the order in which they are presented.

Downloading the MakeCert executable

Copy makecert.exe to your local computer. The MakeCert executable is available as part of the Windows SDK. For
instructions on how to download the Windows SDK and the MakeCert executable, see the Microsoft
documentation.

When the download is complete, copy the executable to a shared network folder from where you can access it.

Creating the certificate

Open a command prompt and navigate to the directory where you saved the MakeCert executable
(makecert.exe) on your local computer (typically on the C drive).

Run the following command (as Administrator):

makecert.exe -r -pe -n "CN=fully qualified domain name of iis server"
-b 01/01/2006 -e 01/01/2013 -ss my -sr localMachine -sky exchange -sp
"Microsoft RSA SChannel Cryptographic Provider" -sy 12

"fully gqualified domain name of iis server.cer"

fully_qualified_domain_name_of _iis_server should be in this format:
servername.domain.com

Note There is a space at the end of the first three lines shown above.

When the command is run properly, the system will display a message indicating that it succeeded.

Installing the certificate to Internet Information Services (lIS)

You must now install the certificate from the root of C.

o U1 AW N

Select and right-click the certificate.

Select Install Certificate. The Certificate Import wizard is displayed.
Select NEXT.

Select Place all certificates in the following store and select BROWSE.
Select Trusted Root Certification Authorities and select OK.

You will be prompted with a security warning:

You are about to install a certificate from a certification authority (CA) claiming to represent...
Do you want to install this certificate?
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Select YES. A message indicating the import was successful should display.

Exporting the certificate to the OXPd v1.6 Device Client directory

Note Skip this procedure if you are using only the HP OXPd v|.4 Device Client.

Navigate to the lIS\Local machine directory and locate Server Certificates.

2 Find the newly created certificate. Double-click and open the certificate Properties page.
3 Click on the Details tab.

4 Choose the Copy to File option. The Certificate Export Wizard opens.

5 Click Next.

6 On the Export Private Key dialog, select No, do not export the private key.

7 Click Next.

8 On the Export File Format dialog, select DER endcoded X.509 (.CER).

9 Click Next.

10 On the File to Export dialog, select Browse. The Save As dialog opens.

Browse to the directory:
C:\Program Files (x86)\Omtool\OXP1l.6\Certificate

12 In the File Name text box, enter WebServer.cer with DER Encoded Bindary X.509 (*.cer) as
the Save type.

13 Click Save and then Next. The Completing the Certificate Export Wizard opens.
14 Click Finish.

I5 When a message appears stating that the export was successful, click OK.

Creating an SSL binding

I Open the IIS Manager.

Click on the Default Website and locate Bindings under Edit Site (top right hand corner of page).
Click on Bindings. The Site Bindings dialog opens.

Click on HTTPS type and choose Edit. The Edit Site Bindings dialog opens.

In the SSL certificate drop-down, select the certificate that was created earlier and click OK.

o U1 A W N

Click Close to close the dialog.

Requiring SSL for the virtual web sites

I Open the IIS Manager.
2 Expand Local machine > Default WebSite and select OXP1.6 (or OXP1.4).

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



B-4

AccuRoute Server Integration and Installation Guide

Appendix B: Configuration for HTTPS Support

3
4
5

Open SSL Settings and check Require SLL. Under Client certificates, select Ignore.

Expand Local machine > Default WebSite and select WebAPI.

Open SSL Settings and check Require SLL. Under Client certificates, select Ignore.

Verifying the SSL binding

|
2
3

Open the IS Manager.
Expand Local machine > Default WebSite and select WebAPI.

Click on Browse *:443 (HTTPS) under Manage Application/Browse Application (located at

the top right hand corner of the IIS dialog).

You will see the message: There is a problem with this website’s security certificate.
Note This message is expected and safe to ignore.

Click the Continue to this website (not recommended) option.

Verify that IIS 7 dialog opens.

Enabling directory browsing is IS

N O 1 A WN

Open the IS Manager.

Expand Local machine > Default WebSite and select OXP1.6 (or OXP1.4).

Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Expand Local Machine > Default Web Site and select WebAPI.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Verifying HT TPS browsing

N O i A WN

Open the IS Manager.

Expand the Default Web Site.

Expand OXP v1.6 (or OXP vl.4).

Select the Configuration folder.

In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
Verify that the local page is displayed:

For HP OXPd v1.6:
...\OXPl.6\Configuration\
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For HP OXPd vl .4:
...\OXP1l.4\Configuration\

8 In the IIS Manager with Default Web Site expanded, expand WebAPI.
9 In the actions pane, select Browse*:443(https).
10 Select Continue to this website (not recommended).
11 Verify that the localhost page is displayed:
... \WebAPI\

12 Select Continue to this website (not recommended).

Editing the OmISAPIU.xm file

I Navigate to the following path.

C:\Program Files (x86)\Omtool\Omtool Server\WebAPI\WebAPI\Scripts

2 In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://fully qualified domain name/WebAPI/
FileTransfer/
</FileTransfer>

Note XML files can be edited using Microsoft Notepad.

3  Save the file.

Editing the Bootstrap.xml file

I Navigate to the following path.

For HP OXPd vl.6:
C:\Program Files (x86)\Omtool\OXP1l.6\Configuration\

For HP OXPd vl .4:
C:\Program Files (x86)\Omtool\OXP1l.4\Configuration\

2 In bootstrap.xml, change http to https.

<Server>https://fully qualified domain name/webapi/scripts/
omisapiu.dll </Server>

3  Save the file.

4 ResetlIS.

Requirements for setting up a CA certificate

You must meet the following requirements when setting up a CA certificate:

e Web server that meets the requirements for AccuRoute Intelligent Device Client.
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Windows user account that belongs to the Administrators group

This section includes:

Downloading the MakeCert executable (B-6)

Creating the certificate (B-2)

Exporting the certificate to the OXPd vl.6 Device Client directory (B-3)

Creating an SSL binding (B-3)

Editing the OmISAPIU.xml file (B-14)
Editing the Bootstrap.xml file (B-15)

Downloading the MakeCert executable

Copy makecert.exe to your local computer. The MakeCert executable is available as part of the Windows SDK. For
instructions on how to download the Windows SDK and the MakeCert executable, see the Microsoft
documentation.

When the download is complete, copy the executable to a shared network folder from where you can access it.

Running the MakeCert executable and creating the certificate

|
2

Open a command prompt and navigate to the directory where you saved the MakeCert executable.
Run the following command:

makecert.exe -r -pe -n "CN=fully qualified domain name of iis server"
-b 01/01/2006 -e 01/01/2013 -ss my -sr localMachine -sky exchange -sp
"Microsoft RSA SChannel Cryptographic Provider" -sy 12

"fully gqualified domain name of iis server.cer"

fully_qualified_domain_name_of _iis_server should be in this format:
servername. domain . com

Note There is a space at the end of the first three lines shown above.

When the command is run properly, the system will display a message indicating that it succeeded.

Exporting the certificate to the OXPd v1.6 Device Client directory

Note Skip this procedure if you are using only the HP OXPd v1.4 Device Client.

Using the Web Server Certification wizard:
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I Open IIS and select Default Website properties. The Directory Security page is displayed.

Default Web Site Propetties 2|t

wehsite | Perfarmance | ISAPT Filters | Home Dirgctary | Documents
Directery Securty | HITPHeaders | CustomBrrors | ASP.NET

~ Authentication and access control

I ; Enable anonymous access and edit the

authentication methods For this resource. | Tl I

i IP address and domain name restrictions

3rant or deny access to this resource using
IP addresses or Inkernet domain names.,

Edit... |

~Secure communications

Require secure communications and 5 Certficat |
enable dient certificates when this R e
resource is accessed, |

Wiewy Certificate.

Edit. .. |

oK Cancel applie | Help |

2 Click the Server Certificate button. The Welcome to the Web Server Certification Wizard
page is displayed.
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3 Click Next. The IS Certification Wizard is displayed.

[15 Cealilicale Wizard
Sorror Cedihicote
Thaza ara the methode Fon sscigning a caliicata la 2 'Wab sike,

Saler! the metad wo wark toouse fal hiz web site:

£ Credte a bew carlilicals,

£ A33ign an mdatng cevbficate

€ lrpatt a caitficate fom a k.ay Manager backup fla.
£ Impart & ceitficate from a.pl lil

= Copy or M ove a cenficate fram a remote servel ke o his sie.

5 Back I g [ I Cance

4 Select Assign an existing certificate. Click Next. The certificate created using MakeCert.exe is
displayed.

T15 Ceatificate Wizard

Available Corlificales
The cestificates pou can wee for paur web serven ge livked belom

Selecl a cetfcate

lzzued To lzzued B Eapilabtion O ake Inlended Pumpc
a4 Z:0:0 qualte et 13207 cyalt. 112202

1| | A

< Back I Mext > I Cancel I
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5 Click Next. A page is displayed prompting for the SSL port.

II5 Cerlilicale #izand
551 Port
Specifp the SEL pout for this vesb cie,

SEL port thiz mab =te should uze:

e

< Bk, [Heat 2 Cance| I

6 The port selected should be 443. Click Next. The Certificate Summary is displayed.

115 Cerlilicale Widard

Cesttheots Sumimary
“fou hawe chazan to ingtal an sdating certificats

The follovang cetilicale i5 evalabe for retalabon oo you Web serer. To retal his
cefficate. cick Mext

Certficate detail::

lzzued To w1 d0zpz] qualky.ret
|zsued By o1 40=ps] qualky.net
Exprationh O ata 1452013

Frandi Mama <N onesix

t Back Mt = Carel

7 Click Next. A message indicates that the Web Server Certificate wizard is completed.
8 Click Finish. You are returned to the Directory Security page.
9 Export the certificate:

a  Open lIS\local machine and navigate to the Default Web Site node.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



B-10 AccuRoute Server Integration and Installation Guide

Appendix B: Configuration for HTTPS Support

b Select website OXP1I.6.
c Right-click and select Properties.

d Click the Directory Security tab.

Nelanll ‘Weli Sile Projperlics _'E_IEI
wehae | Peformance | 1SAPCAlters | Home Diredoey
DoCumants Diectory Seoriy | HTTPHeaders | customErrors

— Adherdcatian ard eccecs corkrol

Enable anoramious scosss and adit Ehe
% auttentication methods for s resource, Edt...

.~ [F address-and doman name restrctions

Grank or deny access bo this resouree using
TF addresses or Inkernet daman nemes.

— Beoure camunications

Aequire secure Ccommunicadans and
enable client cerdficates when this
PESOLKCE it dooessad,

Sarver Carbficata,., |

oK Bl s | rele |

e In the Secure communications section, click the View Certificate button.

© 2017 by Omtool, Ltd. (Upland AccuRoute) All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of
their respective owners.



AccuRoute Server Integration and Installation Guide B-11
Appendix B: Configuration for HTTPS Support

f  Click the Details tab. Select the newly created certificate name.

T zx

mererd  Details ICEruﬁcatlnn Path I

Shows |<P.I = |
Feld | Velus | *l
[=did Froen Surdry, January 01, 2006 121,
E'u'did ko Tussd=y, January 01, 2013 1.,
ESLb‘jal:t cr140sywsl ,qualioy. net
Elruiie kay RS0 [L02% BEs)
EElaLthoeny ey Thertfer FEVID=60 28 60 aC 39 4 af £,
I thwrabpnint dgortthimn chal

ETh_rnl:ll:lrint 1e 5317 fFfc 56 Fe 37 16 8= 5, ..

izrelironm:

] 405152, quekity mek

EdE Praperties. .. Copy to Fle... I

g Click the Copy to File button. The Welcome to the Certificate Export Wizard page is
displayed.

h Click Next. The Export Private Key page is displayed.

Certificate Export Wizard x|

Export Private Key
You can choose ko export the private key with the certificate,

Private keys are password protected, IF you weank to export the private key with the
certificate, wau must bpe a password on a laker page.

Do you wank bo export the private key with the certificate?

" Yes, export the private key

= Back I Mexk = I Caneel
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i Select No, do not export the private key and click Next. The Export File Format page is
displayed.

Coatificate Crport Wizand {F | x|

Expoet FHlo Foevaal
Certflcates can be exported Ina warlety of Ale famats,

Selet the Farmaat sou mank to use:

(™ DFR enooded Dinary #, 509 LCERT
(" Bage-6% encoded 3,509 €, CER)

™ Crvkomraphic Messae Syhkax Standard - FECS #£7 Certificates € PTE]
I™ Inchide allicartficates i the certification pathiF posshle

[™ Prersond tnformation Exchamges - PECS 212 { FER)
I Irchde s cartficates i the certification path if posshls

I™ Enable sbromg protaction (requires IE 5 0, 1T & 05 or above)
I Oolets tha private lisy if the axport is siocssstul

< Bad MEM 2 Cancel

Select Base-64 encoded x.509 (CER). Click Next.

k Browse to this location:

-

C:\Program Files (x86)\Omtool\OXP1l.6\Certificate
Enter the file name as:
Webserver.cer

I Click Save. A message indicates the export was successful. Click OK.

m  Click Finish to exit the Certificate Export wizard.
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Requiring SSL for web sites

I Open lIS\local machine and navigate to the Default Web Site node.
2 Select web site OXP1.6 (or OXP1.4).

3 Right-click and select Properties.
4

Click the Directory Security tab.

Nelanll ‘Weli Sile Projperlics ! _"E'_IEI
weh3gte | Peformance | I1SAPCAlters | Home Directory
DoCuments Diectory Scoriy | HTTPHeaders | cCustomErrors

— Awtherbcsban and accece conbrol

Enable anoremous acosss and adit the
% aubtentication methods for s resource, Edt...

[P address and doman name restrictions

Grank or deny access bo this resouree using
TP addresses o INEErnet daman names.

— Geoure cammunications

AequiFe secure communicadans and = Carbificat |
enahle client cerbifcatas when this =R el
PESCLECE it dooessad,

O Cored fiod s I Help I
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5 In the Secure communications section, click the Edit button. The Secure Communications
page is displayed.

Lecurs Larmunicatons | |
—Iv¥ Reours recure channal (550!
W' Requira 123kt encrpeption

~Clienk cerbficates
i mnore clent certificates
' arcept dient certficsbes
" Reodre clent certificates

™ Enabla cient certificate mapping

Client certficates can be mapped ba Wirdawe usar
aooounks, This dlowes accass control ba resources wsing X
diert cartFicabes, Egt. |

ke I iZancal I Halp

6 Select Require secure channel (SSL) and Require 128-bit encryption.
7 Click OK twice.

Editing the OmISAPIU.xm file

I Navigate to the following path.
C:\Program Files (x86)\Omtool\Omtool Server\WebAPI\WebAPI\Scripts

2 In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://fully qualified domain name/WebAPI/
FileTransfer/
</FileTransfer>

Note XML files can be edited using Microsoft Notepad.

3 Save the file.
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Editing the Bootstrap.xml file

I Navigate to the following path.

For HP OXPd vl.6:
C:\Program Files (x86)\Omtool\OXP1l.6\Configuration

For HP OXPd vl .4:
C:\Program Files (x86)\Omtool\OXP1l.4\Configuration

2 In bootstrap.xml, change http to https.

<Server>https://fully qualified domain name/webapi/scripts/
omisapiu.dll </Server>

3  Save the file.
4 ResetlIS.
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