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Section |: Introduction

This guide contains instructions on deploying AccuRoute Embedded Device Client for HP OXPd to multifunction
devices running OXP SDK v1.6.x and OXP SDK v1.4.x. This guide is written for systems administrators with detailed
knowledge of the AccuRoute server and the device. This section of the guide includes:

Overview of AccuRoute Embedded Device Client for HP OXPd (I-1)

Main components of the environment (1-3)
Installation components (1-4)

Document workflow (1-4)

Deploying AccuRoute Embedded Device Client for HP OXPd (1-8)

Related documentation (1-8)

Overview of AccuRoute Embedded Device Client for HP
OXPd

AccuRoute Embedded Device Client for HP OXPd brings the versatile document routing capabilities of AccuRoute
to supported devices running OXP SDK library v1.6.x as well as a limited set of devices running OXPd SDK library
vl.4.x. These capabilities are founded in Omtool’s Distribution Rule technology.

AccuRoute Embedded Device Client for HP OXPd runs on OXP (Open Extensibility Platform), an ASP.NET layer
sitting between the device and the AccuRoute server. It communicates between the OXP SDK installed on the device
and the AccuRoute server via the Embedded AccuRoute for Intelligent Device Client application.

Figure 1-1: AccuRoute scanning features on the HP device running AccuRoute Embedded
Device Client for HP OXPd

HP Capture & Route Initial Setup
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Each feature has a unique function that is detailed in the following table. (To see how each feature works on the

device, go to Section 8: Testing, for the complete screen sequence of each feature.)

Table I-1: AccuRoute scanning features in AccuRoute Embedded Device Client for HP OXPd

Feature

Description

Login

required

Notes

(formerly Scan to
Folder, see Notes)

server picks up the scanned document from the
network folder, processes it, and delivers it to the
intended folder.

Fax This option allows the user to perform a walk-up No
fax. The user enters the fax number and can
additionally add a cover page to fax. The device
scans and delivers the document to the AccuRoute
server via HTTP/HTTPS protocol. The AccuRoute
server sends the fax to the intended recipients.

Fax Release The user can hold all jobs to a fax number for an Yes Configuring the Fax Release button (7-8) involves
indefinite period of time and then release all jobs creating a property (prDestinationFaxNumber)
using a PIN associated with the fax number. The to filter ending jobs for each destination fax
user creates and uses a “release” calendar to specify number, creating a Destination Translation Table
times during which all fax jobs will be released. (DTT) Administrator Group, configuring a

release calendar to specify release times, and
configuring the DTT used to define routing
features.

Personal The user selects Personal Distributions, logs in to Yes The device user must be able to create

Distributions the device, and selects a personal distribution Distribution Rules. This requires access to
option or Distribution Rule. The device scans and AccuRoute Web Client (where the user can
delivers the document to the AccuRoute server via create the Distribution Rules and Routing
HTTP/HTTPS protocol. The server decodes the Sheets).

Distribution Rules and distributes the document to
the intended recipient.

Public The user selects Public Distributions and then No Public distribution options are associated with a

Distributions selects a public distribution option or Distribution special user account that is set up for this
Rule. The device scans and delivers the document purpose.
to the AccuRoute server via HTTP/HTTPS. The user account associated with this feature
protocol. The ferver decodes the Dlstrlbu.tlon must be able to create Distribution Rules. This
Rul'es' and distributes the document to the intended requires access to AccuRoute Web Client
recipient. (where the user can create the Distribution

Rules and Routing Sheets).

Routing Sheet After the user selects Routing Sheet, the device No The device user must be able to generate
scans and delivers the document to the AccuRoute Routing Sheets. This requires access to
server via HTTP/HTTPS protocol. The server then AccuRoute Web Client (where the user can
decodes the Distribution Rule and distributes the create the Routing Sheets).
document to the intended recipients.

Scan to The device scans and delivers the document to the No If you previously used “Scan to Folder” for this

Destination AccuRoute folder via HTTP/HTTPS protocol. The button, you must change the display text of the

Scan to Destination button. This will be
described in Step 20 (page 5-14) during the
device configuration.

Scan to
Distribution

After the user selects Scan to Distribution, the
device scans and delivers the documents to a
configured distribution.
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Table 1-1: AccuRoute scanning features in AccuRoute Embedded Device Client for HP OXPd

Login
Feature Description required Notes
Scan to Me The user selects Scan to Me and logs in to the Yes Scan to Me is an advanced feature of AccuRoute
device. The device scans and delivers the document Web Client. It enables the server to process all
to the AccuRoute server via HTTP/HTTPS AccuRoute messages from the same user with
protocol. The server processes the document using the same Distribution Rule.

the device user’s personal Scan to Me directive and
distributes the document to the intended
recipients. Or, the scanned document is emailed to
the sender (the default).

Scan to Me requires access to AccuRoute Web
Client (where the user can create the
Distribution Rules and Routing Sheets). In
addition, Scan to Me must be configured in the
AccuRoute Web Client and on the server.

For more information on this feature, consult
Section 2: Requirements.

Scan to My Files The user selects Scan to My Files button and logsin ~ Yes All jobs scan.
to the device. The device scans and delivers the
document to the AccuRoute server (via HTTP/
HTTPS protocol) where it is processed and
distributed to the My Files section of the user Web
Client client.

Nested Buttons The Nested Buttons feature provides the ability to No
configure one top-level button that all other
AccuRoute buttons will display under; minimizing
the front panel home screen real estate. For
example, one button can be configured and labeled
“AccuRoute.” This button would be the only
AccuRoute button to display on the home screen.
Pressing this button would then display any other
enabled buttons (such as Routing Sheets, Personal
Distributions, etc.).

Main components of the environment

The AccuRoute Embedded Device Client for HP OXPd environment consists of the following components.

e AccuRoute Server - The AccuRoute server is the main back end server for processing and routing
documents.

Note AccuRoute v4.0 installs the AccuRoute Intelligent Device Client as part of the server installation. No
separate installation of this component is required unless the AccuRoute Embedded Device Client for HP
OXPd is installed on a remote system, and then the AccuRoute Intelligent Device Client would be installed
on the remote system as well.

e AccuRoute Embedded Device Client for HP OXPd vl1.4 or OXPd vl.6 - See Section 3:
Installation for installation instructions.

e HP Device - See Supported devices (2-1) for a list.
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Installation components

The AccuRoute Embedded Device Client for HP OXPd setup includes multiple components detailed in this table.

Table 1-2: Description of installation components with locations and functions

Component Location Function

AccuRoute Embedded Device ...\Omtool\Omtool Server\Clients The setup contains the setup.exe file for both HP

Client for HP OXPd Install OXPd v1.6 and HP OXPd v1.4. Use this file to install
the AccuRoute Embedded Device Client for HP OXPd.

AccuRoute Embedded Device Devices node in the AccuRoute Server The Device Client Configuration node is a management

Client for HP OXPd Administrator. tool installed with the AccuRoute Server

Configuration Manager Administrator, and is used to manage settings and

options that will be available on the device.

Note: A device license must be installed in order for
the Device Client Configuration manager node to be
used.

Document workflow

The workflow that moves a document from the device to its final destination involves the user, the device, the
AccuRoute Embedded Device Client for HP OXPd, Embedded AccuRoute for Intelligent Devices (Omtool ISAPI web
server extension), and the AccuRoute server. An understanding of this workflow can be helpful in troubleshooting
AccuRoute Embedded Device Client for HP OXPd integration.

Basic workflow is:

e  When a device user scans a document, the device submits the document to AccuRoute Embedded
Device Client for HP OXPd via HTTP/HTTPS protocol.

e The AccuRoute Embedded Device Client for HP OXPd then routes the document to the AccuRoute
server via HTTP/HTTPS protocol.

e The Dispatch component applies rules to the message .

e AccuRoute server processes the message and routes it to the intended recipients.

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section |: Introduction

Workflow for the Fax, Routing Sheet, Scan to Destination, and
Scan to Distribution features

Q

i

Scanned document is
sent to the Embedded
AccuRoute for Intelligent
devices via HTTR/HTTPs
...WebAP|
File Transfer

D).
O 0o -

Embedded AccuRoute for Intelligent
Devices (Omtool ISAPI Web Server
Extension) running on the web server

-
- -
- -
-
= -
-
-
-
-

Scanned document is sent to
the AccuRoute server where
itis processed and routed to
the intended recipient

Scanned document is sent
from the device to AccuRoute
Embedded Device Client for
HP OXPd via HTTP/HTTPs

...HPOXP\Output

.
-
LY
.
.
-
.
-
.
.

—HG)

AccuRoute Embedded
Device Client for HP OXPd

T A Windows
\ server
< \
]

Omtool :

Dispatch
component [

A - The user selects an
AccuRoute scanning feature
and scans a document.

B - The device delivers the
document to AccuRoute
Embedded Device Client for
HP OXPd via HTTP/HTTPS
protocol.

C - AccuRoute Embedded
Device Client for HP OXPd
sends the document to
Embedded AccuRoute for
Intelligent Devices (Omtool
ISAPI Web Server Extension)
via HTTP/HTTPS protocol
which in turn routes the
document to the AccuRoute
server.

D - The Dispatch component
applies rules to the message,

and the server processes the
message accordingly.

Figure 1-2: Workflow for Fax, Routing Sheet, Scan to Destination, and Scan to Distribution
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Workflow for the Fax Release feature

@ User authenticates at the device and either
releases the document to be printed or leaves
itin a *hold” state

Scanned document is
sent to the Embedded
AccuRoute for Intelligent

devices via HTTP/HTTPs

..WebAPI
File Transfer

Embedded AccuRoute for Intelligent
Devices (Omtool ISAPI Web Server
Extension) running on the web server

...HPOXP\Output

AccuRoute Embedded
Device Client for HP OXPd

-
..’
-

Windows
server

Fax arrives on the AccuRoute
server, matches to a device
listed on the DTT that has
either a calendar-based or
manual hold set, and remains
queued on the server

Dispatch
<
component

Figure I-3: Workflow for Fax Release

A - An inbound fax arrives at
the AccuRoute server and
matches to a device listed in
the Destination Translation
Table (DTT) that has either a
calendar-based or manual
hold set. The fax remains
queued on the server.

B - At the device, the user
authenticates and either
releases the document to be
printed or leaves it in a “hold”
state.
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Workflow for the Personal Distributions, Public Distributions, Scan

to Me, and Scan to My Files features

When a user begins a scan session with one of these options, the device requests the AccuRoute Embedded Device

Client for HP OXPd to retrieve Distribution Rules.

Note

For Personal Distributions, Scan to Me, and Scan to My Files, the device user must authenticate himself at

the device using the configured authentication type. See Choosing an authentication method (5-30).

The AccuRoute Embedded Device Client for HP OXPd then submits a request to Embedded AccuRoute for
Intelligent Devices (Omtool ISAPI web server extension) which retrieves the data from the AccuRoute server and
supplies it to the AccuRoute Embedded Device Client for HP OXPd. As soon as the AccuRoute Embedded Device

Client for HP OXPd returns the data to the device, the workflow resumes.

Server sends requested Distribution Rules via
the AccuRoute Embedded Device Client for
HP OXPd and the Embedded AccuRoute for
Intelligent Sevices

...HPOXP\Output

B/

to AccuRoute Embedded Device Client for St g
HP OXPd via HTTP/HTTPs

...WebAPI

AccuRoute Embedded
Device Client for HP OXPd

File Transfer

Scanned document is sent from the
@ AccuRoute Embedded Device Client for HP

||:| OXPd to the Embedded AccuRoute for
Sy . Intelligent Services via HTTP/HTTPs.

Embedded AccuRoute for Inlelligenf““-.,‘

Sevices (Omtool ISAPI Web Server

Extension) running on the web server

.

Scanned document is sent by the Embedded
AccuRoute for Intelligent Services via HTTP/
HTTPs to the AccuRoute server where it is
processed and routed to the intended
recipients.

Windows
server

A - The user selects the
Personal, Public Distribution,
Scan to Me, or Scan to My Files
feature. (If the user chooses
Personal Distribution, he logs
into the device.) The device
requests the list of Distribution
Rules from the server. The
AccuRoute server returns the
requested data. The user
selects a Distribution Rule from
the list and scans the document.

B - The device delivers the
document to the AccuRoute
Embedded Device Client for
HP OXPd via HTTP or HTTPS
protocol.

C - AccuRoute Embedded
Device Client for HP OXPd
sends the document to
Embedded AccuRoute for
Intelligent Devices (Omtool
ISAPI Web Server Extension)
via HTTP/HTTPS protocol
which in turn routes the
document to the AccuRoute
server.

D - The Dispatch component
applies rules to the message,

and the server processes the
message accordingly.

Figure 1-4: Workflow for Personal Distributions, Public Distributions, Scan to Me, and

Scan to My Files

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



1-8 Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section |: Introduction

Deploying AccuRoute Embedded Device Client for HP
OXPd

I  Comeplete the installation requirements. (Section 2: Requirements)

Note |[f you are planning to use HTTPS protocol, you must create a CA certificate before installing AccuRoute
Embedded Device Client for HP OXPd. Refer to Setting up a CA certificate and enabling SSL with
Windows 2008 R2 (4-2) or Setting up a CA certificate and enabling SSL with Windows 2003 é4-bit (4-7).

2 Install AccuRoute Embedded Device Client for HP OXPd on the AccuRoute Intelligent Device Client
server. (Section 3: Installation)

3 Configure the Embedded Web Server of the device. (Section 5: Required Configuration)

4 Configure the AccuRoute server. (Section 5: Required Server configuration)
Refer also to the AccuRoute® Server Installation and Integration Guide, which is available through http://
www.omtool.com/documentation/accuroute/4.0/documentation.htm

5 Configure optional capabilities. (Section 7: Optional Configuration)

6 Test the AccuRoute scanning features on the device. (Section 8: Testing)

7 Troubleshoot the setup, if necessary. (Section 9: Troubleshooting)

Related documentation

o AccuRoute v4.0 Server Installation Guide
e  Omtool Server Administrator Help

o HP OXPd Device Client Quick Start Guides

Note The quick start guides have been designed to be posted near the device, distributed to device users, and
published on your organization’s intranet.

For all documentation related to AccuRoute v4.0, consult the AccuRoute v4.0 documentation page.
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Section 2: Requirements

This section includes:

Supported devices (2-1)

AccuRoute server requirements (2-4)
Device authentication requirements (2-4)

Supported devices

Omtool supports AccuRoute Embedded Device Client for HP OXPd on all devices listed in this section. Consult HP
to determine compatible firmware versions for supported devices.

Table 2-1: List of devices supported with AccuRoute Embedded Device Client for HP OXPd

Minimum Web Jetadmin
Installed OXPd (Operation

Device Supported firmware RAM Version System)

Color Laserjet CM 4730 MFP 20 50.210.5 1.6.3.2 Yes (Oz)

Digital Sender 9250c 20 48.220.5 1.6.3.2 Yes (Oz)

Laserjet M3035 MFP 20 482412 1.6.3.2 Yes (Oz)

LaserJet M4345 MFP 20 48.241.2 1.6.3.2 Yes (Oz)

LaserJet M4349 MFP 20 48.230.5 1.6.3.2 Yes (Oz)

Laserjet M5035 MFP 20 48.230.5 1.6.3.2 Yes (Oz)

LaserJet M5039 MFP 20 48.230.5 1.6.3.2 Yes (Oz)

LaserJet M9040 MFP 20 51.180.5 1.6.3.2 Yes (Oz)

LaserJet M9050 MFP 20 51.180.5 1.6.3.2 Yes (Oz)

LaserJet M9059 MFP 20 51.180.5 1.6.3.2 Yes (Oz)

Color LaserJet CM 6030 MFP 40 51.180.5 1.6.3.2 Yes (Oz)

Color LaserJet CM 6040 MFP 40 52.191.2 1.6.3.2 Yes (Oz)

Color LaserJet CM 6049 MFP 40 52.180.5 1.6.3.2 Yes (Oz)

Color LaserJet CM 3530 MFP 50 53.171.4 1.6.3.2 Yes (Oz)

Color LaserJet CM 4540 MFP XX 2131305_192065 1.6.3.2 Yes (FutureSmart)
Scan)et Enterprise 8500n XX 20120113_2131309_192119 1.6.3.2 Yes (FutureSmart)
Laserjet M525 XX 2200643_228344 1.6.3.2 Yes (FutureSmart)
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Table 2-1: List of devices supported with AccuRoute Embedded Device Client for HP OXPd

Minimum Web Jetadmin

Installed OXPd (Operation
Device Supported firmware RAM Version System)
Laserjet FLOW M525 XX 2200643_229650 1.6.3.2 Yes (FutureSmart)
LaserJet M575 XX 2200643_228345 1.6.3.2 Yes (FutureSmart)
Laserjet FLOW M575 XX 2200893_229649 1.6.3.2 Yes (FutureSmart)
LaserJet M775 XX 2200890_229591 1.6.3.2 Yes (FutureSmart)
Laserjet M4555 MFP XX 2131305_192067 1.6.3.2 Yes (FutureSmart)
Scanjet 7000n XX 2131305_192072 1.6.3.2 Yes (FutureSmart)

Note All LaserJet models listed here are part of the MFP series. Other LaserJet models that are part of the printer
series do not have the scanning capabilities required to support AccuRoute Embedded Device Client for
HP OXPd.

Note OXPd:SolutionlInstaller only supports network-enabled device models.
OXPd:SolutionInstaller also requires that the device on which it is running has a writable, non-volatile mass
storage partition.

Note Only the OXPd |.4 for Group 10 device model is supported. Other devices will fail to install.

Supporting large color documents

To support large color documents, an |IS setting (Request Filtering) must be set to the maximum 3000000000.
Content length must be modified on the WebAPI site. To increase content length in IIS:

I Open Internet Information Services (IS 7) Manager.
Select WebAPI under Sites.

2

3 Double-click on Request Filtering.

4 Select Edit Feature Settings under the Actions menu.
5

Increase the value in Maximum allowed content length. The default is 30000000 and it must be
increased to 3000000000 (adding two more zeroes).

6 ResetllS.
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Updating the Deviceloader.xml to add a supported device

Verify that your device is listed in Table 2-1 to be sure it will be added by default with AccuRoute Embedded Device
Client for HP OXPd. If your installation fails, your device may not have been added. In this case, you must add your
device to the Deviceloader.xml manually prior to query or installation of the client application.

Important  If you have multiple devices that are the same model (for example, you have three Aficio
MP 3000 devices in your environment), you will need to add the model number only once
in the Deviceloader.xmnl file.

Before you add any device model number, check the Deviceloader . xml to see if the model number information
was previously entered. In that case, you will not need to add the information.

To modify the Deviceloader.xml:

For HP OXPd 1.6, open:

C:\Program Files (x86)\Omtool\Omtool Server\HPOXP1l.6\Installation
For HP OXPd 1.4, open:

C:\Program Files (x86)\Omtool\Omtool Server\HPOXPl.4\Installation
Right-click the Deviceloader.xml file and select Edit.

In the Models node at the top, add a line(s) to define the model, as follows:

<Model type="model"minimumFirmware="">GroupnumberX</Model>

For example:

<Model type = "M525" minimumFirmware="2200643_228344">Jedi</Model>
<Model type = "FLOW M525" minimumFirmware="2200643 229650">Jedi</
Model>

<Model type = "M575" minimumFirmware="2200643 228345">Jedi</Model>
<Model type = "FLOW M575" minimumFirmware="2200893 229649">Jedi</
Model>

<Model type = "M775" minimumFirmware="2200890 229591">Jedi</Model >

See Table 2-1 for a list of supported devices.
Save and close the DeviceLoader. xml file.

Restart IIS and verify that you can now query the device model(s).
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AccuRoute server requirements

AccuRoute Embedded Device Client for HP OXPd requires:

O  AccuRoute server v4.| (fax-enabled to support fax-based features)
At least one fax-enabled connector (to support fax-based features)
AccuRoute Embedded Device Client for HP OXPd device license (per device)
AccuRoute ISAPI Device Client (included with default server install)

ASP.NET 3.5.1

Qoaaa

Device authentication requirements

AccuRoute Embedded Device Client for HP OXPd supports the following authentication methods. Slt is
recommended that an authentication is selected and verified before installing the device client. See the AccuRoute v4.0

Server Installation Guide (AccuRoute v4.0 documentation page).

The types of authentication are:

e Device authentication uses the native HP authentication built into the device. This is configurable
from the Embedded Web Server.

e Email or Email with Password authentication occurs when a user logs into the device with a valid
email address that was created in Active Directory.

e Login authentication occurs when a user logs into the device with a user name and password as
defined in the Active Directory.

e Pin or Pin with Password authentication displays on the device a text box into which a user enters
a PIN login.

Note PIN refers to an attribute of Active Directory and it can be changed to point to any other Active Directory
field by modifying the LDAP Lookup Settings Filter field values on the Authentication tab of the Device
Group Properties. The default attribute is set to use employeelD.
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Section 3: Installation

This section includes:
Installing AccuRoute Embedded Device Client for HP OXPd v1.6 (3-1)
Installing AccuRoute Embedded Device Client for HP OXPd v1.4 (3-2)
Installing AccuRoute Embedded Device Client for HP OXPd (vI1.6 or v1.4) on a remote system (3-3)
Uninstalling AccuRoute Embedded Device Client for HP OXPd (3-4)
Upgrading AccuRoute Embedded Device Clients for HP OXPd (3-5)

Installing AccuRoute Embedded Device Client for HP
OXPd vl.6

I Log on to the system running the AccuRoute server using an account that belongs to the local
Administrators group.

2 Navigate to the folder . . .\Omtool\Omtool Server\Clients\HPOXP1.6 andrun
setup.exe. The InstallShield wizard launches with the Welcome message.

3 Click Next. The Destination Folder page opens.
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4 Keep the default location and click Next. The AccuRoute Embedded Device Client for HP
OXP 1.6 Configuration page opens.

i‘é’- AccuRoute Embedded Device Client for HP OXP 1.6 - Installshield Wizard

AccuRoute Embedded Device Client for HP OXP 1.6 Configuration

Enter the AccuRoute Inteligent Device Client Server name:

JaR40East]

Inskallshield

<« Back Mext = Cancel

5 In the AccuRoute Intelligent Device Client Server name text box, enter the AccuRoute server
name or the IP Address.

6 Click Next.

7 Click Install to begin installation. The setup installs AccuRoute Embedded Device Client for HP
OXPd. The InstallShield Wizard shows a message indicating when the installation is complete.

8 Click Finish.

9 Continue to Section 5: Required Configuration.

Installing AccuRoute Embedded Device Client for HP
OXPd vl 4

I Log on to the system running the AccuRoute server using an account that belongs to the local
Administrators group.

2  If you are installing on a default drive:

Navigate to the folder . . .\Omtool\Omtool Server\Clients\HPOXP1.4 and run
setup.exe.

If you are installing on a non-default drive:
a  Open a command prompt window (run as Administrator).

b  Navigate to the Omtool Clients directory:
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...\Omtool\Omtool Server\Clients

c Enter the following command, where D: \Progam Files (x86)\Omtool\HPOXP1.4 is
the location to which you want to install the client.

setup.exe /s /v"INSTALLDIR="D:\Program Files (x86)\Omtool\HPOXP1.4""
The Device Client will be installed on the D drive.
3 The InstallShield wizard launches with the Welcome message.

4 Click Next. The AccuRoute Embedded Device Client for HP OXP 1.4 Configuration page
opens.

i'é’- AccuRoute Embedded Device Client for HP OXP 1.4 - InstallShield Wizard

AccuRoute Embedded Device Client for HP OXP 1.4 Configuration

Specify the configuration information to use For this installation,

Enter the AccuRoute Inteligent Device Client Server name:

PTESTIMNG

ImstallShield

< Back Mexk = Cancel

5 In the AccuRoute Intelligent Device Client Server name text box, enter the AccuRoute server
name or the IP Address.

6 Click Next and you are ready to install the program.

7 Click Install to begin installation. The setup installs AccuRoute Embedded Device Client for HP
OXPd. The InstallShield Wizard shows a message indicating when the installation is complete.

8 Click Finish.

9 Continue to Section 5: Required Configuration.

Installing AccuRoute Embedded Device Client for HP
OXPd (v1.6 or vl.4) on a remote system

I Log on to the system where you want to install AccuRoute Embedded Device Client for HP OXPd
using an account that belongs to the local Administrators group.
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Note The system must be running Windows 2008 or 2003 64-bit and must have Embedded AccuRoute for
Intelligent Devices (Omtool ISAPI Web Server Extension) and AccuRoute v4.0 installed.

For HP OXPd v1.6:
Navigate to the \\Omtool\Omtool Server\Clients\HPOXP1.6 directory and run
setup.exe.

For HP OXPd vl .4:
Navigate to the \\Omtool\Omtool Server\Clients\HPOXP1.4 directory and run
setup.exe.

The InstallShield wizard configures your system for installation and shows the Welcome message.

Click Next. The AccuRoute Embedded Device Client for HP OXP Configuration page
opens.

In the AccuRoute Intelligent Device Client Server name text box, enter the AccuRoute server
name or the IP Address.

Click Next.

Click Install to begin installation. The setup installs AccuRoute Embedded Device Client for HP
OXPd. The InstallShield Wizard shows a message indicating when the installation is complete.

Click Finish.

Continue to Section 5: Required Configuration.

Uninstalling AccuRoute Embedded Device Client for HP

OXPd

To uninstall AccuRoute Embedded Device Client for HP OXPd:

Go to the Control Panel and, depending on your version of Windows, click Add or Remove
Programs or Uninstall a program.

Select Embedded AccuRoute for HP OXP. Right-click and select Uninstall. You are prompted
to confirm that you want to uninstall the software.

Click Yes to uninstall AccuRoute Embedded Device Client for HP OXPd.

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section 3: Installation

Upgrading AccuRoute Embedded Device Clients for HP
OXPd

Important  Omtool does not support a specific upgrade process for the AccuRoute Embedded
Device Clients at this time.

Instead, to update your existing Device Clients, you must first uninstall the old version and
then install the new version.

Uninstalling AccuRoute Embedded Device Clients

e To uninstall existing AccuRoute Embedded Device Clients, refer to the steps in Uninstalling
AccuRoute Embedded Device Client for HP OXPd (3-4).

Installing AccuRoute Embedded Device Clients

e Toinstall a Device Client for HP OXPd v1.6, see Installing AccuRoute Embedded Device Client for HP
OXPd v1.6 (3-1).

o Toinstall a Device Client for HP OXPd v1.4, see Installing AccuRoute Embedded Device Client for HP
OXPd vi.4 (3-2).

e Toinstall Device Clients for either version (1.6 or 1.4) on a remote system, see |nstalling AccuRoute
Embedded Device Client for HP OXPd (v1.6 or v1.4) on a remote system (3-3).
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Section 4: Configuration for HTTPS
Support

This section describes setting up a CA certificate using Microsoft Certificate Services and enabling Secure Socket
Layer (SSL).

Note [f you are using HTTP, skip this section and go to Section 5: Required Configuration.

In order to use HTTPS protocol communication when sending documents from the device to the AccuRoute server,
follow the instructions in this section to create a CA Certificate using Microsoft Certificate Services and enable SSL.

Note HTTP and HTTPS cannot coexist and configuration for the device communication must be either HTTP
or HTTPS for all devices.

e  The administrator will need to create and export the certificate for the Web server as a file named
“WebServer.cer” and copy it to the Certificate folder created during the HP OXPd Device Client
install.

e  During the registration process for the OXPd application onto the device, WebServer.cer will be

installed into the device.

Note No error will be generated if the file does not exist. It will not be possible to configure the device for
HTTPS until that file has been installed onto the device.

If you require HTTPS support, follow the instructions in this section to set up a CA certificate with the Microsoft
Certificate Services and enable SSL.

Setting up a CA certificate and enabling SSL with Windows 2008 R2 (4-2)

Setting up a CA certificate and enabling SSL with Windows 2003 64-bit (4-7)

Otherwise, use a certificate from a trusted certificate authority. The certificate must be installed on the IS system.
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Setting up a CA certificate and enabling SSL with Windows
2008 R2

The instructions in this section detail how to set up a CA certificate and enable Secure Socket Layer (SSL). The
certificate must be created and installed in the IIS.

Note |[f you are setting up a CA certificate with Windows 2003 64-bit, refer to Setting up a CA certificate and
enabling SSL with Windows 2003 64-bit (4-7).

Requirements for setting up a CA certificate

You must meet the following requirements when setting up a CA certificate:
e Web server that meets the requirements for AccuRoute Intelligent Device Client.
e  Windows user account that belongs to the Administrators group.

The remainder of this section provides procedures that you should complete in the order they are presented:

Downloading the MakeCert executable (4-2)

Creating the certificate (4-3)

Installing the certificate to Internet Information Services (IIS) (4-3)
Exporting the certificate to the OXPd v|.6 Device Client directory (4-3)
Creating an SSL binding (4-4)

Requiring SSL for the virtual web sites (4-4)

Enabling directory browsing is IIS (4-5)

Verifying the SSL binding (4-5)

Verifying HTTPS browsing (4-5)

Editing the OmISAPIU.xml file (4-6)

Editing the Bootstrap.xml file (4-6)

You should complete each procedure in the order in which they are presented.

Downloading the MakeCert executable

Copy makecert.exe to your local computer. The MakeCert executable is available as part of the Windows SDK. For
instructions on how to download the Windows SDK and the MakeCert executable, see the Microsoft
documentation.

When the download is complete, copy the executable to a shared network folder from where you can access it.
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Creating the certificate

I  Open a command prompt and navigate to the directory where you saved the MakeCert executable
(makecert.exe) on your local computer (typically on the C drive).

2 Run the following command (as Administrator):

makecert.exe -r -pe -n "CN=fully qualified domain name of iis server"
-b 01/01/2006 -e 01/01/2023 -ss my -sr localMachine -sky exchange -sp
"Microsoft RSA SChannel Cryptographic Provider" -sy 12

"fully qualified domain name of iis server.cer"

fully_qualified_domain_name_of _iis_server should be in this format:
servername. domain . com

Note There is a space at the end of the first three lines shown above.

When the command is run properly, the system will display a message indicating that it succeeded.

Installing the certificate to Internet Information Services (lIS)

You must now install the certificate from the root of C.
I Select and right-click the certificate.
Select Install Certificate. The Certificate Import wizard is displayed.
Select NEXT.
Select Place all certificates in the following store and select BROWSE.

Select Trusted Root Certification Authorities and select OK.

o U1 AW N

You will be prompted with a security warning:

You are about to install a certificate from a certification authority (CA) claiming to represent...
Do you want to install this certificate?

Select YES. A message indicating the import was successful should display.

Exporting the certificate to the OXPd v1.6 Device Client directory

Note Skip this procedure if you are using only the HP OXPd v|.4 Device Client.

I Navigate to the lIS\Local machine directory and locate Server Certificates.

Find the newly created certificate. Double-click and open the certificate Properties page.
Click on the Details tab.

Choose the Copy to File option. The Certificate Export Wizard opens.

Click Next.

o U1 AW N

On the Export Private Key dialog, select No, do not export the private key.
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10
11

12

13
14
15

Click Next.

On the Export File Format dialog, select DER endcoded X.509 (.CER).
Click Next.

On the File to Export dialog, select Browse. The Save As dialog opens.
Browse to the directory:

C:\Program Files (x86)\Omtool\OXP1l.6\Certificate

In the File Name text box, enter WebServer.cer with DER Encoded Bindary X.509 (*.cer) as
the Save type.

Click Save and then Next. The Completing the Certificate Export Wizard opens.
Click Finish.

When a message appears stating that the export was successful, click OK.

Creating an SSL binding

o U1 AW

Open the IIS Manager.

Click on the Default Website and locate Bindings under Edit Site (top right corner of the
window).

Click on Bindings. The Site Bindings dialog opens.
Click on HTTPS type and select Edit. The Edit Site Bindings dialog opens.
In the SSL certificate drop-down, select the certificate that was created earlier and click OK.

Click Close to exit the dialog.

Requiring SSL for the virtual web sites

o U1 AW N

Open the IS Manager.

Expand Local machine > Default WebSite and select OXP1.6 (or OXP1.4).

Open SSL Settings and check Require SLL. Under Client certificates, select Ignore.
Expand Local machine > Default WebSite and select WebAPI.

Open SSL Settings and check Require SLL.

Under Client certificates, select Ignore.
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Enabling directory browsing is IS

I  Open the IIS Manager.

Expand Local machine > Default WebSite and select OXP1.6 (or OXP1.4).
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Expand Local Machine > Default Web Site and select WebAPI.

Double-click on Directory browsing.

N 60 1 A WN

In the right Actions field, select ENABLE.

Verifying the SSL binding

I Open the IIS Manager.
2 Expand Local machine > Default WebSite and select WebAPI.

3 Click on Browse #:443 (HTTPS) under Manage Application/Browse Application (located at
the top right hand corner of the IIS dialog).

You will see the message: There is a problem with this website’s security certificate.
Note This message is expected and safe to ignore.

4 Click the Continue to this website (not recommended) option.

5 Verify that IS 7 dialog opens.

Verifying HT TPS browsing

I Open the IIS Manager.

Expand the Default Web Site.

Expand OXP v1.6 (or OXP vl.4).

Select the Configuration folder.

In the actions pane, select Browse*:443 (https).

Select Continue to this website (not recommended).

N 60 1 A WN

Verify that the local page is displayed:

For HP OXPd vl.6:
...\OXPl.6\Configuration\

For HP OXPd vl .4:
...\OXP1l.4\Configuration\

8 In the IIS Manager with Default Web Site expanded, expand WebAPI.

9 In the actions pane, select Browse*:443(https).
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10 Select Continue to this website (not recommended).
11 Verify that the localhost page is displayed:

... \WebAPI\

Editing the OmISAPIU.xml file

I Navigate to the following path.
C:\Program Files (x86)\Omtool\Omtool Server\WebAPI\WebAPI\Scripts

2 In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://fully qualified domain name/WebAPI/FileTransfer/

</FileTransfer>

Note XML files can be edited using Microsoft Notepad.

3  Save the file.

Editing the Bootstrap.xml file

I Navigate to the following path.

For HP OXPd vl.6:
C:\Program Files (x86)\Omtool\OXP1l.6\Configuration\

For HP OXPd vl .4:
C:\Program Files (x86)\Omtool\OXP1l.4\Configuration\

2 In bootstrap.xml, change http to https.

<Server>https://fully qualified domain name/webapi/scripts/omisapiu.dll
</Server>

3 Save the file.
4 ResetlIS.
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Setting up a CA certificate and enabling SSL with Windows
2003 64-bit

The instructions in this section detail how to set up a CA certificate and enable SSL. The certificate must be created
and installed in the IIS.

Note |[f you are setting up a CA certificate with Windows 2008, refer to Setting up a CA certificate and enabling
SSL with Windows 2008 R2 (4-2).

Requirements for setting up a CA certificate

You must meet the following requirements when setting up a CA certificate:
e Web server that meets the requirements for AccuRoute Intelligent Device Client.
e  Windows user account that belongs to the Administrators group
The remainder of this section provides procedures that you should complete in the order they are presented:
Downloading the MakeCert executable (4-7)
Creating the certificate (4-3)
Exporting the certificate to the OXPd v|.6 Device Client directory (4-3)
Creating an SSL binding (4-4)
Editing the OmISAPIU.xml file (4-15)
Editing the Bootstrap.xml file (4-16)

Downloading the MakeCert executable

Copy makecert.exe to your local computer. The MakeCert executable is available as part of the Windows SDK. For
instructions on how to download the Windows SDK and the MakeCert executable, see the Microsoft
documentation.

When the download is complete, copy the executable to a shared network folder from where you can access it.

Running the MakeCert executable and creating the certificate

I Open a command prompt and navigate to the directory where you saved the MakeCert executable
(makecert.exe) on your local computer (typically on the C drive).

2 Run the following command:

makecert.exe -r -pe -n "CN=fully qualified domain name of iis server"
-b 01/01/2006 -e 01/01/2023 -ss my —-sr localMachine -sky exchange -sp
"Microsoft RSA SChannel Cryptographic Provider" -sy 12

"fully qualified domain name of iis server.cer"

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.


http://msdn.microsoft.com/en-us/library/aa386968(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa386968(v=vs.85).aspx

4-8 Embedded AccuRoute for HP OXPd Device Client Installation Guide
Section 4: Configuration for HTTPS Support

fully_qualified_domain_name_of_iis_server should be in this format:
servername.domain.com

Note There is a space at the end of the first three lines shown above.

When the command is run properly, the system will display a message indicating that it succeeded.

Exporting the certificate to the OXPd v1.6 Device Client directory

Note Skip this procedure if you are using only the HP OXPd v|.4 Device Client.

Using the Web Server Certification wizard:

I Open IIS and select Default Website properties. The Directory Security page is displayed.

Default Web Site Properties 2x|t

Web Site | Performance | I54PI Filkers | Home Directory | Cocuments
Diectory Securty | HTTPHeaders | CustomBrrors | ASP.ET

— Authentication and access control

Enable anonymous access and edit the
% authentication methods For this resource. | Edit. .. I

~IP address and domain name restrictions

arant or deny access to this resouros using
IP addres=es or Inkernet domain names.

Edit... |

~ Secure communications

Require secure communications and
enable dient certificates when this
resoUrce s accessed.

Server Cettificate. .. |

Wiewy Cerbificate, |

Edit. .. |

s Cancel Arpli | Help |

2 Click the Server Certificate button. The Welcome to the Web Server Certification Wizard
page is displayed.
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3 Click Next. The IS Certification Wizard is displayed.

[15 Cealilicale YWizard
Sorror Cedihcote
Thaza ara the methode Fon szcigning a carliicata la 2 'Wab sike,

Seler! the metad wol wark toouse fal hiz web site:

£ Credte a bew carlilicale,

£ A33ign an mdatng cevbficate

£ lrpatt a caitficate fom a k.ey Manager backup fla.
£ Impart & ceitficate from a.pl lile

= Copy or M ove a cenficate fram a remote servel ke o his sie.

5 Back I [ [ I Cance

4 Select Assign an existing certificate. Click Next. The certificate created using MakeCert.exe is
displayed.

T15 Ceatificate Wizard

Available Corlificales
The cestificates pou can wee for paur web servel ge livked belom

Selecl a cetfcate
lzzued To |zzued B Eapilation O ake Inlended Pumpc

231 qualks ek ar140:007 cualt . el

1] | A

< Back I Mext > I Cancel I
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5 Click Next. A window is displayed prompting for the SSL port.

II5 Cerlilicale #izand
551 Port
Specifp the SEL pout for this vasb cie,

SEL port thiz mab =te should uze:

e

< Bk, [Heat 2 Cance| I

6 The port selected should be 443. Click Next. The Certificate Summary is displayed.

115 Cerlilicale Widard

Cesttheots Sumimary
“fou hawe chazan to ingtal an edating certificas

The follovang cetilicale i5 evalabe for retalabon oo you Web serer. To retal his
cefficate. cick Mext

Certficate details:

lzzued To w1 d0zpz] qualky.ret
|zsued By o1 40=ps] qualky.net
Expratioh O ata 1452013

Frandy Mama <N onesix

t Back MNest = Carel

7 Click Next. A message indicates that the Web Server Certificate wizard is completed.
8 Click Finish. You are returned to the Directory Security page.
9 Export the certificate:

a  Open lIS\local machine and navigate to the Default Web Site node.
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b Select website OXP1I.6.
Right-click and select Properties.

d Click the Directory Security tab.

Nelanll Weli Sile Projperlics _'E_IEI
wehae | peformance | 1SAPCAlters | Home Diredoey
DoCumants Diectory Seoriy | HTTPHeaders | custom Errors

~ Adherdcabian ard eccecs corkrol

Enable anoramious scosss and adit Ehe
% auttentication methods for s resource, Edt...

.~ [F address-and doman name restrctions

Grank or deny access bo this resouree using
TF addresses or Inkernet daman nemes.

— Beoure camunications

Aequre secure Ccommunicadans and £ Carbificat |
enable client certficates when this e
PESOLKCE it aooessad,

oK Bl T L

e In the Secure communications section, click the View Certificate button.
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f  Click the Details tab. Select the newly created certificate name.

TN zlx

Gererd  Details ICEruﬁcatlnn Path I

Shows |<P.I = |
Feld | Yelus | *l
[=did Froen Surdry, January 01, 2006 121,
E'u'did ko Tussd=y, January 01, 2013 1.,
ESLb‘jal:t cr140swsl ,qualioy. net
Elruiie kay RS0 [L02% BEs)
EElaLthoeny ey Therifer FEVID=60 28 6O aC 39 4 af £,
I thwrabprint dgorithim chal

ETh_rnl:ll:lrint 1e 5317 fFfc 56 Fe 37 16 8= 5., ..

izreliroms:

] 405152, quekity met

EdE Praperties. .. Copy to Fle... I

g Click the Copy to File button. The Welcome to the Certificate Export Wizard page is
displayed.

h Click Next. The Export Private Key page is displayed.

Certificate Export Wizard x|

Export Private Key
You can choose ko export the private key with the certificate,

Private keys are password protected, If you weank to export the private key with the
certificate, ol must bpe a password on a laker page.

Do you wank bo export the private key with the certificate?

" Yes, export the private key

= Back I Mext = I Caneel
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i Select No, do not export the private key and click Next. The Export File Format page is
displayed.

Coatificate Crport Wizand | | x|

Expoet Hlo Foevaal
Certflcates can be exported Ina warlety of Ale farmats,

Selet the Farmaat sou mank bo se:

(™ DFR enooded Dinary =, 509 LCERT
(¥ Bage-6t encoded 3,509 €, CER)

™ Crykomraphic Messae Syhkax Standard - FECS #7 Certificates ¢ PYE]
[T Inchide allicartficates i the certification pathiiF posshle

[™ Prersond [nformation Exchamges - FECS 212 { FER)
I Irchde sl cartficates i the certification path it posshls

I Enatle sbromg protaction (requires IE 5 0, 1T & 05F o above)
I Oolets tha private lisy if the axport is siocssstul

< Bad MEMt 2 Cancel

Select Base-64 encoded x.509 (CER). Click Next.

k Browse to this location:

-

C:\Program Files (x86)\Omtool\OXP1l.6\Certificate
Enter the file name as:
Webserver.cer

I Click Save. A message indicates the export was successful. Click OK.

m  Click Finish to exit the Certificate Export wizard.
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Requiring SSL for web sites

I Open lIS\local machine and navigate to the Default Web Site node.
2 Select web site OXP1.6 (or OXP1.4).

3 Right-click and select Properties.
4

Click the Directory Security tab.

Nelanll ‘Weli Sile Projperlics ! _"E'_IEI
weh3te | Peformance | I1SAPCAlters | Home Directory
DoCuments Diectory Seoriy | HTTPHeaders | cCustomErrors

— Awtherbcaban and accece conbrol

Enable anoremous acosss and adit the
% aubtentication methods for s resource, Edt...

[P address and doman name restrictions

Grank or deny access bo this resource using
TF addresses o INEErnet daman names.

— Leowre camunications

AequiFe secure communicadans and = Carbificat |
enahle client cerbifcatas when this =i e
PESCLECE iE dooessad,

O Cored fil s I Help I

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section 4: Configuration for HTTPS Support

5 In the Secure communications section, click the Edit button. The Secure Communications
page is displayed.

Lecurs Larmunicatons i |
—Iv Reours recure channal (551!
W' Requira 123-hit encreption

~Clienk cerbificates
i mnore clent certificates
f arcept dient certFicsbes
" Reodre clent certificates

™ Enabla cient certificate mapping

Client certficates can be mapped ta Wirdawe usar
aooounks, This dlowes accass control ba resources wsing X
diert cartFicabes, Egt. |

i I iZancal I Halp

6 Select Require secure channel (SSL) and Require 128-bit encryption.
7 Click OK twice.

Editing the OmISAPIU.xm file

I Navigate to the following path.
C:\Program Files (x86)\Omtool\Omtool Server\WebAPI\WebAPI\Scripts

2 In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://fully qualified domain name/WebAPI/FileTransfer/
</FileTransfer>

Note XML files can be edited using Microsoft Notepad.

3 Save the file.
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Editing the Bootstrap.xml file

I Navigate to the following path.

For HP OXPd vl.6:
C:\Program Files (x86)\Omtool\OXP1l.6\Configuration

For HP OXPd vl .4:
C:\Program Files (x86)\Omtool\OXP1l.4\Configuration

2 In bootstrap.xml, change http to https.

<Server>https://fully qualified domain name/webapi/scripts/omisapiu.dll
</Server>

3 Save the file.

4 ResetlIS.
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Section 5: Required Configuration

This section includes:

Entering a license for AccuRoute Embedded Device Client for HP OXPd (5-1)

Adding devices using AccuRoute Server Administrator (5-4)

Choosing an authentication method (5-30)

Configuring the server (5-31)

Entering a license for AccuRoute Embedded Device Client
for HP OXPd

Note [f you do not have a license, contact Omtool Sales for more information.

You can activate the AccuRoute Embedded Device Client for HP OXPd license in one of two ways:

e Automatically when you enter a device activation code and the AccuRoute server is on a system
that has access to the internet.

e Manually if the AccuRoute server does not have access to the internet. In this case, you will:
» Submit and validate the device activation code.
» Create an Export file into which the device activation code is copied.

» Create an Import file and use this file for activation from a system that does have internet access.

Automatic device license activation

Be sure the AccuRoute server has access to the internet. Have available a copy of the device license activation code.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

Expand the tree view and select the server name.

Right-click and select the Licensing option. The Licensing page is displayed.
Click the Activate License... button. The License Activation page is displayed.
Select the Automatically activate via the Internet option.

Enter your device license activation code in the Activation Code text field.

Click OK. The server is updated with your license.

0 N o060 1 AW N

Click Close to complete the procedure.
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Manual license activation

Have available a copy of the device activation code.

Note Although the AccuRoute server may not have access to the internet, to complete this procedure you will
need a system that does have access.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

Expand the tree view and select the server name.
Right-click and select the Licensing option. The Licensing page is displayed.
Click the Activate License... button. The License Activation page is displayed.

Select the Export activation file for manual activation option.

o U1 AW N

Create an Export license file:

a Browse to a location where you want to save the license file. By default, the file is an Export file
named ManualActivation.exp. After specifying the file name and location, click Save.

b  The path will appear in the Export Filename field on the License Activation page. Click OK.
7 From a system with internet access, launch the web browser and go to:
https://license.omtool.com/accuroute

The Manual Licensing Portal page opens.

Manual Licensing Portal

Enter your activation code and select the Exported Activation File made using the Server Administrator.

Activation Code:

@ Activate License © Deactitvate License

’E:clz?rted Activation

8 Enter your device license activation code in the Activation Code text field.
9 Be sure the Activate License option is selected (the default).

10 Click the Browse button to select the ManualActivation.exp file created in Step 6. With the
file name selected (highlighted), click Open.

Il Verify that the license information is entered correctly on the Manual Licensing Portal page.
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12 Click NEXT and the Activation Successful message is displayed.

ﬁnctivatiun Completed - Windows Internet Explorer

—,
@ = IQ‘ https: //license .omtool,com/ AccuRoube/Home/ Ackivate
7 Favarites | o Suggested Sites » @ | Web Slice Gallery

{éActivation Completed | I (?ﬁ - w = |7 = -~ Page~ Safety ~ Tools » '@3-

sl om

Manual Licensing Portal

Activation Successful

To complete this activation download the Activation File and use the System Administrator to import that file.

Done l_ l_l_ l_l_ ’_|@ Internet | Proktected Mode: OFF o T | 0% v+ 2

13 To complete the device activation, click Download. The File Download page is displayed.

14 Click Save to create the Import file. By default, the file is named with the device activation code. You
can change this (for example, ManaulActivation. imp) and select a location for the file on the
AccuRoute server.

I5 Click Save. The Download Complete page shows that status of the file download.
16 Click Close.

Note You can minimize or close the browser.

17 On the Licensing page, click the Activate License... button.

18 Select the Import activation file from manual activation option.

19 Browse to the saved ManaulActivation. imp file. Select the file and click Open.
20 Click OK on the License Activation page. The license is updated.

21 Click Close to complete the procedure.
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Activating or deactivating multiple clients or a subset of licenses

When activating a multiple device license, you will be prompted to indicate the number of devices to be activated.
Note Multiple device licenses can be used on multiple servers.

Select Quantity to Activate |

‘You may select all or 3 portion of the available licenses:

Qty to Activate:

oK I Cancel

When deactivating a multiple device license, highlight the device license activation code and click Deactivate
License. Then, choose the number of licenses to deactivate.

Adding devices using AccuRoute Server Administrator

This section describes the procedures for:
Creating a group of devices (5-4)

Adding a new device (5-27)

Creating a group of devices

Create a new Group for each group of devices. While each group may have the same configuration, you can configure
groups to be completely different from one another. For example, you might create a group named “Marketing” and
configure it to use only the Routing Sheets and Fax features. An additional group named “Sales” might be configured
for PIN authentication with the ability to use only the Routing Sheet, Personal Distributions, and Scan to Me features.

The following procedure explains how to create and configure a group.

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and right-click Devices.

3 Select New > HP OXPd 1.6 group (or HP OXPd 1.4 group).
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The New Group page opens.

New Group

Generall Setting&l Authenticatinnl Buttnn&l Advancedl

Type: HF 0xPd 1.6
HMarne: ||
Dezcription: ;I

aK I Cancel

4 In the Name text box, enter a name for the device.

5 Optionally, in the Description text box, enter a device description.
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6 Click the Settings tab. Change settings only if the 11S/Web server is remote or if you are configuring
HTTPS.

Device Group Properties l_

http://SERVER_IP/OXP 1.6/
http://SERVER_IP./WebAP|/Scripts /omisapiu dl

Note If you are using HTTPS:

I. For the Application URL, replace the IP address with the fully qualified domain name.
Change http to https. For example:
https://FullyQualifiedServerName/OXP1.6/

2. For the Web API, replace the IP address with the fully qualified domain name.
Change http to https. For example:
https://FullyQualifiedServerName/WebAPI/Scripts/omisapiu.dll

3. Click OK.

Note Ifyouinstalled AccuRoute Embedded Device Client for HP OXPd on a remote system, you must manually
enter the IP address of that system.
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7 Click the Authentication tab to specify the type of user authentication required for the group of
devices.

Device Group Properties I

Generall Seftings  Authentication I Bultonsl .-’-\clvancedl

Type: IDevice j

Figlds: Diomain Uzer Entered Froperties |
User Uzer Entered
Password Uszer Entered

LDAP Lookup Settings

Server: [VMADT0.vmad700.com
Port: 389 i

Search Base: |DC=vmad?00.DC=con

Filker: I[&[DbiectEIass=usel][s.t’-‘«MAccountName=[L| SER_MaET)
Usermarme: I

Pazzword: |

Attribute Map: I Exchange.default.sml j

[ Bind using ‘windows Generic Security Services

Altribute Aliazes. I Test LDAP Lookup |

[~ Canfirm authentication

Message: I@mngonfirmation

ok I Cancel

8 From the Type drop-down, select one of the four authentication options: Device, Email, Login, or
PIN.

» Device is the default and requires no configuration. In this case, the Fields section and
Properties button are not active. The AccuRoute server verifies only the native DEVICES LDAP
query information.

» If you select Email, Login, or PIN as the authentication type, you can define the properties for
the Domain, User, and Password. For example, if you select Email, notice that the Fields
section is active.

9 If you select Device as the authentication type, continue with Configuring HP device authentication
on the device (5-8).

If you select Email, Login, or PIN as the authentication type, continue with Defining Domain
Properties (5-9).
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Configuring HP device authentication on the device

a Open a Web browser and enter the device IP address.

b Login to the Embedded Web Server. All options become available.
Go the Settings tab and click Authentication Manager.

d Locate the following AccuRoute functions:
«  Scan to My Files
«  Personal Distributions
«  Scan to Me

The list shows the options that are installed with AccuRoute Embedded Device Client for HP
OXPd, so it can contain all, some, or none of these functions.

e For each of the features listed above, click on the drop-down menu.

Select LDAP as the authentication method for each scanning feature that requires user login.

Configure Device

Authentication Manager

Tray Sizes/Types

E-mail Server

Alerts Set the Device Functions that require users to successfully sign in before use. Each function can require a different Sign In Method.

AuteSend

Securiy
Authentication Manager

LDAP Authentication Sign In At Wak Up [Nove  [+]

feroeros Auertcten
Device PIN

User PIN Copy

Edit Other Links Color Copy

Device Information Send to E-mail H

Language Send Fax

Date & Time Send to Folder

Sleep Schedule Job Storage H

Restrict Color Create Stored Job H

Certificate Management Digital Sending Service (DSS) Secondary E-mail H

Home Screen Setup Digital Sending Service (DSS) Workflow H

fRAC-Agent Simplex Copy [Nene  [+]

Other Links

Public Distributions

hp instant support Personal Distributions

Shop for Supplies
Product Support

Fax
Routing Sheet
Scan To Me LOAP

Scan To Folder

HP AC Express HPAC - PIC Server [ ]
Scan To Wy Files LDAP =

©w
g
g
5
z
a
z
2

Future Installations i

g Click Apply.
h  Continue with Step 16 on page 5-13.
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Defining Domain Properties

To define domain properties, double-click Domain (or click Domain and then click the Properties button). The
Domain Field Properties dialog is displayed:

Domain Field Properties Ed

Label:

Default value: I

% User must enter a value for Domain

[~ Enable input walidation

Reaqular Expressian; I

Errar message: | @authDamainErrarText

™ User must select a value For Domain from one of the Following:

fdd. |
=T

Bemove

Set Default |
R
" User may not enter a value For Domain

™| pisplay the default value ko the user (read-anly)

oK I Cancel

Note Domain definition is optional for all authentication types.

When you define a domain, you can specify a Default value (domain) that will be displayed at the device. In addition,
you can specify one of the following:

o User must enter a value for Domain - The device user will need to enter a domain for
authentication during login at the device.

e User must select a value for Domain from one of the following - If there are multiple domains
in the environment, use this option to create a list of domains from which the user can select.

e User may not enter a value for Domain - This option prohibits the user from entering a domain
value. When you select this option, you can indicate that the device will Display the default value
to the user (read-only). The user will see the Default value, but cannot change it.

Continue with Defining User Properties (5-10).
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Defining User Properties

To define user properties, double-click User (or click User and then click the Properties button). The User Field
Properties dialog is displayed:

%

User Field Properties

Label:

Defaulk value: I

% User must enter a value For User

[~ Enable input validation

Regular Expressian; |

Error message; I @authUserError Text

™ User must select a value For User From one of the Following:

add, ..
Rermaye

Set Defaulk

mil

" User may not enter a value For User

™| misplay the default value ko the user (read-only)

Ok I Cancel

Note User definition is required for Login authentication and optional for all other authentication types.

When you define a user, you can specify a Default value (user) that will be displayed at the device. In addition, you
can specify one of the following:

o User must enter a value for User - The device user will need to enter a user for authentication
during login at the device.

e User must select a value for User from one of the following - If there are multiple users in the
environment, use this option to create a list from which the user can select.

e User may not enter a value for User - Do not select this option if you are using Email, Login, or
PIN authentication. This option prohibits the user from entering a user value.

Continue with Defining Password Properties (5-11).

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXPd Device Client Installation Guide 5-11
Section 5: Required Configuration

Defining Password Properties

To define password properties, double-click Password (or click Password and then click the Properties button).
The Password Field Properties dialog is displayed:

Password Field Properties

Label:

Default walue: I

' User must enter a value For Password

[~ Enable input walidation

Reaular Expression: |

Etrar message: | @authPasswordError Text

™ User must select a value for Password from one of the Following:

fAdd...
Eemoyve

Sek Default

mil

= User may not enter a value For Password

™| Display the default value bokhe user (read-only)

Ok I Cancel

Note Password definition is required for Login authentication and optional for all other authentication types.

When you define a password, you can specify a Default value (password) that will be displayed at the device. In
addition, you can specify one of the following:

e User must enter a value for Password - The device user will need to enter a password for
authentication during login at the device.

e User must select a value for Password from one of the following - If there are multiple
passwords available in the environment, use this option to create a list from which the user can select.

e User may not enter a value for Password - This option prohibits the user from entering a
password. Use this option only when PIN authentication is used without a password. Do not select
this option if you are using Email (with password), Login, or PIN (with password) authentication.

When you select this option, you can indicate that the device will Display the default value to the
user (read-only). The user will see the Default value, but cannot change it. Although this option is
provided for configuration flexibility, use of the option is not recommended.

Continue with Step 10 on page 5-12.
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10 On the Device Group Properties page, keep the defaults for Server, Port, Search Base, and
Filter (under the LDAP LookUp Settings heading).

Device Group Properties I

Generall Seftings  Authentication I Bultonsl .-’-\clvancedl

Type: IDevice j

Figlds: Diomain Uzer Entered Froperties |
User Uzer Entered
Password Uszer Entered

LDAP Lookup Settings

Server: [VMADT0.vmad700.com
Port: 389 i

Search Base: |DC=vmad?00.DC=con

Filker: I[&[DbiectEIass=usel][s.t’-‘«MAccountName=[L| SER_MaET)
Usermarme: I

Pazzword: |

Attribute Map: I Exchange.default.sml j

[ Bind using ‘windows Generic Security Services

Altribute Aliazes. I Test LDAP Lookup |

[~ Canfirm authentication

Message: I@mngonfirmation

ok I Cancel

Il In the Username text box, enter the name of a Windows user who has permissions to query the
active directory.

12 In the Password text box, enter the Administrator password.

13 If you are working in an Exchange environment, select Exchange.default.sml (Exchange Attributes)
from the Attribute Map drop-down.

14 In some cases, it is necessary to select Bind using Windows Generic Security Services.

15 Select the Confirm authentication option if you want to display a prompt on the device to verify
the user’s information when authenticating.

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section 5: Required Configuration

16 Click the Buttons tab to add or remove buttons that appear on the device.

Device Group Properties -

Generall Settingsl Authentication  Buttans | .ﬁdvancedl

Device Home Screen Froperties
- Routing Sheet
- Perzonal Distributions

i

Add

- Public Distributions Bemayve |
- Scan to me

- MyFiles oz |
- Fax

B
L

- Scan to Destination
- Scan to Digtribution

s Cancel

Note Itis best to add or remove all previously set buttons before installing to the device. All features/settings
within each button can be configured after the button has been installed to a device and are updated
instantaneously after selecting OK. Reinstallation is required only if a new button is added or if the text
on a currently installed button is modified. Uninstallation is required only if buttons are removed.

17 To add a button, click Add. The Add Button dialog is displayed.
oei [ |

Marne: I

6] 4 | Cancel I

Note If the Add button is not active, click on Device Home Screen.
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18 From the Type drop-down, select a button type.

Type:  [Routing Sheet |

Fax
Mested Button
Personal Distributions
Public Distributions
ting Sheet |
Scan ko Destination -
Scan ko Distribution
Scan ko me

Marne:

19 Enter a Name for the button. Then, click OK.

20 You will need to define properties for the button. With the button highlighted on the list, click
Properties.

Button Properties

General | Job Prnpertiesl F'romptsl Device Setting&l

Type: Fouting Sheet

M arne: |Fh:uuting Shest

Display Text: I@buttonrouting$heetTEHt

Dezcription: I@buttonmutingsheetDesc

Image: Imutingsheet

Laocation: ' Auto assign based on configured ordering
" Use specific ordering priority: I

Options: ¥ Enable this buttan for use on the device

I Eriable job build
[ Enable Ore-Touch scanring
¥ Enable scan preview by default [only on supported devices)
[ Require authentication
™| Capture user passward

Ok I Cancel

Each button has a default Name, Display Text, and Description that you can edit.

Note Do not change Image from the default value.
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Note To change “Scan to Destination” to “Scan to Folder,” change the Display Text and Description.

Button Properties E

General I Juaob F'n:upertiml Prnmptsl Device SEtting$|

Type: Scan to Destination

M armne: IScan to Folded

Dizplay Text: IScan to Folder

Description: IScan to Folder

Image: IScanTaD estination

Location: ' Auto assign bazed on configured ordering
™ Use specific ordering priority: I

O ptions: ¥ Enable this buttan for uze on the device

™ Enable job build
[” Enable One-Touch scanhing
™ Enable scan preview by default (only on supported devices)
™ Require authentication
I™ | Capture user password
[T lways prompt user for password

ok I Cancel

2] Specify a location for the button. Select either of these options:

>

Auto assign based on configured ordering - The button is positioned based on a predefined
order.

Use specific ordering priority - You can enter a value to indicate the button placement.
Position | is in the upper left location and position 2 is in the upper right location, in a Z-order
layout. The pattern is as follows:

12
34
56
etc.

22 Select additional options for the button:

»

>

Enable this button for use on the device - Self-explanatory.

Enable job build - Indicates the device will not send scanned pages until all pages in a job are
scanned. For example, if a device can scan a specific number of pages at one time (such as 50
pages), the user can scan additional sets before the job is sent.
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5-15



5-16 Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section 5: Required Configuration

» Enable One-Touch scanning - Allows the user to select a button with the documents already
loaded in the Automatic Document Feeder for one-touch scanning. Typically, this is used with a
Distribution that has all scan settings saved.

» Enable scan preview by default (only on supported devices) - Applies to Futuresmart
devices only.

» Require authentication - If you select this option, you can then indicate that the button should
capture the user’s password. Note that although the Routing Sheet feature typically does not
require authentication, you can configure this requirement here.

23 If you are adding a Personal Distributions or Public Distributions button, click the Options tab.

Button Properties E3

General  Optians | Job Prnpertiesl F'romptsl Device Settingsl

Public Email: Iadministratnr@vmad1 .com

Enumeration Limit; |24 3:

ak. I Cancel

Enter a Public Email address (if applicable) and set the Enumeration Limit for distributions (the
maximum number of distributions allowable).
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24 If you are adding a Scan to Distribution button, click the Options tab to route using an existing
(already created) distribution.

Button Properties -

General  Options | Job Prnpertiesl F'n:umptsl Device Setting&l

Scan to distribution: [Mane selected]

s Cancel
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a Click Select and the Select Embedded Directive dialog is displayed enabling you to select a
Distribution Rule.

@3 select Embedded Directive E3
I~ Title |
[ Owner e-mail I
I Date created: | Bis/2012 = | 8/5/2012 =
[ Date last used: I aa5/2012 — ta I 845/2012 =
[ E=pired
[ Single use
[~ Public
Tite  da | Dwrer | Created | Lazt zed | Single Use | Eupires | Select |
Cancel |
Froperties... |
[0itemis) .

b  Click the Find button to display all distributions.

¢ Select the distribution and then click the Select button to choose the distribution that will be
used when that button is selected from the device.
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25 If you are adding a Fax button, click the Options tab to configure fax cover pages. Select options to
allow a cover page to be specified and include the cover page by default. In addition, you can indicate
the information (subject, etc.) that will appear on the cover page.

Button Properties

General Options | Conﬁrrnatiansl Job F'ropertiesl F'romptsl Device Seﬂingsl

[V Allow Coverpage to be specified
[™ Include Coverpage by default

Defaults:

Subject: |
Comment: |
|
|

Recipient Mame:

Sender Mame:

OK I Cancel

26 If you are adding a Fax button, click the Confirmations tab to:

» Allow authenticated and non-authenticated users to select the button.
» Define the type of fax confirmations (select a field and click Properties).

» Add recipients for confirmations (click the Add button).
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For example, you can edit the fields for the Originator for faxed faxes:

Genemll Options  Confimations | Job F'ropertiesl F'romptsl Device Seﬁingsl

¥ Allow user to specify confimations:

El- Authenticated Users Properties
Email on Failure

Print on Failure

Email and Print on Failure
i e None

- Unatthenticated Users

i Prirt on Failure

i None

Add..

Femove

d

Mame: I mail on Failure|

Display Text: | @labelEmailDelivery

Redpients:

%o\ \proriginator %o Froperties

i

Add...

Rermoye

[

oK I Cancel

To change the recipient notifications, double-click the recipient. The Confirmation Recipient
Properties page opens.

Confirmation Recipient Properties

Type: fFax

RI{EN

Mokify; On Faiure
Always

Destination:

i N SUCCess
additional Recipent Froperes

Properties

d

Add. ..

Remove

[

oK I Cancel

Type. - Leave this as the default.

Notify - Select Always, On Failure, or On Success.
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Destination - This is the recipient you selected.

Additional Recipients Properties - You can add additional recipients for this confirmation
property.

27 If you are adding a Routing Sheet, Scan to Destination, Scan to Distribution, Scan to Me, or
Scan to My Files button, click the Job Properties tab.

Button Properties E

General Job Properties | F'romptsl Device Settingsl

i

EM Froperties
i pririginater = AccuR oute
o e pridnigingterType = 0
E| Recipient
i priDestinatian = rautingsheet
. - prRecipientTepe =0
- Transformations

Add...

Femove

g

oK I Cancel |

You can add, remove, or change a property. This example shows the property of a Destination.

Recipient

=~

Froperty:

Walue! I routingsheet

(a4 I Cancel

You can change an Originator, Destination, or Recipient. You also can add a Transformation,
replacing a data value (a message property, recipient property, Embedded Directive (Distribution
Rule) property, or template variable) with another value.

Note that the Scan to Destination button allows for message routing based on routing rules.
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» The default is set to send to a destination of MyFiles, which can have an outbound rule associated
with that destination to route to any location to which the AccuRoute server can route messages.
This destination value can be edited.

» Transformations can be used to transform, replace, or map any Omtool properties (including
attributes from Active Directory) to any other Omtool property value.

Button Properhies __ i

General Job Properties | meptsl Device S&ttimsl

X
= I"-"!essage Properties |
i  p-prOnginator = AccuRoute

L prrigingtor Type =0 Add...

El H_eu:ipient S |
i ¢ prDestination = scantome
X
[

5 prRecipient Type =0
i... Transformations

CPath: n Vars(adminDisplayMame)

Value: I Omtool Server

oK I Cancel

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



Embedded AccuRoute for HP OXPd Device Client Installation Guide 5-23

Section 5: Required Configuration

28 Click the Prompts tab. Click Add to select a prompt configured on the AccuRoute server. The
Select Property Dictionary Field is displayed.

Button Properties

Generall Dptionsl Jiob Properties F'T'Z'ITIDlSl Device Setting&l

Add...

Eemowve |

~ |
Select Property Dictionary Field Id

AppCode

DeficiencyComments

DeficiencyDeszcription
DeliveredDocumentt ame

D eliveredF ormat

FolderD

JobIDTest

LockUzer

Originator

Signed by ZprameX on ZprD ateCompleted?

Ok I Cancel

] I LCarce!

Select a prompt and click OK.
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29 Click the Device Setting tab to configure native device scan settings. This is used for configuring a
fleet of monochrome or color machines to use the same scanning settings. For example, the Fax
button should only use Monochrome scan settings for better output quality.

Button Properties -

Generall Dptionsl Jaob Prnpertiesl Prompts  Device Setting&l

Setting I Walue I Froperties |

R esolution 00 DRI
Duples Falze

Color Mode tMaonochrame
Compreszsion tdedium
Orientation Portrait
Media Size Letter

s I Cancel
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30 Select a setting and click Properties to change the setting value. For example:

x|

Genemll Job F‘ropertiesl Prompts Device Settings

Setting | Value | Properties |

DPI
Duplex False
Color Mode Maonochrome
Compression Medium
Orientation Portrait
Media Size Letter

Device Setting Properties x|
Resolution: 300 DPI |
150 DPI
200 DPI

600 DPI

[k I Cancel

31 Click OK to return to the Device Group Properties.

Note Itis best to add or remove all previously set buttons before installing to the device. All features/settings
within each button can be configured after the button has been installed to a device and are updated
instantaneously after selecting OK. Reinstallation is required only if a new button is added or if the text
on a currently installed button is modified. Uninstallation is required only if buttons are removed.
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32 Click the Advanced tab to modify settings that control the device’s native settings for connectivity
timeouts and job refresh settings.

Note Itis strongly suggested that these settings are NOT changed. Take note of all defaults before changing any
of these values.

Device Group Properties E

Eenerall SEttingsl Authenticatinnl Buttons .t’-'«dvancedl

Marne |"u"alue | Froperties |
ConfigurationR efreshlnterval 1800

DelayCount 100 Add
JobRefreshTimer 3 Eamove |
ConnectionT imeout 1]

RezponzeTimeout 300

Retrylnterval B0

b axConzecutiveR etries 3

Ullnactivity Timer B0

MOTE: Thesze zetting: are advanced and changing them could cauze the button o no
longer wark, and thould only be done when requested by Support,

Ok Cancel

33 Click OK to end your work with the Device Group Properties.

34 Once a button configuration is complete, the XML files can be exported for importing into HP's Web
Jetadmin server for button deployment.

Go to the Devices node and right-click on the group name. Then, select the Export to Web
Jetadmin option. See Installing OXPd v1.6 buttons (6-4).
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Adding a new device

I In the console tree, expand the AccuRoute server and right-click Devices.
2 Select the group name. Then, select New > Device.

The Properties for device page opens.

Properties for device Ed

General | Device Eonfigurationl Jnurnall

- [Device Detail: Mat Known)

Mame: ||

Dezcription: I

Metwork Address: I

Group: |2nd floar HP ﬂ

0k I Cancel Help

3 In the Name text box, enter a name for the device.

4 Optionally, in the Description text box, enter a device description.

5 In the Network Address text box, enter the HP device IP address.
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6 Click the Device Configuration tab. The following example is for HP OXPd v1.6 devices:

Propetties for device

General Device Configuration | Jnurnall

Device Authentication

sermame: ||

Pazzward: |

SHMP Community Strings

Public:  |public

Private:

Ixxxxxx

ak. I Cancel | Help

This example is for HP OXPd v1.4 devices:

Properties for HP 0XPd 1.4 device ' |

General Device Corfiguration | Joumall

Device Authentication

lUsemame: Iadmin

Password: I“‘““

¥ Use S5L for secure communication

QK I Cancel Help
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Section 5: Required Configuration

In the Username text box, enter the device Administrator name.
In the Password text box, enter the Administrator password.

If you are using HP OXPd v1.6, configure the SNMP Community Strings section (this section will
not appear for HP OXPd vl.4).

» In the Public text box, enter the vl.6 device public community string.
» In the Private text box, enter the v|.6 device private community string.
The default value is public in both the Public and Private fields.

If you are installing to an HP OXPd v1.4 device using HTTPS, you must select the Use SSL for
secure communication option (this section will not appear for HP OXPd v|.6).

Click OK to add the device.

Test by selecting the newly added device. Right-click on the device name and select Query from the
drop-down options.

Verify that the device is successfully queried from the server (refer to the Status entry, which should
indicate “Query - Succeeded”).

After a successful query, right-click and select Install.

Verify that the buttons appear on the device.

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



5-30

Embedded AccuRoute for HP OXPd Device Client Installation Guide

Section 5: Required Configuration

Choosing an authentication method

The AccuRoute Embedded Device Client for HP OXPd must be able to authenticate the device user when the
Personal Distributions, Scan to Me, or Scan to My Files option is used.

You can configure:
e LDAP authentication

e HP authentication at the device

Configuring LDAP authentication

When you choose LDAP Authentication, the user is prompted to enter an email username and password. The HP
Authentication Manager uses the login credentials to initiate a lookup. The lookup validates the user and returns the
user’s email address. Then the AccuRoute Embedded Device Client for HP OXPd uses the email address to request
information from the AccuRoute server, such as a list of the user’s Personal Distributions. When the scan is
submitted to the AccuRoute server as a message, the email address is used to set the property prOriginator.

Both the email username and password are required to identify the device user, and the credentials are validated via
LDAP authentication. This method provides increased security.

The following figure is an example of an LDAP Authentication configuration for Active Directory. (For information
on configuring LDAP Authentication, consult HP documentation.)

Information Settings H Digital Sending ][ Metworking ]

Configure Device H H
comouwreBedce . LDAP Authentication
E-mail Server
Alerts
AutoSend A ing the LOAP Server
Security | pap Server Bind Method: [Simple =]
Authentication Manager LDAP Server: I
- FTETE T -

LDAP Authentic

Part: I339
Kerberos Authentication
PIN Authentication .
Edit Other Links Credentials
Device Information & Use Device User's Gredentials
Language Bind Prefix: |cn
Date & Time

.  Usge LDAP Administratar's Credentials
Wake Time
LDAP Administrator's DM |
Password: I

Other Links
hp instant support
Drder Supplies
Product Support Bind and search Root: |ou:engineering,cn:users,dc:hp,dc:com

Match the name entered

with the LDAP attribute of Icn

Retrieve the device user’s

email address using attribute of Ima”

and name using the attribute of |disp|ayName

LDAP Authentication binds to the LDAP server with the device user’s common name (CN). The search is conducted within the
root ou=engineering,cn=users,dc=hp,dc=com using the device user’s common name (CN). The return value is the user’s email
address (mail) and name (displayName).

Figure 5-1: Example of an LDAP authentication configuration for Active Directory
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Configuring the server

When a message arrives on the AccuRoute server, the Dispatch component applies rules to the message. The rules
determine how the server processes the message. Every message on the server must match a rule associated with
an action in order to be processed and distributed to its final destination.

Most of these rules are created by default when you install AccuRoute. You can, if needed, create rules based on
customized AccuRoute scanning features available on devices in your environment. For more information on rules
and how to create them, consult the Omtool Server Administrator Help accessed through the AccuRoute v4.0
documentation page.

When rules have been created for all AccuRoute scanning features available on devices in your environment, the
AccuRoute server is fully configured for the AccuRoute Embedded Device Client for HP OXPd. You can test the
AccuRoute scanning features at this point (Section 8: Testing).
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Section 6: Using HP’s VWeb |etadmin

Application to Install Omtool OXPd vI.6

Buttons on HP Devices

The information in this section will allow you to administrate and install HP OXPd embedded buttons onto HP

devices using the Web Jetadmin application. This section includes:

Supported Devices (6-1)

Exporting the XML files (6-2)

Installing OXPd v1.6 buttons (6-4)

Supported Devices

The following devices are supported:

Table 6-1: HP Device Series Matrix

Operating Operating
Device System Device System
Color Laser]et 4730 MFP LaserJet M9050 MFP Oz
Digital Sender 9200c LaserJet M9059 MFP Oz
Laserjet 4345 MFP Color Laserjet CM 6030 MFP Oz
Laserjet 9040 MFP Color Laserjet CM 6040 MFP Oz
LaserJet 9050 MFP Color Laserjet CM 6049 MFP Oz
Laserjet 9500 MFP Color Laserjet CM 3530 MFP Oz
Color LaserJet CM 4730 MFP Oz Color Laserjet CM 4540 MFP FutureSmart
Digital Sender 9250c Oz Scanjet 7000n FutureSmart
LaserJet M3035 MFP Oz Scan]et 8500 FutureSmart
LaserJet M4345 MFP Oz Laser]et Flow M525 MXP FutureSmart
LaserJet M4349 MFP Oz Laser]et Flow M575 MXP FutureSmart
LaserJet M5035 MFP Oz LaserJet M775 MFP FutureSmart
LaserJet M5039 MFP Oz LaserJet M4555 MFP FutureSmart
LaserJet M9040 MFP Oz
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Exporting the XML files

Complete the following procedure for AccuRoute to configure the HP OXP Device Client with the desired settings.

I Once the configuration is complete (as described in Section 3: Installation and Section 5: Required
Configuration), right-lick the Devices group to which you intend to deploy buttons. Select Export to
Web Jet Admin.

2 You can now store the XML files by browsing to a network folder or creating a new folder

destination.

Browse:

Browse For Folder E

Select Folder to store Web Jek Admin export

B Deskiop

[+ = Libraries

2 Administrator

1M Cornpuber

[ € Metwork,
Fax_output

Falder: I Adrninistratar

Make Mew Folder | oK I Cancel

g
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Make New Folder:

Browse For Folder

Select Folder to stare \Wehb Jet Admin expaort

B Deskkop
= Libraries
2 Administrator

[+ 1% Computer
t'=1‘I_-l Mekwinrk,
Fax_oukput

Folder: I Mesw Folder

oK I Cancel

Make Mew Folder |

g

Click OK and verify the correct buttons are represented in XML format.

= Mew Folder A l‘{] I Search Mew folder
Organize *  Includeinlibrary *  Sharewith +  Mew folder
e Eovorites MName ~ Date modified Type I Size I
Bl Desktop =] FukureSmart-Fax 9132012 7:12 PM XML Document 6 KB
& Dowinloads ] Fuburesmart-HP Capture and Route 9132012 7112 PM *ML Document 4 KB
1= Recent Places A
= 2| FukureSmart-Personal Distribukions 9/13j2012 7112 PM XML Docurnent 7KB
N 2] FukureSmart-Public Distributions 9132012 7112 PM WML Docurmnent 7KB
= Libraries
}, Documents 2| FukureSmart-Routing Sheet /132012 7:12 PM WML Docurmnent 6 KB
@' Music =] FukureSmart-Scan To Me 132012 7112 PM *ML Document 6 KB
E=| Pictures 2| FukureSmart-Scan To My Files 9/13j2012 7112 PM *ML Docurnent 7KB

E Widens

1M Computer
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Installing OXPd v|.6 buttons

Once the XML files have been edited and you are able to discover devices using the Web Jetadmin application, you
can install HP OXPd buttons using the Web Jetadmin application.

I Right-click the Group node and select New group.
The Specify group options page is displayed.
< Create Groupy ﬂ[ﬂ

Specily group oplions ﬁ

Giroup iderbiication

Gooup name; ED.E‘I
Paend groigy | Gioups _[
Giroup memderhp bpe
(% Manisal grong
[Dmnces ain added of remdvid by the L]
- .
Davice: ate aulomatcally added o d based on e ciberial

™ Corfigue group propsiies sy

Mecd » Cancel |

2 Enter the name of the new group that you will use to group similar devices for HP OXPd button
installation. (Preferably, this is a device group name that will allow the administrator to easily configure
similar firmware or button functionality installations such as Jedi, Oz, etc.)
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3 Click Next and verify the group name is correct. The Confirm page is displayed, showing the setings
for the group.

j| 4% Create Group HE

Confirm %

— Seftings
Group name: Oz
Parent group: <Mo parents
Description: <Mat specified:
Contact: <Mat zpecifieds

Membership type:  tanual [0 devices)

Policies: 1]

< Back I Create Group I Cancel

4 Click Create Group and and then Done.

5 Right-click the newly created group and select Add devices to your group.

i |
i:] Discod kil Mew group...

fﬁ] Hi
E-ﬂﬂ Tq
1]

Edit group, ..
add devices to group. ..

B & B

Rermove devices Fram graup. ..

Deleke group,..

2

Edit group policies. ..

Renarne

Note For more options in using the Web Jetadmin device filters to find or add devices, consult HP’s Web
Jetadmin team for a complete Web Jetadmin installation guide.
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The Select Devices page is displayed.

< Add Devices

Select dewvices %

[ Avadable devices - : — Devices fo add

Souce: | All Devices L] Humber of devices: 0
| Devics Made [ P Hostname  [1P | Device Model P Hostname | 1P
T HP Lasaslet M3035 MFP NFID1 2400 T

Canan RADV 6065 40.13 CANDN#FSS9 172

HP Coloe Laseelst CM23206i M_ NFIE2AZ4E 172

HP Lasetlet 4345 MFP NFIDEAD TF 172

HP Color Laseslet CMAS4OMFP  NFI4SCO28 el

HP Officeset Pro %457cn Sesiez  HPF2AB5C 173 »

HP Laseuet M4555 MFP NFIE 44104 172

a | b 4] | i |
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6 In the Available devices list (on the left), highlight the device(s) to be added to the group. Then click
the > (add) button. The selected device(s) will be added to the Devices to add list (on the right).

{lndd Devices EE3

Select devices

i Available devices

Source: | Al Devices

Device Model IF Hogtname IP

HF Lazerlet M3035 MFP HPID1 240D Ll

Canon iR-A0% 6065 40,13 CaMOM4F5538 174

HF Color Laserdet CM232000 M. NPIS25248 174
s HF Color Laser/et CH4540 MFP

HF Officejet Pro »#457dn Seriex HPFZ2&85C 174

HF Lazer)et k4555 MFP MPIB4A104 174
4| | »

L8

 Devices to add
Mumber of devices: 1
Device Model IP Hosthame: | IP
HF Lazer)et 4345 MFP MPIDEAD7F 17
4| | »
< Back I et = I Cancel
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7 Click Next. The Confirm page is displayed.
-_Fﬂndd Devices K E

Confirm %

 Settings
Group name: 02
. Devices:
[ Device Model IP Hostname IP Address
| HF LaserJet 4345 MFP MPIDEAD 7F 172165131

< Back I Add Devices I Cancel

8 Click the Add Devices button. You should see the devices added to your new group in the Group
window.
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9 Highlight the device(s) to which you want to install buttons.

T of 3 Selected)
& | Layouts = | FFiters - | [ | &

Device Model IP Address |P Hostname Part [&ny) Severity Hardware Address
B HP Laser)et M4345 MFP 1721652 : : : : :

HF Color LaserJet 4730 MFP 172165130 NFISBDAE? 1 & 0014385BDAE7
HF Color Laser)et CMEO40 MFP 172166117 MFI1CB481 1 & 001B731CE 481

Status  Config |Alerls I Truublsshuoll Gluupsl Hepullsl Supphesl Sluragsl Sululiunsl Capab\lit\esl Fumwalel
& | i &
ﬁnpply Template. .. ﬂ\helestnry :ﬁtustnmlza..‘ 5 Refresh |

- My Settings Sl Alternative Letterhead Mode

Alternative Letterhead Mo
Asset Number

- dta Cleaning Page

- iuto Continue
Brawser

« Clearable YW arnings

- Company Name Auto Cleaning Page
- Contact Person

Control Panel Display ™ fwto deaning frequency: IZEIEIEI VI

« Cantral Panel Language

--Date and Time
Date/Time Format 2

Dokt Savigs Tine

- Default Media Size [ & 0n

- Default Media Type  Of
Default Print D ensity

 Defat Pt Coies

Asset Number

r

I[Nﬂl specified)

Cleaning page size; Letter [8.5417 in] I

- Device Cerlificates
Device Location L
Connection timeout: B0 x| seconds
- Device Name
- Duplex Binding Response timeout: |3EIEI 'I seconds
«- Duplex Blank Pages :
Flinley Imnressinne Trusted sites:

10 Click the Config tab and scroll to the OXPd Device Functions subset (as shown below) and check
the box in the upper left corner of the center window. The title bar of that area will display: OXPd
Device Functions (Changes Pending - Click ‘Apply’ to continue).

Statys Config IAIerts I Troubleshootl Groupsl Heporlsl Supphesl Stolagal Solutlnnsl Eapabllltlesl Flrmwarel

2 . | 2 =
ﬁ Apply Template. ., ﬁFVIBW History % Custornize... 5 Refresh |

Home Screen Language..
- 140 Timeout to End Print J..
- Input Auta Continue
= nput Auto Continue Time... D | Title | Description
-~ Jam Recovery
- Job Hold Timeout
-~ Job Retention
~Job Storage Limit
- Key Press Sound
- Keyboard Lapaut
- Manually Feed Prompt
- Media Administration
-~ Order Supplies % Level
- Original Orientation
- Override &4/ Letter
- 0¥Pd Accessory Records

Add..

Femove |

- U%Pd Enabled

-~ PJL Canfiguration
Prirt POF Errors

- Print PS Errors

- Printer Wakeup
Replace Supplies

- Resolution

- Resalution Enhancement
Restore Modes

- Show D ate and Time

- Show Metwork Address

Size / Type Prompt
Clmmm it alem Tiene =
.| >

Save as Template... Schedule... Apply...
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Il Click the Add button. The Add OXPd Device Functions windows is displayed.

"Status  Config |Alerts I Troubleshootl Gloupsl Heportsl Suppliesl Storagel Solutionsl Eapabilitiesl Firmwarel
Gﬁ’.ﬁ.pply Template. .. vﬁl’\ﬂew Histary iﬁCustomze... £5 Refresh |

- Home Screen Language.. i ck ‘Apply to contnue]
140 Timeout to End Print ..

- Input Auto Continue

- Input Auto Continue Time... | Title | Description Add...
- Jam Recovery

- Job Hald Tirmeout Remove |
- Job Retention . = -
- Joh Storage Limit +# Add DXPd Device Functions [7]

- Key Press Sound
- Keyboard Layout - —
- Manually Feed Prompt D | Title | Description Edit... I

- Media Administration

- Order Supplies % Level
- Original Orientation

- Ovemde A4/ Letter

- 0xPd Accessory Records Er
*d Dewvice Functio...
- 0%Pd Enabled

- PJL Configuration

- Print POF Ermars

- Prirt PS Erors

- Printer Wak eup

- Replace Supplies ok Cancel
- Resalution

- Regalution Enhancement
- Restore Modes
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12 Click the Edit button. The OXPd Device Function Repository window is displayed and will
enable you to import the edited HP OXPd solutions XML files (from Exporting the XML files on page
6-2).

Status Config |Alerts | Tloubleshootl Gloupsl Heportsl Suppliesl Storagel Solutionsl Capabilitiesl Filmwalel
S | z Al
ﬁnpply Template. .. ﬁ?h‘lew Hiskory :%Customlze... £ Refresh |

- Home Screen Language.. ;I ,:r‘ 0XPd Device Functions [Changes Pending - Click "Apply’ to continue)
-~ 10 Timeout ko End Print J...

- |nput Auto Continue

- Input Auto Continue Time.., In} | Title i Add..
- Jam Recovery

- Job Hold Timeout Elarime |
- Job Retention - - -

.. Job Storage Limit «d pdd 0¥Pd Device Functions 2]
- Key Press Sound

- Kevboard Laypout - —
- Marually Feed Prompt 1D | Title | Description Edit... I
- Media Administration

- Order Suppliez % Level

- Original Orientation o Opti
Options x
- Override A4 /Letter il Lzl

- 0XPd Accessory Recon .. Templates _‘I — 0XPd Device Function Fepositary

MName % | Title | Description Irmpart.... |
Delete |

- 0xPd Enabled
- PJL Configuration
- Prit PDF Erorg

F'r?nt PS Enors L OxPd Accessory Rec. Edit... |
- Printer W akeup
A - Alerts
- Heplace Suppliss X
) [#- Firnnware
- Resolution
. [#- Reports
- Resolution Enhancemer .
[#- Supplies

- Restore Modes

- Show Date and Time
- Show MNetwork, Address
- Size / Type Prompt

Sl 000 =bn Tieem

e oo

=
€ |

Reset Page | ] 4 I Cancel Apply
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13 Click Import. In the Open window, search for your XML files.

Hardware Addiess

IF Address IF Hostname Severity

Device Model Fort [&ny)

HF Color Laserlet 4730 MFP 172.16.5.130 MFISEDAET i) 00143858 DAET

“3 HP Color LaserJet CMEDADMFP 172165117 NPITCRAST 1 00 B7S1CEA81
~d Options = B3
- Templatas 4| [~ DXPdDevics Function Repositary
- Ussr Dafined h | tie | Description [ import. |

- PIL Repositary

Delete I
Edit. I

T -~ OMPd Accessary Rec.
Status  Config |l Alerte

A% Apply Template. Firrmware

: Reports
Home Sere 1) gifpies [y

10 Tirneou

Input Auta €
Input Auto ]
Jam Recav

Job Hold Ti J
Job Retenti =
Job Starage Fll

Organize =  Mew Folder

P Marne - Date modFied Typs Sizes |
Bl Desktop =] Fax 42[2012 2:46 PM %ML Document 3IKB
.ﬂ' Downloads |22 MyAccuRoute_original 3f19/2012 10:23 AM ML Docurment 3 KB
il Recent Places 2] PersonalDistribution 4{2[2012 2:44 PM HML Docurent KB

) Ubrariss =] PublicDistribution 42[2012 2:45 PM %ML Document 3IKB
) Documents =] RoutingSheet 42[2012 2:45 PM %ML Document SKB
& Music =] ScanToMe 42[2012 2:46 PM %ML Document 3IKB
= Pictures
B2 videos

M Cormputer

i Metwork

14 Select to highlight the file and then click Open to add the file. (You can import only one file at a time
in the Open window.)

I5 Verify that the selected feature XML file is reflected in the OXPd Device Function Repository
window.

-ﬁﬂ'l]ptinns ﬂ E

Templates ;I — 0xPd Device Function R epositary
ngrHDefingd Description Impart.. I
epasitary R T £
Certificate Fepozitony Skl AR Delete |
[ e e O#Pd Acceszom Rec. Edt... |
Status  Canfig | Al - Alerts
ﬁﬂ Apply Template, [#- Firmnware
- Reports
Hnme. Scre - Supplies
=10 Timeou
- [nput Auta [
= Input At
- Jam Recoy
- Job Hold Ti
- Job Retenti
- Job Staorage
- Ky Press £
- Kevboard L
- hanually Fe -
-~ Media admi 4| | ;l
- Order Supp
- Original Orie Reset Page | ok, Cancel Apply
- Overmide A4
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16 Click OK. The Add OXPd Device Functions window is displayed.

Statyz  Config |Alerts I Troubleshootl Groupsl Hepoltsl Suppliesl Storagel Solutionsl Capabilitiesl Firmwarel
5 i 1 =
ﬁ’npplv Template. .. fﬁl"\-'lew History !ﬁCustomlze... @Refresh [

- Home Screen Language..
- 1/0 Timeout to End Print J..
- |nput Auta Continue

-~ Input Auto Continue Time.. | Description Add...

- Jam Recovery
Remove |

- Job Hold Timeout

- Job Retention

- Job Storage Limit

- Key Press Sound

- K.eybaoard Layaout

- Manually Feed Prompt
- Media Adminiztration

- Order Suppliez % Level
- Original Orientation

- Override &4/Letter

- 0#Pd Accessory Recards e D Title D escription Edit... I =

e Functio.. 23920c5c-fadd-442f-a566f-0335deb03e. . | Fax Send a Fax
- 0Pd Enabled

- PUL Conhiguration

- Print FOF Ermors

- Pritt PS5 Errars

- Printer Wakeup

- Replace Supplies

- Resolution

- Resolution Erhancement
- Restore Modes

- Show Date and Time

- Shaw Metwark Address
- Size / Type Prompt

[=d PRURV L WY U0 U, (N,

4 | | »

«d add 0%Pd Device Functions HE

Ok, Cancel

17 You should see the file referring to the feature(s) or button(s) you are about to install onto the device.
Click OK to close the Add OXPd Device Functions window and return to the OXPd Device
Functions window.

At this point, you can continue to add another feature or button (repeating Steps || through 16).

©2014 by Omtool, Ltd. All rights reserved. Omtool, AccuRoute and the Company logo are trademarks of the Company. Trade names and trademarks of other companies appearing in this document are the property of their respective owners.



6-14 Embedded AccuRoute for HP OXPd Device Client Installation Guide
Section 6: Using HP’s Web Jetadmin Application to Install Omtool OXPd v1.6 Buttons on HP Devices

Status  Config |Alerts I Troubleshootl Gmupsl Heportsl Suppliesl Storagel Solutions | Capabilities Firmwarel
: i | 7 &
ﬁ Apply Template. .. @ Wiew History % Customize... £% Refresh |

-~ Home Screen Language..
- 140 Timeout to End Print J...
- [nput Auta Continue

- [nput Auto Continue Time...
- Jam Recovery

--Job Hold Timeout

--Job Retention

- Job Storage Limit

- Key Presz Sound

- Kepboard Layout

- Manually Feed Prompt

- Media Administration

- Order Supplies % Level

- Original Orientation

- Ovenide A4/Letter

- O¥Pd Accesson Records

e Functio..

Add..

Remaove |

- 0%Pd Enabled
- PIL Configuration

- Print POF Emars

- Prirt P5 Errars

- Printer Wakeup

- Replace Supplies

- Resclution

- Rezolution Enhancement
- Restore Modes

- Show Date and Time

- Show Metwork Address
- Size / Type Prompt

Clemm Ldalim Tinn

4 *

Save az Template.. | Schedule... | Apply.. |

18 After you have added and confirmed all of the desired features/buttons, click Apply. Confirm page is
displayed.

-+ Configure Devices 7]

Confirm ég

— Settings

Devices: 1

Device settings:

< Back I Configure Devices I Cancel
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19 Click the Configure Devices button. The In Progress window is displayed.

1
-O_ﬂtonfigure Devices [ 2]

Progress ég

%ﬂl In Progress...

Summary
O Success:
5, Warning:

0 Error:

(i) Information needed:

E.z Pending: 1

feslsfires] el e

Details... | Hide | Stop |

The Results screen will then indicate if the installation was successful or if an error was received.

- Configure Devices

Results ég
O Success

Summary
O Success: 1
5. Warning:

0 Error:

(:_D Information needed:

=) Pending:

=

o o o o

Detss._|
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Note You can click the Details button to show additional notes if an error has occurred.

20 Click Done to return to the main Group window, which defaults to the Device subset node.

DZ (1 of 3 Selected)
& ’—“ Layouts ~ | 5F Fikers - m la ) E

Device Model IP &ddress IP Hostname Port [Arw] Severty Hardware Address
"1 HP Color Laser)et 4730 MFP 172165130 MPISBDAET 1 & 001438580467
“§ HP Color Laserlst CMEB4OMFP 172165117 HPICE481 1 & 001B781CE481

Gtatus  Config IA\ens I Tmuhleshnnll Grnupsl F!epnrtsl Suppl\esl Stnragel Sﬂlutmnsl Capatilities | Firmware
| il
ﬁ?npply Template. .. ﬁf\u‘lew Histary ;ﬁcustomlze‘.. 5 Refresh |

My Settings =l Alternative Letterhead Mode
=]
Alternative Letterhead to
- gset Number
- futo Cleaning Page
Auto Continue
- Browser
- Clearable \Warmings
- Compary Name

Asset Humber
| I[Not specified]

Auto Cleaning Page

Contact Persan
- Contal Panel Display I fue cleaning frequency: | 2000 e
-+ Control Panel Language Cleaning page size: Letter [£6x11 in) -

Date and Time
- DaterTime Format =
- Dl Savings Tine
- Default Media Size I Riin
Default Media Type ooon
- Default Print Density
Device Certificates r
Device Location
- Device Mame
-~ Duplex Binding Response timeout: 300 >| seconds
Duplex Blank Pages
- Duplex Impressions Trusted sites:
- Economode
- Fuser Modes
Home Screen Applications

~-Home Screen Language..
4 e = i Ib Use semicolons;) to separate addresses -
Save as Template Schedule | Apply. I

Connection timeout: B0 ¥| seconds
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21 Scroll down to the OXPd Device Functions subset and you should see the feature buttons that
have been successfully added to the HP device.

"Status  Config |Alerts I Troubleshootl Groupsl Heports' Suppliesl Storagel So\utionsl Eapabilitiesl Firmwarel

ﬁ‘ Apply Template, .. ﬁl’ Wigw History | % Customize. .. @ Refresh |

¥ DXPdDevice Funchons
- 0¥Pd Enabled

- PJL Configuration L
~ Print PDF Errors D | Title | Description

Add...

- Print P53 Errors

- Printer W akeup Fiemove
- Replace Supplies

- Resclution

- Resolution Enhancement
- Restore Modes

~+ Show Date and Time

- Show Network Address
- Size / Type Prompt

- Sleep /'Wake Time

- Stored Job Sort Order

- Supplies Status Message..
- Suppress Blank Pages
- Time Zone

- Tray Administration

- Use Anather Tray

- Use Requested Tray
Copier

Metwark

Security

Fax

Embedded \eb Server

File System

- Digital Sending

< ol

Ee == = =T e B e
AT

Save as Template... Schedule.. Apply.

22 Test the buttons on the device panel to verify all functionality.
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Section /: Optional Configuration

This section includes:

Setting up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI Web Server Extension) in a
cluster (7-1)

Adding the remote server’s name to DCOM (7-2)

Configuring a Distribution Rule to appear at the top of the device listing (7-2)

Configuring scan settings in Distribution Rules (7-3)

Configuring the Universal Input connector for HP OXP file processing (7-3)

Configuring the Fax Release button (7-8)

Setting up Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI Web Server Extension) in a cluster

You must configure this on the Web server of the cluster.

|
2

8

Click Start > Run.

Enter dcomcnfg. Press OK.

The Component Services console opens.

Expand Component Services > Computers > MyComputer > DCOM Config.
Browse down to find the application OmGFAPIServer.

Right-click the application and select Properties from the drop-down menu.

The Properties page opens.

Click Security to open the Security page.

For all three levels Launch and activation permissions, Access Permissions and
Configuration Permissions, click Edit.

Add Anonymous to the list of users and give him full permissions.

Additional procedures for setting up Embedded AccuRoute for Intelligent Devices in a cluster are provided in the
appendix titled, Setting up an AccuRoute server cluster, in the AccuRoute v4.0 Server Installation Guide.
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Adding the remote server’s name to DCOM

I Add the remote server’s name to DCOM on the AccuRoute server. For example: VMTestings$.

Note You must append the name with a dollar sign ($).

2 Select Computers in the Object Types when adding the server name.

3 Reboot the AccuRoute server.

Configuring a Distribution Rule to appear at the top of the
device listing

When creating a Distribution Rule in AccuRoute Desktop or AccuRoute Web Client, you can mark it to appear at
the top of a device listing. Distribution Rules that are used most frequently can be marked to appear on top of listings
so that the device user can see and use the Distribution Rule easily rather than having to scroll through a list.

To configure Distribution Rules to appear on top of a device listing:
I Click the Options tab to open the Message Options page.
2 Check the Sort at top of device listing option.

3 Save your changes.

Note Distribution Rules are always alphabetically listed first, then come those marked for Sort at top of
device listing within the enumeration list.
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Configuring scan settings in Distribution Rules

You can configure scan settings in the Distribution Rules you create. When a user goes to a device and scans a
document using a Distribution Rule with previously defined scanned settings, the document is scanned using the
settings defined in the server. The scan settings at the device are ignored.

To configure scan settings in a Distribution Rule:

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and enable scan settings for the
group of users who will use the settings:

a Open the Group Properties page and click the Scan Settings tab.
b  Check the Enable members of this group to use the selected Scan Settings option.
c Select the settings and save your changes.

3 Open AccuRoute Desktop or AccuRoute Web Client and create Distribution Rules. The scan settings
enabled in the server are available under the Options > Scan Settings menu.

4  Select the scan settings for the Distribution Rule.

5 Login to the device and select a Distribution Rule with which to scan a document. The scan settings in
the Distribution Rule will override any device scan setting.

For example, if "Mono" is selected as the color mode in server, the Mono option will be available:
e On the Tools > Message Options > Scan Settings tab of the AccuRoute Desktop Client
e On the Distributions > Options > Scan Settings tab of the AccuRoute Web Client

You can create and save a Distribution Rulewith the Mono scan setting and then select that Distribution Rule on the
device (under Public or Personal distribution). You can verify the Color mode on More options screen for the
Distribution Rule. The Color mode set for that Distribution Rule will be Black.

Configuring the Universal Input connector for HP OXP file
processing

AccuRoute Universal Input connector is a connector that can pick up and process orphaned OXP files and route
them to the AccuRoute server. An AccuRoute server supports multiple connectors, all managed by the Connector
component on the AccuRoute server.

If the OXP application fails to route scanned files to the AccuRoute server, this new connector will be able to pick
up and process the OXP files for processing on the AccuRoute server.

Requirements for the Universal Input Connector

e AccuRoute 4.0
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AccuRoute Embedded Device Client for HP OXPd 1.6.4

Installing the Universal Input connector license

Log in to the AccuRoute v4.0 server using an account that belongs to the AccuRoute Administrators
group.

Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

In the console tree, expand the AccuRoute Server Administrator and right-click Connectors. Select
New AccuRoute connector for > Universal Input.

Enter a name for the connector or keep the default name. Click Next.

Create New XmilScan Connector

I arnex

om

< Back I Hest > I Cancel
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Be sure the default setting, Supports OXP scanner integration, is selected. Click Next.

Create New ¥mlScan Connector E I

{* Supports 0P scanner integration

= Supports Generic XML Feeds

om License: |unn1 -BEYD-0FEO-ETOE

< Back I Mest = I Cancel |

6 Browse to the folder from which the XmlScan connector will be processing files. Click Next.

Create New XmiScan Connector - I
Specify a folder to scan:
n B
The #mlzcan connector is an automated system that processes <mi files
Om by tranglating them to native smil farmat, which hold information about
the meszage.

Tip: Additional folders can be specified later in the #mlscan connector
properties.

< Back I Mext » I Cancel
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a If the OXP application already had a processing failure and has automatically created a Bad folder
structure, browse to that folder in this location:
X:\Program Files (x86)\omtool\OXP1l.6\Output\Bad

Browse for Folder |

| Certificate ;I
. Configur ation
. Images
, Installation
| javascripk
= . Cutput

il Eiad J
, Data

, Images

| print =
4| | 3
(a4 I Cancel

Click OK and verify on the Folders tab that the Bad folder has Enable Xml Translation
unchecked. Click OK twice to save the connector configuration.

Properties for XmlScan on the Server x| ‘

General  Folders I Joumall

Tranzl... I Folder I File E stenzions I MHew

C:%Program File:

Delete

H

Froperties

New Folder

Folder to zcan:

M

C:%Frogram File: Jsomtool’ "1 EADutputhB ad

™ Enable ¥ml Translation
Extengions [* wml A

o

Remove

i

QK I Cancel |

(8 I Cancel | Help |

b If you are setting up the XmlScan connector prior to any processing failures, create a folder
named Bad inside the Output folder in this location:
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X:\Program Files (x86)\omtool\OXP1l.6\Output\Bad
Click OK.

Properties for XmlScan on the Server x|

General  Folders | Journall

Trahsl.. | Folder File E stenzions Hew..

e | |

1y
@

Browse for Folder

| Certificate & J

. Configuration
. Images J
. Installation
. javascripk
= . Cwutpuk
. EE] J J
| Data =

. Images

J print =
1 | 3

For example, If the AccuRoute Web application fails to process the OXP (data and image) files and
those files are left in these folders structures:

X:\Program Files (x86)\omtool\OXP1.6\Output\Data
X:\Program Files (x86)\omtool\OXP1.6\Output\Images

Two new folders will be created automatically when a scan fails to route to the Omtool Web
application:

X:\Program Files (x86)\omtool\OXP1l.6\Output\Bad ..
This folder will be the new pickup folder for the XmlScan Connector. Files will automatically be
moved to this folder by the OXP application.

X:\Program Files (x86)\omtool\OXP1.6\Output\print ..
This folder processes the print back to device “Failed to process document” notification.
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l Dutput !E
va| - Program Files (x86) ~ omtool = ORP1.6 ~ Qutput = * |3 | Search output 2
Crganize *  Includeinlibrary +  Sharewith +  Mew folder He=r oy ED _&

_:] DUCUFHELI Marme Diate modified Type | Size | |
35 Music .
) , Bad &/8/2012 3:35 PM File folder
| Pictures
) Data &13/2012 3,33 PM File folder
B videos
J Images &I82012 3133 PM File folder
18| Computer | prink 682012 3:35 PM File Folder
&, Local Di

€l Metwork

4 items

7 Once the folder is selected, leave the Enable Xml Translation box unchecked.

8 Select OK twice to save the connector configuration.

Configuring the Fax Release button

In order to support the Fax Release button for AccuRoute Embedded Device Client for HP OXPd v1.6.4, a new
property dictionary item must be created to filter the pending jobs for each destination fax number as it is listed in
the Destination Translation Table (DTT). This configuration involves:

e  Creating the Fax Release property (prDestinationFaxNumber) (7-8) dictionary item to filter the
pending jobs for each destination fax number as it is listed in the DTT.

o Creating the DTT Administrator Group for the Web Client (7-10), which is required to use the Fax
Release button.

e  Configuring a release calendar (7-10) to specify times during which all fax jobs will be released.

o  Configuring the DTT (7-11), which is used to define routing features for a specific device.

Creating the Fax Release property (prDestinationFaxNumber)

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

I Inthe console tree, expand the AccuRoute Server Administrator and click Configuration.

2 Right-click Properties and select New > Property Dictionary. The Property Dictionary Item
page opens.

3 In the Name text box, enter the metadata field name.

4 In the Label text box, enter a suitable label.
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In the Instructions text box, enter any needed instructions.

Verify that the Type is set to Text.

In the Mappings section, click New to open the Property Definition page.

Select Property Name option and enter: prDestinationFaxNumber

Click OK. The following will be displayed in the Mappings section: \\prDestinationFaxNumber
Click OK again to create the property.

Now you will configure the Active volume list. On the AccuRoute Server Administrator console tree,
click Volume Lists.

Double-click the Active to open the Active properties page.

Click the Indexing tab.

In the Properties to Index section, click Add. The Index Properties page opens.
Select from the Property drop-box the prDestinationFaxNumber property.
Click OK to close the Index Properties page.

In the Property Search Groups section, click Add. In the Name text box, enter:
prDestinationFaxNumber

Select Add, then select prDestinationFaxNumber from the list of indexed properties. Click OK
and then OK again.

Click OK to close the Active page.

Creating the Administrator view options

o U1 AW N

Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

In the console tree, expand the AccuRoute Server Administrator and click Configuration > Web
Client Views.

Select View.admin.xml. Then, select Properties.
On the Folders tab, select the Administration node.
Click the Properties button.

On the General tab, enable Display this folder.

Optionally, if this should be the first screen viewed when launching the web client, enable This is the
default folder to display.

Click OK. Click OK again to save the changes.
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Creating the DTT Administrator Group for the Web Client

NV 0O N 00 1 AW N -

N — ©

13

Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

In the console tree, expand the AccuRoute Server Administrator and click Configuration.
Right-click Groups and select New > Group. The Group page opens.

In the Name text box, enter a name for the group, such as DTT Administrator Group.
In the Description text box, enter a brief description.

Click Members tab and then click Add. The Add Group page opens.

Enter a pre-defined Active Directory group and click Check Names.

Select the group from the list returned and click Finish to close the Add Group page.
Click the Clients tab.

Select (check) the Enable members of this group as users option.

In the Allow group to Route to section, select Fax, Printer, and E-mail options.

Click the Web Client tab.

Select the Enable members of this group to use the following web view option. Then, select
View.admin.xml from the Web View drop-down.

Click OK to save the configuration changes and close the Group page.

By configuring user permissions, you are allowing the user to view Administrator options for DTT in the AccuRoute

Web Client.

Configuring a release calendar

Release calendars are used when defining a routing destination. (You will assign the device to the calendar when
Configuring the DTT). Times specified on a calendar indicate when faxes are released. For example, if the calendar

is set as Monday through Friday, starting in the morning at 8:00 and ending in the afternoon at 5:00 (17:00), faxes will
be released only during that time period.

2
3
4
5

In the AccuRoute Web Client, click the Administration tab. Then, click Calendars.
Click New.

Enter a name for the calendar in the Name text box.

Select start and end times for Monday through Friday.

Optionally, select Saturday and enter start and end times. (If this option is not selected, Saturday is
not included in the calendar.)

Optionally, select Sunday and enter start and end times. (If this option is not selected, Sunday is not
included in the calendar.)

Click OK.
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Configuring the DTT

I In the AccuRoute Web Client, click the Administration button. Then click New. The New
Routing Destination page opens.

— om

New Routing Destination RPN =dministrator@vmad100.omtool.com = |
]

il Distributions
e
w Device Serial Number: [

- Manual Hold: " Hold all jobs
-

Pin
¥ Administration
Fax Release Calendar: [T Enabled
- A— ' L

|'A\themstén Standard Time ;I

Destination C Print on Device
Printer: |
I™ Print on specific Media [Letter =l
[ Apply Document Stamp | Header =
" Route via RightFax | =l =]

Cancel

2 Enter the following information:

» Fax Number - Enter the fully normalized fax number (for example: +10005551234).

» Device Serial Number - Enter the serial number for the device. This enables you to match the
fax to a specific device printer.

» Manual Hold - Select the Hold all jobs option if all jobs to this device number are to be held
indefinitely. If you select this option, enter in the PIN text box the PIN value to be used to enable
or disable the Manual Hold feature.

If there are multiple fax numbers associated with a device, each fax number needs a separate PIN.

If a device is manually put on hold, it will not release jobs until this feature is disabled (the option
is not selected). You must enter the applicable PIN to deselect the option.

» Fax Release Calendar - Select the Enabled option if you want to specify a date on which all
fax jobs will be released. Select the Calendar and Time Zone from the drop-downs.

» Destination - Select either of these options (to print on a device printer or route via RightFax).
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«  Print on Device Printer - Enter the device IP address or the UNC path to the device. (You
can match the fax number to an IP address to reduce the cost of fax-to-fax transmission.)

You can select the Print on specific Media option to choose the paper tray used to print
incoming faxes. An inbound fax message is queued for a matched device or printer and then
printed using a specified paper tray during the time specified with the release calendar.

You also can select the Apply Document Stamp option to include a “top line” on an
internal fax.

« Route via RightFax - Select the AccuRoute Connector for RightFax from the first drop-
down menu and then select the server address of the RightFax server from the second drop-
down menu.

3 Click OK.
To verify that a device was added properly:
I In the AccuRoute Web Client, click the Administration tab.

2 From the Find drop-down on the Routing page, select Fax Number. (Optionally, you can select the
Device Serial Number.)

3  Enter the fax number and click Go.

4  Verify that the DTT entry shows up. For example:

Routing ERPU administrator@vmad100.omtool.com |
]

e—— Find: |Fax Number -] [+1234567890 Go| New |
| = =L
El Distributions Device Serial |Manual Hold Hold
_ PRI Number Status Calendar
w +1234567830 123 off O |release
i — 1 1tem

“Administration

outing

Calendars

5 Click on the fax number in the table (or the device serial number). The Routing Destination
Properties page is displayed. Verify the properties for the DTT entry.

6 Click OK.

7 Send a fax (within the release time if a calendar is specified). Verify that the fax is received and printed.
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Section 8: Testing

The following section provides a procedure for testing the Routing Sheet feature. This will ensure that your
installation is operational. This section includes:

Testing the Routing Sheet feature (8-1)
Testing the Device Administrator user interface (8-2)

Testing the Routing Sheet feature

I Create at least one Distribution Rule with your user account.

2 Generate and print a Routing Sheet using the AccuRoute Desktop or the AccuRoute Web Client
application.

3 Assemble a test document. Add the Routing Sheet to the front of the document and go to the device.
The main screen looks like this:

Scan document to My Files folder

Send a Fax

Scan to Folder

Scan to Folder Scan To Distribution I

HP Capture & Route Initial Setup

4 Load the document into the document feeder.

5 Press Routing Sheet. (If this feature is not visible, use the scroll bar to find it.)

Note If you have configured prompts, you will see the them now. Enter the appropriate prompt values and click
Next.

The device indicates it is ready to scan.
6 To begin scanning, press Start on the display screen or on the hard keypad.
Alternately, to change the scan attributes, click More Options.

For example, you can specify the page size for the scanned document. The default page size is Letter.
After you have made your modifications, click Start to begin scanning.
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The scan job starts. A progress indicator shows the scan job status

To stop the scan job, press Cancel Job. Otherwise wait for the job to finish. When scanning is
complete, the device shows the scan completed message.

The message is transferred to the AccuRoute server via HTTP/HTTPS where it is processed and
routed to the intended recipient. If the document does not arrive at the destination, troubleshoot the
setup. Go to Section 9: Troubleshooting.

7 To scan another document using the Routing Sheet option, click Back. To end the session and go
back to the main AccuRoute menu, click |#] or the OK button.

Important  If you see that the AccuRoute server cannot decipher or interpret the Distribution Rule
instructions on the Routing Sheet, you must change the device setting from mixed to

text. For instructions, see Troubleshooting issues when the AccuRoute server cannot
decipher the Distribution Rule instructions in a Routing Sheet (9-6)

Testing the Device Administrator user interface

To test the Device Administrator user interface, complete the procedure for Creating a group of devices (5-4).

You can set up tests to test all authentication types at once by configuring groups on the AccuRoute server, with
each group having a different authentication type:

e Email

e  Email with Password
e PIN

e  PIN with Password
e Login

e Device

Then, test one device by uninstalling and reinstalling from each authentication type group to verify that all
authentication types will work at once.
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Section 9: Troubleshooting

This section includes:

Detecting workflow issues (9-2)

Troubleshooting the delivery mechanism (9-2)

Troubleshooting messages on the AccuRoute server (9-3)

Troubleshooting the Web server (9-5)

Troubleshooting the multifunction device (9-5)

Troubleshooting .NET error when installing AccuRoute Embedded Device Client for HP OXPd (9-5)

Troubleshooting permission problems when setting up Embedded AccuRoute for Intelligent Devices
(Omtool ISAPI Web Server Extension) in a cluster (9-6)

Troubleshooting issues when the AccuRoute server cannot decipher the Distribution Rule instructions
in a Routing Sheet (9-6)

Troubleshooting problems associated with applying all additional scan attributes (9-7)
Troubleshooting problems when scanning large documents (9-7)
Troubleshooting problems when scanning 100+ color pages (9-8)

Troubleshooting an SNMP error (9-9)
If you cannot resolve an issue, contact Omtool support.
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Detecting workflow issues

After a document has been scanned on the device, the document should arrive at its destination momentarily but
can take up to several minutes when the server workload is high. If a document does not arrive at its destination
within a reasonable period of time, begin troubleshooting the environment. Omtool recommends troubleshooting
the workflow in reverse order because this is the easiest way to troubleshoot the setup on your own.

...HPOXP\Output

Destination E

AccuRoute Embedded
Device Client for HP OXP
...WebAPI

File Transfer

1

H

E Embedded AccuRoute — |:|

: - for Intelligent Devices 4

=

+ AccuRoute
Y .. server
Seaeaet” = ==
Dispatch 2l
Component Device

When a document does not arrive at its destination, troubleshooting starts with the delivery mechanism such as the mail server
or DMS application, and then continues to the AccuRoute server, the AccuRoute Embedded Device Client for HP OXPd, the
Web server, and the device.

Figure 9-1: Troubleshooting the workflow in reverse order

Troubleshooting the delivery mechanism

When the AccuRoute server finishes processing a message, an outbound connector routes the message directly to
its destination or passes the message onto a delivery agent. If a delivery agent such as a mail server or DMS application
is involved in the delivery process, do some basic troubleshooting on the delivery agent. If the delivery agent is
functioning correctly, troubleshoot the message on the AccuRoute server. Continue to Troubleshooting messages
on the AccuRoute server.
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Troubleshooting messages on the AccuRoute server

There are two important questions that can be resolved when troubleshooting a message on the AccuRoute server:
e  Was the message submitted to the AccuRoute server?

e Assuming the message was submitted to the AccuRoute server, what caused the delivery failure? The
state and status of the message, along with details in the message journal, provide some important
clues.

Start troubleshooting by trying to locate the message on the AccuRoute server:

I Click Start > All Programs > Omtool > AccuRoute Server > AccuRoute Server
Administrator.

2 In the console tree, expand the AccuRoute Server Administrator and go to [ServerName] >
Messages.

3 Look for the message in the In Process queue:

Click In Process.

b View All Items.

Wiews: IItem$ submitted this week J

| [be

Itemsz submitted today
Items submitted yesterday
Iterns submitted this week,
Items submitted this month

Sort all items by the date submitted.
d Look for the message.

» Message found - View the message journal to determine the current state and status of the
message. Then monitor the components and confirm that the message is moving through the
processing queues on the AccuRoute server. If the AccuRoute server stops processing the
message (for example, the message seems to be stuck in a processing queue), restart all the
Omtool services.

Recipient Properties |

Generall .-’-'«ttachmentsl F!ecipientl Senderl Canfirmations .Juumall

Date | Jaurnal Entry

10/05/2005 093257 AM  Dizpatch: Fax number normalized to +180385907
10/05/2005 05:32:57 A Dizpatch: Matched wile All fax numbers to Telco
10/05/2005 093257 AM  Dizpatch: Proceszing action for mile "All fax num
10/05,/2005 033258 Ak Composze: Started

10/05/2005 093258 AM  Compose: [localhost - localhost] Docurment=cert

» Message not found - Go to step 4 and look for the message in the History queue.
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4  Look for the message in the History queue:
Click History.
b View All Items.

Wiew: IItems submitted this week, J

Ll | b

Itemns submitted today
Items submitted yesterday
Items submitted this week
Items submitted this month

Sort all items by the date submitted.
d Look for the message.

» Message found - View the message journal to determine the cause of the failure.

Recipient Properties |

Generall .-’-'«ttachmentsl F!ecipientl Senderl Canfirmations .Juumall

Date | Jaurnal Entry

10/08,/2005 093267 Ak Dispatch: Faw number normalized to +160389070
10/05/2005 05:32:57 A Dizpatch: Matched wile All fax numbers to Telco
10/05/2005 093257 AM  Dizpatch: Proceszing action for mile "All fax num
10/05/2005 03:32:58 &M Compose: Started

10/05/2005 093258 AM  Compose: [localhost - localhost] Document=cert
10/05,/2005 023307 Ak Compoze: [localhost - lozalhost] O ocument=400
10/05/2005 093320 AM  Compose: Completed

10/05/2005 03:33:21 &M OmtoolConnector: Destination connector faled t
10/05/2005 093322 AM  Dispatch: Fas number normalized to +16038507
10/08,/2005 093222 Ak Digpatch: Routing complete

If the message failed, correct the issue and send the message again. Contact Omtool if you are
unable to resolve the issue.

If the journal states that AccuRoute server delivered the message but it still has not arrived at its
destination, this indicates that the AccuRoute server transferred the message to the delivery agent
successfully. Do some advanced troubleshooting on the delivery agent to determine why the
message is not being delivered to its destination. Contact Omtool if you are unable to resolve the
issue.

» Message not found
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Troubleshooting the Web server

The Embedded AccuRoute for Intelligent Devices Installation Guide has instructions on troubleshooting the Web server.
For documentation related to AccuRoute v4.0, consult the AccuRoute v4.0 documentation page.

If you cannot identify any issues with the Web server, troubleshoot the device. Continue to Troubleshooting the
multifunction device.

Troubleshooting the multifunction device

After troubleshooting all other components in the workflow, troubleshoot the device. Consult the HP
documentation.

Troubleshooting .NET error when installing AccuRoute
Embedded Device Client for HP OXPd

Problem:

When installing AccuRoute Embedded Device Client for HP OXPd v1.6 on 2 Windows 2008 R2 system, this message
appears.

.NET Framework 3.5.1 must be installed using Server Roles before
continuing.

Solution:

.NET Framework v3.5.1 is not installed in your system. Install .NET Framework v3.5.1before proceeding with the
AccuRoute Embedded Device Client for HP OXPd v|.6 installation.

For information on how to install NET Framework v3.5.1, consult:

http://blogs.msdn.com/b/sqglblog/archive/2010/01/08/how-to-install-net-framework-3-5-sp | -on-windows-server-

2008-r2-environments.aspx
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Troubleshooting permission problems when setting up
Embedded AccuRoute for Intelligent Devices (Omtool
ISAPI Web Server Extension) in a cluster

Problem:

Issues related to permissions occur when setting up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI
Web Server Extension) in a cluster environment.

Solution:

When setting up Embedded AccuRoute for Intelligent Devices (Omtool ISAPI Web Server Extension) in a cluster,
you must configure permissions for the Anonymous user.

Procedures for setting up Embedded AccuRoute for Intelligent Devices in a cluster are provided in the appendix
titled, Setting up an AccuRoute server cluster, in the AccuRoute v4.0 Server Installation Guide.

Troubleshooting issues when the AccuRoute server cannot
decipher the Distribution Rule instructions in a Routing
Sheet

Problem:

When using an HP device to scan a document with a Routing Sheet, the AccuRoute server cannot decipher the
instructions on the Routing Sheet and process the document.

Solution:
Change the device setting from scanning a Mixed document to scanning a Text document. To do so:
I Open a Web browser and enter the IP address of the device.
2 Click Log In and login to the device using the device administrator name and password.
3 Click Digital Sending > Preferences.
4

For Document Type, change the chosen option from mixed to text.
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Troubleshooting problems associated with applying all
additional scan attributes

Problem:

All additional scan attributes are configured together (Darkness, back ground cleanup, contrast, sharpness, Heavy
originals), and the following message appears when attempting to scan a document at the HP device:

The action cannot be performed because options specified in the
configuration file are not supported by this device. Try again on a
different device.

Solution:

This message is displayed because the scan options are not supported by the device. Consult your HP manual or with
your Administrator and find out which scan options are supported for your device model. The list of scan options
commented in the configuration file are not supported by all the devices. Only those options that are supported by
a particular device model should be un-commented and used.

Troubleshooting problems when scanning large documents

Problem:

After a document is scanned, the message indicating scan completion with delivery information is missing. However,
the document is routed to the AccuRoute server for processing.

Solution:
Configure the following:
e Increase the sleep schedule from 10 minutes to the maximum, which is 4 hours
e Increase the inactivity timeout in the device Embedded Web Server to 300 seconds
e Increase the Content length in Internet Information Service Manager (lIS)
To increase the sleep schedule:
I Login to the Embedded Web Server.
2 Select the General tab.
3 In the left pane, locate Sleep Schedule.
4  Increase the Sleep Delay to the maximum allowable time: 120 minutes. Click Apply.
To increase the inactivity timeout in the device Embedded Web Server:
I Login to the Embedded Web Server.
2 Select the General tab.
3 In the left pane, locate Control Panel Administration Menu.
4

In the center pane, expand Administration.
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5 Click on Display Settings.
6 Locate Inactivity Timeout and increase the value to 300 seconds.

To increase content length in IIS:
Note The content length must be modified on both the OmtoolDXPWebApp|.6 and the OmtoolVWebAPI sites.
I  Go to the Internet Information Services manager and select OXP 1.6 under Sites.

Double-click on Request Filtering.

Select Edit Feature Settings under the Actions menu.

H O WN

Increase the value in Maximum allowed content length. The default value is 30000000. Modify
the value to 3000000000.

Select WebAPI under Sites.
Double-click on Request Filtering.

Select Edit Feature Settings under the Actions menu.

0 N o U

Increase the value in Maximum allowed content length. The default value is 30000000. Modify the
value to 3000000000.

9 ResetllS.

Troubleshooting problems when scanning 100+ color
pages

Problem:
When scanning more than 100 color pages, it takes additional time for the scans to arrive on the AccuRoute server.
Solution:
To improve performance.
I  Go to the Internet Information Services (lIS) manager configured for AccuRoute 4.0.
2 Open the following file for editing (such as with Notepad):

C:\Program Files (x86)\0Omtool\OXP1.6

3 Locate <httpRuntime maxRequestLength="500000" executionTimeout=1800>.
Change the executionTimeout to 5400:

<httpRuntime maxRequestLength="500000" executionTimeout=5400>

4 Save the file and restart lIS.
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Troubleshooting an SNMP error

Problem:

When you perform an nvram full init, the Set Community string and the Get Community string are both set to public.
However, when you set the admin password, it sets the Set Community string to the admin password. The
networking tab of the Embedded Web Server of the device does not display the value if it is set. Instead it shows
asterisks (***). The best practice is to set the value to blank, as it will assume public for both and display the value as
"Not Set (default to public).”

Solution:
To display the value.
I Login to the Embedded Web Server.
2 Select the Networking tab.
3 Choose settings under security.
4

Under SNMPc1/2 on the Status tab, there are two fields: Get Community Name and Set
Community Name.

Change the community name values by setting the values as blank for Get Community Name and
Set Community Name.

5 Click Apply to remove any value. Now, no values are set for the two fields.
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