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Introduction

HP CR features are accessible where the users need them most—on the web, office machines,
multifunction devices, and business systems that are an integral part of the communication workflow.

As an intranet-based application for multifunction devices and business systems, HP CR supports software
solutions to deploy the HP CR Embedded Device Client to multifunction devices running OXPd SDK v1.6.x
and Pro devices running OXPd v1.7.

NOTE: The information in this document is written for system administrators with detailed knowledge of
the HP CR server and the HP device.

This section describes:
HP CR Embedded Device Client overview (1)

Basic requirements (7)

Online help and related documentation (10)

Procedures for installation, configuration, and testing are provided in the remainder of this document.

HP CR Embedded Device Client overview

The HP CR Embedded Device Client brings the versatile document routing capabilities of HP CR to
supported HP devices running OXPd SDK library v1.6.x as well as a limited set of devices running OXPd
SDK library v1.7. These capabilities are founded in Distribution Rule technology.

The HP CR Embedded Device Client runs on OXP, an ASP.NET layer sitting between the HP device and
the HP CR server. It communicates between the OXPd SDK installed on the HP device and the HP CR
server via the Embedded HP CR for Intelligent Devices application.

Figure 1-1 HP CR scanning features on the HP Device running the HP CR Embedded Device Client

a OXPd Remote Control Panel - a In the main menu, the HP CR

' , Embedded Device Client presents the
@ @ Start Copy © ol device user with several HP CR
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k@ I\ Sign In )| Ready Copies: |
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Table 1 HP CR scanning features in the HP CR Embedded Device Client

Login

Feature Description Required Notes

Public The user selects Public Distributions and then No Public Distribution options are associated

Distributions selects a Public Distribution option or Distribution with a special user account that is set up
Rule. The device scans and delivers the for this purpose.
document to the HP CR server via HTTP/HTTPS The user account associated with this
protocol. The server decodes the Distribution feature must be able to create
Rules and distributes the document to the Distribution Rules. This requires access
intended recipient. to HP CR End User Interface (where the

user can create the Distribution Rules
and Routing Sheets).

Personal The user selects Personal Distributions, logs in Yes The device user must be able to create

Distributions to the device, and selects a Personal Distribution Distribution Rules. This requires access
option, or Distribution Rule. The device scans to HP CR End User Interface (where the
and delivers the document to the HP CR server user can create the Distribution Rules
via HTTP/HTTPS protocol. The server decodes and Routing Sheets).
the Distribution Rules and distributes the
document to the intended recipient.

Scan to Me The user selects Scan to Me and logs in to the Yes Scan to Me is an advanced feature of HP
device. The device scans and delivers the CR End User Interface. It enables the
document to the HP CR server (via HTTP/ server to process all HP CR messages
HTTPS protocol) where it is processed using the from the same user with the same
device user’s personal Scan to Me directive and Distribution Rule.
distributed to the intended recipients. Or the Scan to Me requires access to HP CR
scanned document is emailed to the sender (the End User Interface (where the user can
default). create the Distribution Rules and Routing

Sheets). In addition, Scan to Me must be
configured in the HP CR End User
Interface and on the server.

For more information, consult the Basic
requirements (7) and the HP Capture and
Route (HP CR) User Guide.

Routing The user selects Routing Sheet. The device No The device user must be able to generate

Sheet scans and delivers the document to the HP CR Routing Sheets. This requires access to
server via HTTP/HTTPS protocol. The HP CR HP CR End User Interface (where the
server then decodes the Distribution Rule and user can create the Routing Sheets).
distributes the document to intended recipients.

Scan to The device scans and delivers the document to No

Folder a folder (Dropbox, FTP or network folder share)
predetermined by your system administrator.

The HP CR server picks up the scanned
document from the network folder, processes it
and delivers it to the intended folder.
Fax This option allows the user to do a walk-up fax. No

The user enters the fax number and can
additionally add a cover page to fax. The device
scans and delivers the document to the HP CR
server via HTTP/HTTPS protocol. The HP CR
server sends the fax to the intended recipients.



http://www.omtool.com/documentation/HPCR/v1.2.0/WebClient.pdf
http://www.omtool.com/documentation/HPCR/v1.2.0/WebClient.pdf
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Feature

Description

Login
Required

Notes

Fax Release

This option allows the user to hold or release
and print faxes as needed. The user selects the
Fax Release button and logs in to the device.
Once they enter the Fax number of interest, they
can Enable Manual Hold to override the current
print schedule, release an existing Manual Hold
or Print Pending Jobs (all the faxes currently in
queue for the selected fax number).

Yes

The user account associated with this
feature must have access to the
Administration Node on the HP CR End
User Interface, where they can configure
Fax Release Schedule Calendars.

Scan to My
Files

The user selects Scan to My Files button and
logs in to the device. The device scans and
delivers the document to the HP CR server (via
HTTP/HTTPS protocol) where it is processed
and distributed to the My Files section of the
user End User Interface client.

Yes

All jobs scan.

Nested
Buttons

The Nested Buttons feature provides the ability
to configure one top-level button that all other
HP CR buttons will display under, minimizing the
front panel home screen real estate. For
example, one button can be configured and
labeled “HP CR.” This button would be the only
HP CR button to display on the home screen.
Pressing this button would then display any
other enabled buttons (such as Routing Sheets,
Personal Distributions, etc.).

Yes

Login is required only if using Device
Authentication and If one of the Nested
Buttons needs authentication.

Mobile
Reservations

The user selects the Mobile Reservations button
and enters a Mobile Scan Reservation Code
generated by the Mobile Client. The device
decodes the reservation code and distributes the
document to intended recipients.

No

Mobile Reservations are generated by
the Mobile Client and require a Mobile
Client license.

1-1-1

Main components of the environment

The HP CR Embedded Device Client environment consists of the following components.

e HP CR Server — The HP CR server is the main back-end server for processing and routing
documents.

NOTE: HP CR installs the HP CR Embedded Device Client as part of the server install. No separate
installation of this component is required unless the HP CR Embedded Device Client is installed on a
remote system, and then the HP CR Intelligent Device Client would be installed on the remote system as
well.

e HP CR Embedded Device Client — See Installing the HP CR Embedded Device Client (11).

e HP Device — See Supported devices (7) for a list with minimum firmware requirements.

1-1-2

The HP CR Embedded Device Client setup includes multiple components detailed in this table.

Installation components
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Table 2 Description of installation components with locations and functions

Component Location Function

HP CR Embedded \HP\HPCR\Clients The setup contains the setup . exe file for

Device Client Install HP OXPd Device Client. Use this file to install
the HP CR Embedded Device Client.

HP CR Embedded Devices node in the HP CR Server The Device Client Configuration node is a

Device Client Administrator management tool installed with the HP CR

Configuration Manager Server Administrator, and is used to manage

settings and options that will be available on
the HP MFP Device.

1-1-3 Document workflow

The workflow that moves a document from the device to its final destination involves the user, the device,
the HP CR Embedded Device Client, Embedded HP CR for Intelligent Devices (HP CR ISAPI web server
extension), and the HP CR server. An understanding of this workflow can be helpful in troubleshooting an
Embedded HP CR integration.

In its most basic workflow, when a device user scans a document, the device submits the document to HP
CR Embedded Device Client via HTTP/HTTPS protocol. The HP CR Embedded Device Client then routes
the document to the HP CR server via HTTP/HTTPS protocol. The Dispatch component applies rules to

the message and HP CR server processes the message and routes it to the intended recipients.

The following workflow applies to the features Fax, Routing Sheet, Scan to Folder and Scan to Me.

@ IMPORTANT: For Scan to Me, the device user must authenticate himself at the device using the
configured authentication type. For more information, refer to the description of configuring authentication
in the HP_Capture and Route (HP CR) Installation Guide.

Figure 1-2 Workflow for Fax, Routing Sheet, Scan to Folder and Scan to Me


http://www.omtool.com/documentation/hpcr/v1.3.0/hpcrinstallguide.pdf
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When a user begins a scan session with the Public Distributions, Personal Distributions, or Scan to My
Files option, the device requests the HP CR Embedded Device Client retrieve Distribution Rules.

NOTE: For Personal Distributions, the device user must authenticate himself at the device using the
configured authentication type. For more information, refer to the description of configuring authentication
in the HP_Capture and Route (HP CR) Installation Guide.

The HP CR Embedded Device Client then submits a request to Embedded HP CR for Intelligent Devices
(HP CR ISAPI web server extension) which retrieves the data from the HP CR server and supplies it to the
HP CR Embedded Device Client. As soon as the HP CR Embedded Device Client returns the data to the
device, the basic workflow resumes.


http://www.omtool.com/documentation/HPCR/v1.3.0/hpcrinstallguide.pdf
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Figure 1-3 Workflow for Personal Distributions and Public Distributions
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A-The user selects Personal or Public Distribution feature. (If the user chooses Personal Distribution, he logs into the device.) The
device requests the list of Distribution Rules from the server. The HP CR server returns the requested data. The user selects a
Distribution Rule from the list and scans document.

B-The device delivers the document to the HP CR Embedded Device Client via HTTP or HTTPS protocol.

C-HP CR Embedded Device Client sends the document to Embedded HP CR for Intelligent Devices (HP CR ISAPI Web Server
Extension) via HTTP/HTTPS protocol which in turn routes the document to the HP CR server.

D-The Dispatch component applies rules to the message, and the server processes the message accordingly.

1-1-4  Deploying the HP CR Embedded Device Client

1. Complete the installation requirements. (Device authentication requirements, 8)

NOTE: If you are planning to use HTTPS protocol, you must create a CA certificate before installing the
HP CR Embedded Device Client. For instructions, refer to the description of setting up a CA certificate
using Microsoft Certificate Services and enabling SSL in Section 6: Required Configuration (39).

2. Install the HP CR Embedded Device Client. See Installing the HP CR Embedded Device Client (11).
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3. Configure the embedded Web server of the device. Refer to the description of required configuration

in the HP Capture and Route (HP CR) Installation Guide.

4. Configure the HP CR server. Refer to the description of configuring the server in the HP Capture and
Route (HP CR) Installation Guide.

5. Configure optional capabilities. Refer to the HP CR Server Administrator help.

Test the HP CR scanning features on the device. Refer to Section 8: Testing (79).

Troubleshoot the setup if necessary. Refer to the HP CR Server Administrator help.

Basic requirements

Supported devices

HP CR supports the HP CR Embedded Device Client on all devices listed in this section. Consult HP to
determine compatible firmware versions for supported devices.

Table 3 List of devices supported with the HP CR Embedded Device Client

Device Group | BiPROTed Instaned RAM | Version
LaserJet M3035 MFP 20 48.250.8 N/A 1.6.3.2
LaserJet M4345 MFP 20 48.250.8 N/A 1.6.3.2
LaserJet M4349 MFP 20 48.241.2 N/A 1.6.3.2
LaserJet M5035 MFP 20 48.283.4 N/A 1.6.3.2
LaserJet M5039 MFP 20 48.241.2 N/A 1.6.3.2
LaserJet M9040 MFP 20 51.191.3 N/A 1.6.3.2
LaserJet M9050 MFP 20 51.191.3 N/A 1.6.3.2
LaserJet M9059 MFP 20 51.191.3 N/A 1.6.3.2
Color LaserJet CM 4730 MFP 20 50.221.3 N/A 1.6.3.2
Color LaserJet CM 6030 MFP 40 52.191.2 N/A 1.6.3.2
Color LaserJet CM 6040 MFP 40 52.200.4 N/A 1.6.3.2
Color LaserJet CM 6049 MFP 40 52.180.5 N/A 1.6.3.2
Color LaserJet CM 3530 MFP 50 53.180.3 N/A 1.6.3.2
Color LaserJet CM 4540 MFP XX 2201057_231923 N/A 1.6.3.2
ScanJet 7000n XX 2131311_192131 N/A 1.6.3.2
ScanJet 8500 XX 2300293_377163 N/A 1.6.3.2
LaserJet Flow M525 MXP XX 2201074_229181 N/A 1.6.3.2a
LaserJet Flow M575 MXP XX 2200893 229649 N/A 1.6.3.2
LaserJet M775 MFP XX 2201057_231933 N/A 1.6.3.2
LaserJet M4555 MFP XX 2200887_229566 N/A 1.6.3.2



http://www.omtool.com/documentation/hpcr/v1.3.0/hpcrinstallguide.pdf
http://www.omtool.com/documentation/hpcr/v1.3.0/hpcrinstallguide.pdf
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. Supported Minimum OXPd
Device Group Firmware Installed RAM | Version
HP Color LaserJet flow MFP XX 2301122_395323 N/A 1.6.3.2
M830
HP Color LaserJet flow MFP XX 2301122_395321 N/A 1.6.3.2
M880
HP LaserJet MFP M725 XX 2300312_393688 N/A 1.6.3.2
HP Officejet Pro 276dw MFP XX FRP1CN1336BR N/A 1.6.3.2
HP Officejet Pro x476dn MFP XX LNP1CA1336CR N/A 1.6.3.2

NOTE: All LaserJet models listed here are part of the MFP series. Other LaserJet models that are part of
the printer series do not have the scanning capabilities required to support HP CR Embedded Device
Client.

NOTE: OXPd:Solutionlnstaller only supports network-enabled device models. OXPd:SolutionInstaller
also requires that the device on which it is running has a writable, non-volatile mass storage partition.

1-2-2  Server requirements

1-2

The HP CR Embedded Device Client requires:

e HP CR Server with appropriate device license
e At least one fax-enabled connector to support fax-based features
e HP CR ISAPI Device Client (included with default server install)

3 Device authentication requirements

The HP CR Embedded Device Client supports the following authentication methods. Some of these require
setup prior to using the device for scanning. It is recommended that an authentication is selected and
verified before installing the device client.

The types of authentication are:
e Device authentication uses the native HP authentication built into the device. This is configurable
from the embedded web server.

e Email authentication occurs when a user logs into the device with a valid email address that was
created in Active Directory.

e Login authentication occurs when a users logs into the device with a user name and password as
defined in the Active Directory.

° Pin authentication displays on the device a text box into which a user enters a PIN login.

NOTE: PIN refers to an attribute of Active Directory and it can be changed to point to any other Active
Directory field by modifying the LDAP Lookup Settings Filter field values on the Authentication tab of the
Device Group Properties. The default attribute is set to use employeelD.




NOTE: HP Pro Devices do not support the Device authentication method on their own and will require a
stacked solution with another authentication service installed. For example: HP AC authentication set in
the Pro device when Device authentication is set in HP CR.

1-2-4  Supporting large color documents

To support large color documents, an IIS setting (Request Filtering) must be set to the maximum
4294967295. The content length must be modified on the WebAPI site. To increase content length in 1IS:

1. Open Internet Information Services (1I1S 7) Manager.
Select WebAPI under Sites.
Double-click on Request Filtering.

Select Edit Feature Settings under the Actions menu.

o & 0B

Increase the value in Maximum allowed content length. The default is 30000000 and it must be
increased to 4294967295.

6. ResetlIS.

1-3  Planning for Device Deployment

Before you begin installing and configuring your device environment, it is recommended that you review
and plan your device configuration. For example, you may want to consider:

e  Whether you will group your devices by model, location or functionality.
e If you want to use a Local or Remote IIS server configuration.

e  Whether your OPS server is local or remote to your HP CR server.

Also, keep in mind that using HP Pro devices in your environment requires an OPS server installation. See
Configuring HP Pro Devices (only) (19) for more information.

1-3-1  Configuring to use HTTPS (not supported for HP Pro
devices)

In order to use HTTPS protocol communication when sending documents from the device to the HP CR
server, you must create a CA Certificate using Microsoft Certificate Services and enable Secure Socket
Layer (SSL). You must create this certificate before installing the HP CR Embedded Device Client. This
configuration is necessary to allow administrators to export the file and install it on the device to enable

HTTPS communication.

NOTE: HTTP and HTTPS cannot coexist and configuration for the device communication must be either
HTTP or HTTPS for all devices.

e The administrator will need to create and export the certificate for the Web server as a file named
“WebServer.cer” and copy it to the Certificate folder created during the HP CR Embedded Device
Client install.

° During the registration process for the OXPd application onto the device, the webserver.cer will be
installed into the device.



NOTE: No error will be generated if the file does not exist. It will not be possible to configure the device
for HTTPS until that file has been installed onto the device.
Also note, if you are using HP Pro devices, the makecert certificates are not supported.

For information on how to create a self-signed certificate using makecert.exe, refer to the description of
Creating the certificate (14).

1-3-2 Custom configuration

1-4

The HP CR Server Administrator Devices node gives the administrator the ability to manage devices and
create groups of devices with customized buttons. Refer to Creating a group of devices (part 1) (39).

Online help and related documentation

° HP Capture and Route (HP CR) Installation Guide

° HP _CR Server Administrator help (procedures for installing, uninstalling, and troubleshooting are
included)

° HP _CR Embedded Device Client Quick Start Guide
° HP _Capture and Route (HP CR) for HP OXPd v1.4 Device Client Quick Start Guide
° HP Capture and Route (HP CR) User Guide
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http://www.omtool.com/documentation/hpcr/1.3.0/admin/index.htm
http://www.omtool.com/documentation/hpcr/v1.3.0/hpcrinstallguide.pdf
http://www.omtool.com/documentation/hpcr/v1.3.0/quickstart/hpcr_embeddeddeviceclientquickstarts.pdf
http://www.omtool.com/documentation/HPCR/v1.2.0/QuickStart/HPOXP1.6QuickStarts.pdf
http://www.omtool.com/documentation/hpcr/v1.3.0/quickstart/hpoxp1.4quickstarts.pdf
http://www.omtool.com/documentation/HPCR/v1.3.0/webclient.pdf
http://www.omtool.com/documentation/HPCR/v1.2.0/WebClient.pdf

2-1

HP CR Embedded Device Client Installation

This section describes:
Installing the HP CR Embedded Device Client (11)
Installing the HP CR Embedded Device Client on a remote system (12)

See also Section 6: Required Configuration (39), Section 8: Testing (79), and the HP CR administrator on-
line help (for additional information including optional configurations, testing, and troubleshooting).

Installing the HP CR Embedded Device Client

1. Log on to the system running the HP CR server using an account that belongs to the local
Administrators group.

2. Navigate to the folder:
C:\Program Files (x86)\HP\HPCR\Clients\DeviceClient andrun setup.exe.
The InstallShield wizard launches with the Welcome message.
Click Next. The Destination Folder page opens.
4. Keep the default location and click Next. The HP Capture and Route for OXP Configuration page

opens.
i HP Capture and Route Embedded Device Client - InstallShield Wizard
HP Capture and Route Embedded Device Client Configuration !. 5

Enter the HP Capture and Route Embedded Device Client Inteligent Device Client
Server name:

InistallShield
< Back | Mexk = | Cancel |

5. In the HP Capture and Route for OXP Server name text box, enter the HP CR server name or IP
Address.

6. Click Next and you are ready to install the program.

7. Click Install to begin installation. The setup installs Embedded Device Client for HP OXPd. The
InstallShield Wizard shows a message indicating when the installation is complete.

8. Click Finish.
9. Continue to Section 6: Required Configuration (39).
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http://www.omtool.com/documentation/HPCR/v1.2.0/ServerHelp/HPCR_ServerAdmin_Help.htm
http://www.omtool.com/documentation/HPCR/v1.2.0/ServerHelp/HPCR_ServerAdmin_Help.htm

HP CR Embedded Device Client Installation

2-2 Installing the HP CR Embedded Device Client
on a remote system

1. Log on to the system where you want to install the HP CR Embedded Device Client using an
account that belongs to the local Administrators group.

NOTE: The system must be running Windows 2008 R2 x64 or 2012 64-bit and must have Embedded HP
CR for Intelligent Devices (HP CR ISAPI Web Server Extension) installed.

2. Navigate to the \\HP\HPCR\Clients\DeviceClient directory and run setup.exe.
The InstallShield wizard configures your system for installation and shows the Welcome message.
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Configuring FutureSmart and Oz Devices
(only)

This section describes the configuration process for FutureSmart and OZ devices only. The configuration
consists of setting up a CA certificate using Microsoft Certificate Services and enabling SSL.

NOTE: If you are using HTTP, skip this section and go to Section 6: Required Configuration (39).

If you require HTTPS support, you can follow the instructions in this section to set up a CA certificate with
the Microsoft Certificate Services and enable SSL.

Otherwise, use a certificate from a trusted certificate authority. The certificate must be installed on the IIS
system.

NOTE: The CA Certificate steps in this section are not supported for HP Pro devices.

Requirements for setting up a CA certificate

You must meet the following requirements when setting up a CA certificate:

e  Web server that meets the requirements for HP CR Intelligent Device Client.

e Windows user account that belongs to the Administrators group.

The remainder of this section provides procedures for:

Downloading the MakeCert executable (14)

Creating the certificate (14)

Installing the certificate to Internet Information Services (1IS) (14)
Adding the OPS server certificate to the Client certificate directory (15)
Creating an SSL binding (15)

Requiring SSL for the virtual web sites (15)

Verifying the SSL binding (16)

Enabling directory browsing in IIS (16)
Verifying HTTPS browsing (16)
Editing the OmISAPIU.xml file (17)
Editing the Bootstrap.xml file (17)

You should complete each procedure in the order in which they are presented.
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3-4

Configuring FutureSmart and Oz Devices (only)

Downloading the MakeCert executable

Copy makecert .exe to your local computer. The MakeCert executable is available as part of the
Windows SDK. For instructions on how to download the Windows SDK and the MakeCert executable, see
the Microsoft documentation.

When the download is complete, copy the executable to a shared network folder from where you can
access it.

Creating the certificate

Open a command prompt and navigate to the directory where you saved the MakeCert executable
(makecert.exe) on your local computer (typically on the C drive).

Run the following command (as Administrator):

makecert.exe -r -pe -n "CN=fully qualified domain name of iis server" -b
01/01/2006 -e 01/01/2013 -ss my -sr localMachine -sky exchange -sp
"Microsoft RSA SChannel Cryptographic Provider" -sy 12

"fully qualified domain name of iis server.cer"

fully_qualified_domain_name_of_iis_server should be in this format:
servername.domain.com

NOTE: You cannot copy and paste the command text above due to formatting issues. This text is available
to copy in the HP CR Embedded Device Client section of the On-line help for the administrator.
If you key in the command text, note that there is a space at the end of the first three lines shown above.

1.
2,

When the command is run properly, the system will display a message indicating that it succeeded.

Installing the certificate to Internet Information
Services (IIS)

You must now install the certificate from the root of C.
Select and right-click the certificate.

Select Install Certificate. The Certificate Import wizard appears.

NOTE: In Windows 2012 environments, the Certificate Import Wizard prompts you to select either
Current User or Local Machine. Select Local Machine.

o o o

Select NEXT.

Select Place all certificates in the following store and select BROWSE.
Select Trusted Root Certification Authorities and select OK.

You will be prompted with a security warning:

You are about to install a certificate from a certification authority (CA) claiming to represent...
Do you want to install this certificate?

Select YES. A message indicating the import was successful should display.
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http://msdn.microsoft.com/en-us/library/aa386968(v=vs.85).aspx
http://www.omtool.com/documentation/HPCR/v1.2.0/ServerHelp/HPCR_ServerAdmin_Help.htm
http://www.omtool.com/documentation/HPCR/v1.2.0/ServerHelp/HPCR_ServerAdmin_Help.htm
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Configuring FutureSmart and Oz Devices (only)

Adding the OPS server certificate to the Client
certificate directory

Navigate to the TIS\LOCAL MACHINE directory and locate Server Certificates.
Locate the newly created certificate. Double-click to open the certificate Properties page.
Click on the Details tab.

Choose the Copy to File option. The Certificate Export wizard opens.

Click Next.

In the Export Private Key dialog, select No, do not export the private key.
Click Next.

In the Export File Format dialog, select DER encoded binary X.509 (.CER).
Click Next.

In the File to Export dialog, select Browse. The Save As dialog opens.

Browse to the directory:

C:\Program Files (86)\HP\DeviceClient\Certificate

In the File Name field, enter WebServer.cer with DER Encoded Binary X.509 (*.cer) as the Save
Type.

Click Save and then Next. The Completing the Certificate Export wizard opens.
Click Finish.

When a message appears stating that the export was successful, click OK.

Creating an SSL binding

Open the IIS Manager.

Click on the Default Web Site and locate Bindings under Edit Site (top right corner of the window).
Click on Bindings. The Site Bindings dialog opens.

Click on HTTPS type and select Edit. The Edit Site Bindings dialog opens.

In the SSL certificate drop-down, choose the certificate that was created earlier and click OK.

Click Close to close the dialog.

Requiring SSL for the virtual web sites

Open the IIS Manager.

Expand Local Machine > Default Web Site and select Device Client.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.
Expand Local machine > Default Web Site and select WebAPI.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.
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Configuring FutureSmart and Oz Devices (only)

Verifying the SSL binding
Open the IIS Manager.

Expand Local Machine > Default Web Site and select WebAPI.

Click on Browse *:443 (HTTPS) under Manage Application/Browse Application (located at the
top right corner of the IS dialog).

You will see this message: There is a problem with this web site's security certificate.

NOTE: This message is expected and safe to ignore.

4,

N o a s~ e Dh-=

3-10

10.
1.
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Click the Continue to this website (not recommended) option.

Verify that the IIS 7 dialog opens.

Enabling directory browsing in [IS

Open the IIS Manager.

Expand Local Machine > Default Web Site and select DeviceClient.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Expand Local Machine > Default Web Site and select WebAPI.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Verifying HTTPS browsing

Open the IIS Manager.

Expand the Default Web Site.

Expand OXP.

Select the Configuration folder.

In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
Verify that the local page is displayed.

For HP OXPd:

.../DeviceClient/Configuration/

In the IIS Manager with Default Web Site expanded, expand WebAPI.
In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).

Verify that the localhost page is displayed:

.../WebAPI/

Select Continue to this website (not recommended).
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Configuring FutureSmart and Oz Devices (only)

Editing the OmISAPIU.xml file

Navigate to the following path.
C:\Program Files (x86)\HP\HPCR\WebAPI\WebAPI\Scripts

In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://fully qualified domain name/WebAPI/FileTransfer/
</FileTransfer>

NOTE: XML files can be edited using Microsoft Notepad.

3. Save the file.

3-12

1.

Editing the Bootstrap.xml file

Navigate to the following path.

For HP OXPd:
C:\Program Files (x86)\HP\DeviceClient\Configuration

In bootstrap.xml, change http to https.

<Server>https://fully qualified domain name/webapi/scripts/omisapiu.dll
</Server>

Save the file.
Reset IIS.
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Configuring HP Pro Devices (only)

This section describes the installation and configuration process for local HP Pro devices only.

HP Pro devices require an OPS server for registration prior to installing feature buttons on the devices. The
OPS server creates a certificate used for a secure registration of each Pro device. You can also use this
certificate in your IIS server for HTTPS support.

The OPS Server installation process includes the following steps:
Installing the HP CR Embedded Device Client on the server (19)
Installing the OPS kit on the server (19)

Adding the OPS server certificate to the Client certificate directory (24)
Importing the OPS certificate into the device EWS (24)

OPS regqistration (24)

HTTPS support using the OPS-created certificate (25)

Installing the HP CR Embedded Device Client
on the server

On the system running the HP CR server, install the HP CR Embedded Device Client. See HP CR
Embedded Device Client Installation (11) for more information.

Installing the OPS kit on the server

On the server, navigate to C: \Program Files (x86)\HP\HPCR\Tools.
Right-click and select Run as Administrator.

Run setup.exe for OPS.

A e N =

The OPS InstallShield wizard appears and requests that you install the following two items:

° GnuWin32 OpenSSL-0.9.8h-1

° setup-couchdb-1.2.0 otp R15B
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Configuring HP Pro Devices (only)

OPS - Instalishield Wizard

T OPS requires the following items to be installed on your computer, Click Install to begin
installing these requirements.

Status | Requirement
Pending GnuWin32_OpenSsL-0.9.8h-1
Pending setup-couchdb-1,2.0_otp_R158

Install I Cancel

Click Install.
After installing the items in Step 3, the following message may appear:

To complete the installation of Apache CouchDB, setup must restart your computer. Would you like
to restart now?

OPS - Installshield Wizard .
T OPS requires the following items to be installed on your computer, Click Install to begin
installing these requirements.
=T zl
Succeedet
Installi o
A k. To complete the installation of Apache CouchDB, Setup must
restart your computer,
Would you like to restart now?
Yes No
==
Inistall | Cancel |

If this message appears, click Yes to restart. The OPS InstallShield wizard reappears upon
restarting the system.

20



Otherwise, the OPS InstallShield wizard Welcome screen immediately appears.

2 OPS - InstallShield Wizard - x|

Welcome to the InstallShield Wizard for OPS

The Installshield(R) Wizard will install OPSv0.4.7 on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

= Back Mext = Cancel |

7. Click Next. The License Agreement screen appears.

51 0PS - InstallShield Wizard (e

License Agreement

Please read the following license agreement carefully.

HP OXPd Professional Services (OPS) End User License Agreement and =+
As-Is Warranty

PLEASE READ CAREFULLY BEFORE USING THIS SOFTWARE
PRODUCT: This End-User License Agreement and As-ls Warranty ("EULA") is
a contract between (a) you (either an individual or the entity you represent) and
(b) Hewlett-Packard Company ("HP”) that governs your use of HP's OPS
software product (“Software”). This EULA does not apply if there is a separate
license agreement between you and HP or its suppliers for the Software,
including a license agreement in online documentation. The term “Software”

mme ineluda G accaniatad madia i A gear anida and athar arintad mataciale

(@) [ accept the terms in the license agreement Print

(7)1 do not accept the terms in the license agreement

InstallShield

[ <Back |[ mext> J[ cancal |

8. Select | accept the terms in the license agreement and click Next.

The Destination Folder screen appears.

Destination Folder
Click Next to install to this folder, or dick Change to install to a different

Install OPS to:

C:\Program Files (x88)\Hewlett-Packard\OPSY,

InstallShield

<Back || Next> |[ cCancel




9. Click Next. The OPS Instance Details screen appears.

ii% OPS - InstallShield Wizard Il x|
OPS Instance Details
Enter the OPS and DB details for the instance

OPS Details:

Hostname |192. 168.30.81 Username Iadmin

Port [aos 1 Password |
DB Details:

DBName onpdleops Username Iadmin

Port |5934 Password I

V¥ Enable OPS Debug Log
InstallShield
< Back | MNext = I Cancel |

10. In the Hostname field enter either the IP or FQDN of the server on which OPS is installed. This
value is the OPS server name. Make note of this value, as you will need to reference it later during
device registration and HTTPS configuration.

11. Enter the Passwords in both the OPS Details and DB Details sections. Also make note of these for
later use.

12. Click Next.The Ready to Install the Program screen appears.

141 OPS - InstaliShield Wizard )
_—

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back ][ Install ] [ Cancel

13. Click Install.
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14. The OPS InstallShield Wizard Completed screen appears.

15.

14 0P - InstalShield Wizard [ e

InstallShield Wizard Completed

The Installshield Wizard has successfully installed OPS. Click
Finish to exit the wizard.

Launch OPS

Show the readme file

Select both the Launch OPS and Show the readme file check boxes (Show the readme file is

optional) and then click Finish.

{= OPS - InstallShield Wizard 3 x|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed OPS. Click
Finish to exit the wizard.

OPS - InstallShield Wizard x|

p
@ OPS server listening at: https: /192, 168.30.81:8081

=

= Back I Finish I Cance

Click OK. OPS now appears as a Windows service.

ops Name . S T
£ Office Source Engine Saves inst... Manual

Stop the service 4, Office Software Pr... Office Soft... Manual

Eaa:x lf&m 4, 0Omtool Address Bo... Managest... Started  Automatic

4 Omtool Component... Managest... Started Automatic
% Omtool Connector ... Managest... Started  Automatic
(i Omtoo| Device Man... Thisservic... Started  Automatic
CJ, Omtool Message Se... Managesal... Started  Automatic
£ Omtool Mobile Push... This servic... Started  Automatic
(% Omtool Modem Man... Manageal... Started  Automatic

. Managest.. Started  Automatic
Manages t...
i... Managesb...

. |provided by 32-bit DLLs.

m

.. [Enables remote users and 64-bit processes to query performance ¢

Enablesac... Started Automatic
. ThePrPX... Disabled
. Enforcesg... Manual
Managesp... Started Automatic
Loads files ... Started Automatic

Local System
Local System
Local System
Local System
Local System

A pop-up message appears to inform you that the OPS server is listening at the IP address and port
listed in step 9.
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Adding the OPS server certificate to the Client
certificate directory

Open a Windows console and select File > Add /Remove snap in...

Select Certificates and click the Add button. The Certificates snap-in wizard appears.

Select the Computer account radio button and click Next, Finish and OK.

The console loads with the new Certificate snap-in.

Expand Certificates (Local Computer) > Trusted Root Certification Authorities > Certificates.
Right-click the OPS certificate and select All tasks > Export.

The Certificate Export wizard appears. Select Next.

Choose Base-64 encoded x.509(.CER) and select Next.

Name the file and select Browse.

Place the certificate in C: \Program Files (x86) \Hewlett-Packard\OPS.

Select Next and then click Finish.

Importing the OPS certificate into the device
EWS

Open and log into the EWS of the Pro Device.
On the Network tab select Advanced settings > Certificates.
Select Import > Choose File.

Browse to the location where the OPS certificate was saved and select Open and then Finish.

OPS registration

At a command prompt enter
C:\Program Files (x86)\Hewlett-Packard\OPS\bin>0OPSSetup
You will be prompted to choose from a selection of options.
Select Option 3: Register a device to the OPS server.
Enter the IP address for the device. For example, 123.456.78.09.

Enter the device username and password you want to use, noted from Installing the OPS kit on the
server (19).

Enter the OPS server URL you want to register. For example, https://<hostname or
IP>:port

Enter the username and password for the OPS server.

NOTE: The OPS server URL and username can be obtained from Steps 8 and 9 above in Installing the
OPS kit on the server (19).

7.

The following message appears:

24



OPS Registered successfully

Your local OPS server is now installed. See Creating a group of devices (part 1) (39) for more information
on creating device groups.

4-6
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HTTPS support using the OPS-created
certificate

Creating an SSL binding

Open the IIS Manager.

Click on the Default Web Site and locate Bindings under Edit Site (top right corner of the window).
Click on Bindings. The Site Bindings dialog opens.

Click on HTTPS type and select Edit. The Edit Site Bindings dialog opens.

In the SSL certificate drop-down, choose the certificate that was created earlier and click OK.

Click Close to close the dialog.

Requiring SSL for the virtual web sites

Open the 1IS Manager.

Expand Local Machine > Default Web Site and select Device Client.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.
Expand Local machine > Default Web Site and select WebAPI.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.

Verifying the SSL binding
Open the IIS Manager.

Expand Local Machine > Default Web Site and select WebAPI.

Click on Browse *:443 (HTTPS) under Manage Application/Browse Application (located at the
top right corner of the IS dialog).

You will see this message: There is a problem with this web site's security certificate.

NOTE: This message is expected and safe to ignore.

4,

4-6-4

Eal

Click the Continue to this website (not recommended) option.

Verify that the IIS 7 dialog opens.

Enabling directory browsing in lIS

Open the IIS Manager.

Expand Local Machine > Default Web Site and select DeviceClient.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.
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Expand Local Machine > Default Web Site and select WebAPI.
Double-click on Directory browsing.
In the right Actions field, select ENABLE.

Verifying HTTPS browsing

Open the 1IS Manager.

Expand the Default Web Site.

Expand OXP.

Select the Configuration folder.

In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
Verify that the local page is displayed.

For HP OXPd:

.../DeviceClient/Configuration/

In the IS Manager with Default Web Site expanded, expand WebAPI.
In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).

Verify that the localhost page is displayed:

.../WebAPI/

Select Continue to this website (not recommended).

Editing the OmISAPIU.xml file

Navigate to the following path.
C:\Program Files (x86)\HP\HPCR\WebAPI\WebAPI\Scripts

In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the OPS Servername or
IP. Also, change http to https.

<FileTransfer>https://OPS Servername or IP/WebAPI/FileTransfer/
</FileTransfer>

This OPS Servername is based on the value from Step 10 of Installing the OPS kit on the server.

NOTE: XML files can be edited using Microsoft Notepad.

3.

4-6-7

Save the file.

Editing the Bootstrap.xml file

Navigate to the following path.

For HP OXPd:
C:\Program Files (x86)\HP\DeviceClient\Configuration

In bootstrap.xml, change http to https.

<Server>https://OPS Servername or IP/webapi/scripts/omisapiu.dll </
Server>
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This OPS Servername is based on the value from Step 10 of Installing the OPS kit on the server.

3. Save the file and reset IIS.
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Configuring Mixed Devices in the Same
Environment (HP Pro, FutureSmart
and OZ)

This section describes the installation and configuration process for a mixed environment of HP Pro,
FutureSmart and OZ devices with HTTPS support. This scenario uses the OPS-created certificate for
HTTPS communication between all three types of devices and the server.

Installing the OPS kit on the server (29)

Exporting the OPS server certificate from the Trusted Root Certificate Authorities store for HP Pro devices
(33)

Exporting the certificate to the Embedded Device Client directory for FutureSmart and OZ devices (34)
Importing the OPS certificate into the device EWS (34)

OPS regqistration (34)

HTTPS support for HP Pro devices (35)

Installing the OPS kit on the server

On the server, navigate to C: \Program Files (x86)\HP\HPCR\Tools.
Right-click and select Run as Administrator.

Run setup.exe for OPS.

Eal o

The OPS InstallShield wizard appears and requests that you install the following two items:

° GnuWin32 OpenSSL-0.9.8h-1

° setup-couchdb-1.2.0 otp R15B

oy OPS requires the following items to be installed on your computer, Click Install to begin
installing these requirements.

Status | Requirement
Pending GnuWin32_OpenSsL-0.9.8h-1
Pending setup-couchdb-1,2.0_otp_R158

Install I Cancel

5. Click Install.
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Configuring Mixed Devices in the Same Environment (HP Pro, FutureSmart and OZ)

6. After installing the items in Step 3, the following message may appear:

To complete the installation of Apache CouchDB, setup must restart your computer. Would you like

to restart now?

OPS - Installshield Wizard

T OPS requires the following items to be installed on your computer, Click Install to begin
installing these requirements.

Succeedet

Installi
L " To complete the installation of Apache CouchDE, Setup must
restart your computer,

Would you like to restart now?

Yes No

Inistall | Cancel |

If this message appears, click Yes to restart. The OPS InstallShield wizard reappears upon
restarting the system.

Otherwise, the OPS InstallShield wizard Welcome screen immediately appears.

i OPS - InstallShield Wizard j x|

Welcome to the InstallShield Wizard for OPS

| The InstallShield(R) Wizard will install OPSv0.4.7 on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

= Back Mext = Cancel
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7. Click Next. The License Agreement screen appears.

) 0PS - InstaliShield Wizard o)

License Agreement

Please read the following license agreement carefully.

HP OXPd Professional Services (OPS) End User License Agreement and =
As-Is Warranty

PLEASE READ CAREFULLY BEFORE USING THIS SOFTWARE
PRODUCT: This End-User License Agreement and As-ls Warranty ("EULA") is
a contract between (a) you (either an individual or the entity you represent) and
(b) Hewlett-Packard Company ("HP”) that governs your use of HP's OPS
software product (“Software”). This EULA does not apply if there is a separate
license agreement between you and HP or its suppliers for the Software,
including a license agreement in online documentation. The term “Software”

mme ineluda G accaniatad madia i A gear anida and athar arintad mataciale

(@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

InstallShield

[ < Back ]i MNext = i [ Cancel ]

8. Select | accept the terms in the license agreement and click Next.

The Destination Folder screen appears.

1) OPS - InstaliShield Wizard |8

Destination Folder
Click Next to install to this folder, or dick Change to install to a different

Install OPS to:

C:\Program Files (x88)\Hewlett-Packard\OPSY,

InstallShield

[ <Back |[ mext> || cancal |

9. Click Next. The OPS Instance Details screen appears.

ii% OPS - InstallShield Wizard '_ x|
OPS Instance Details
Enter the OPS and DB details for the instance

OPS Details:

Hostname  [192,158.30.81 Username [adrmin
Port [sos1 Password |

DB Details:
DBMame oxpdleops Username Iadmin
Part |5984 Password I

¥ Enable OPS Debug Log

< Back | MNext = I Cancel |

InstallShield
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10. In the Hostname field enter either the IP or FQDN of the server on which OPS is installed. This
value is the OPS server name. Make note of this value, as you will need to reference it later during

device registration and HTTPS configuration.

11. Enter the Passwords in both the OPS Details and DB Details sections. Also make note of these for
later use.

12. Click Next.The Ready to Install the Program screen appears.

1 OPS - InstaliShield Wizard )

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

<Back || Imstal | [ Cancel

13. Click Install.
14. The OPS InstallShield Wizard Completed screen appears.

1) OPS - InstallShield Wizard (=S|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed OPS. Click
Finish to exit the wizard.

Launch OPS

Show the readme file

< Back Cancel

Select both the Launch OPS and Show the readme file check boxes (Show the readme file is
optional) and then click Finish.
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15. A pop-up message appears to inform you that the OPS server is listening at the IP address and port

W

N o a M

listed in step 9.
zl

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed OPS. Click
Finish to exit the wizard.

OPS - InstallShield Wizard x|

:' OPS server listening at: https: /192, 168.30.81:8081

= Back I Finish I Cance

Click OK. OPS now appears as a Windows service.

OPS Name ~ ipti Status | i T On As
« Office Source Engine Saves inst... Manual Local System
Stop the service i, Office Software Pr... Office Soft... Marwal Network S...
%ﬁr?&ﬂ'\feﬂ  Omtool Address Bo... Managest... Started  Automatic TESTOCS....
B «; Omtool Component... Managest... Started Automatic TESTDCs...
4 Omtool Connector ... Managest... Started Automatic TESTDCs...
" Omtool Device Man... This servic...  Started Automatic TESTDC\s...
5 Omtool Message Se... Managesal... Started Automatic TESTDCs...

"% Omtool Mobile Push... This servic... Started Automatic
-, Omtool Modem Man... Manage all ... Started Automatic
+ Omtool Notification ... Managest... Started Automatic
4 Omtool ObjectArchive Manages t... Automatic
‘4 Omtool ObjectArchi... Managesb...

Automatic

", Performance Count... [Enables remote users and 64-bit processes to query performance ¢
4, Performance Logs ... provided by 32-bit DLLs.

‘4 Plug and Play Enablesac... Started Automatic Local System
"4 PnP-X IP Bus Enum... The PnP-X ... Disabled Local System
"+ Portable Device En... Enforcesg... Manual Local System
o, Power Manages p... Started Automatic Local System
4 Print Spooler Loads files ... Started Automatic Local System

Exporting the OPS server certificate from the
Trusted Root Certificate Authorities store for
HP Pro devices

Open a Windows console and select File > Add /Remove snap in...

Select Certificates and click the Add button. The Certificates snap-in wizard appears.

Select the Computer account radio button and click Next, Finish and OK.

The console loads with the new Certificate snap-in.

Expand Certificates (Local Computer) > Trusted Root Certification Authorities > Certificates.
Right-click the OPS certificate and select All tasks > Export.

The Certificate Export wizard appears. Select Next.

Choose Base-64 encoded x.509(.CER) and select Next.
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5-5

Eal o

6.

Name the file and select Browse.
Place the certificate in C: \Program Files (x86) \Hewlett-Packard\OPS.

Select Next and then click Finish.

Exporting the certificate to the Embedded
Device Client directory for FutureSmart and OZ
devices

Navigate to C: \Program Files (x86) \Hewlett-Packard\OPS and copy the certificate saved
from previous steps.

Navigate to and then paste the certificate into C: \Program Files
(x86) \HP\DeviceClient\Certificate\OPS.

All FutureSmart and Oz devices will use this Certificate for HTTPS communication.

Importing the OPS certificate into the device
EWS

Open and log into the EWS of the Pro Device.
On the Network tab select Advanced settings > Certificates.
Select Import > Choose File.

Browse to the location where the OPS certificate was saved and select Open and then Finish.

OPS registration

At a command prompt enter
C:\Program Files (x86)\Hewlett-Packard\OPS\bin>0OPSSetup
You will be prompted to choose from a selection of options.
Select Option 3: Register a device to the OPS server.
Enter the IP address for the device. For example, 123.456.78.9.

Enter the device username and password you want to use, noted from Installing the OPS kit on the
server (29).

Enter the OPS server URL you want to register. For example, https://<hostname or
IP>:port

Enter the username and password for the OPS server.

NOTE: The OPS server URL and username can be obtained from Steps 8 and 9 above in Installing the
OPS kit on the server (29).

7.

The following message appears:

OPS Registered successfully
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Your local OPS server is now installed. See Creating a group of devices (part 1) (39) for more information
on creating device groups.

HTTPS support for HP Pro devices

NOTE: When using a remote OPS server, to use the OPS-created certificate for an HTTPS environment,
make sure the OPS server is installed on the remote system.

5-6-1

AN O

5-6-2

o & 0 bd =

5-6-3

Creating an SSL binding

Open the IIS Manager.

Click on the Default Web Site and locate Bindings under Edit Site (top right corner of the window).
Click on Bindings. The Site Bindings dialog opens.

Click on HTTPS type and select Edit. The Edit Site Bindings dialog opens.

In the SSL certificate drop-down, choose the certificate that was created earlier and click OK.

Click Close to close the dialog.

Requiring SSL for the virtual web sites

Open the IIS Manager.

Expand Local Machine > Default Web Site and select Device Client.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.
Expand Local machine > Default Web Site and select WebAPI.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.

Verifying the SSL binding
Open the IIS Manager.

Expand Local Machine > Default Web Site and select WebAPI.

Click on Browse *:443 (HTTPS) under Manage Application/Browse Application (located at the
top right corner of the IS dialog).

You will see this message: There is a problem with this web site's security certificate.

NOTE: This message is expected and safe to ignore.

4,

5-6-4

Ea o

Click the Continue to this website (not recommended) option.

Verify that the IIS 7 dialog opens.

Enabling directory browsing in IIS

Open the 1IS Manager.

Expand Local Machine > Default Web Site and select DeviceClient.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.
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10.
1.

12

5-6-6

N o a s~ e Dhd =

Expand Local Machine > Default Web Site and select WebAPI.
Double-click on Directory browsing.
In the right Actions field, select ENABLE.

Verifying HTTPS browsing

Open the 1IS Manager.

Expand the Default Web Site.

Expand OXP.

Select the Configuration folder.

In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
Verify that the local page is displayed.

For HP OXPd:

.../DeviceClient/Configuration/

In the IS Manager with Default Web Site expanded, expand WebAPI.
In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).

Verify that the localhost page is displayed:

.../WebAPI/

Select Continue to this website (not recommended).

Editing the OmISAPIU.xml file

Navigate to the following path.
C:\Program Files (x86)\HP\HPCR\WebAPI\WebAPI\Scripts

In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://OPS Servername or IP/WebAPI/FileTransfer/
</FileTransfer>

This OPS Servername is based on the value from Step 10 of Installing the OPS kit on the server.

NOTE: XML files can be edited using Microsoft Notepad.

5-6-7

3.

Save the file.

Editing the Bootstrap.xml file

Navigate to the following path.

For HP OXPd:
C:\Program Files (x86)\HP\DeviceClient\Configuration

In bootstrap.xml, change http to https.

<Server>https://OPS Servername or IP/webapi/scripts/omisapiu.dll </
Server>
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This OPS Servername is based on the value from Step 10 of Installing the OPS kit on the server.
3. Save the file.
4. ResetlIS.

37



38



6-1-1

Required Configuration

This section describes:
Adding devices using the HP CR Server Administrator (39)

Choosing an authentication method (62)

Configuring the server (64)

See also Section 8: Testing (79) and the HP CR administrator on-line help (for additional information
including optional configurations, testing, and troubleshooting).

Adding devices using the HP CR Server
Administrator

This section describes the procedures for:

Creating a group of devices (part 1) (39)

Creating a group of devices (part 2) (43)

Updating the Deviceloader.xml to support new devices (59)
Adding a new device (60)

Creating a group of devices (part 1)

Create a new Group for each group of devices. While each group may have the same configuration, you
can configure a group to have a configuration that is completely different from another group. For example,
you might create a group named “Marketing” and configure it to use only the Routing Sheets and Fax
features. You might create an additional group named “Sales” and configure it for PIN authentication and
ability to use only the Routing Sheet, Personal Distributions, and Scan to Me features.

The following procedure explains how to create and configure a group.

1. Click Start > All Programs > HP Capture and Route > HP Capture & Route Server
Administrator.

In the console tree, expand the HP CR server.
Go to the Devices node.
4. Right-click and select New > HP OXPd group.
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http://www.omtool.com/documentation/HPCR/v1.2.0/ServerHelp/HPCR_ServerAdmin_Help.htm

Required Configuration

server - [Console Root]
File  Action Yiew Favorites  Window  Help

¢€s == H=

| Consale Roak Marne |
= S?rver Adrinistrator . Server Administrator
=, ELWINOSHPDCR

Iﬁ Messages
. Connectors
A Components
=] 3 Rules
4, Tnbound Faxes
*, outbound
= m Configuration
S| Custom Options
@ Properties
Folders
& Docurment Skarmps
& Distribution Collections
Fﬁ Web Client Views

Groups
-
L=

HP OXPd 1.4 group...
N HP C¥Pd group...
Mew Window from Here  —
Help |

The New Group page opens.

New Group

General | Settingsl Authenticationl Buttonsl Advancedl
Tupe: HF 0xPd
Mame: ||

Description:

oK I Cancel |

5. Inthe Name text box, enter a name for the device.

6. Optionally, in the Description text box, enter a device description.
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7.

New Group E

Required Configuration

Click the Settings tab. Change settings only if the [IS/Web server is remote or if you are configuring
HTTPS.

General  Settings | Authenticationl Buttonsl Advancedl

Application:

URL: Ihttp:.-".-"SEF!VEF!_IF'.-"Devic:eEIient/]

Type: I Unified j
‘wieb AP Ihttp:.-".-"SEF!\u"E F_IP Aw'ebdPl/S cripte/omizapiu. il
OPS Server: |1?2.1B.2D.?4

Timeout: ! Butomatically exit L after IBD 3: seconds of inactivity
& Doy ot exit U1 Autamatically

oK I Cancel |

If you are configuring for HTTPS, change the URL path from HTTP to HTTPS. For example:

Application URL: https://FQDN/DeviceClient/
Web API: https://FQDN/WebAPI/Scripts/omisapiu.dll

If you are configuring a device group of HP Pro devices, confirm the IP address of the OPS Server in
the OPS Server field.

For remote systems — If you installed the HP CR Embedded Device Client on a remote system, you
must manually enter the IP address of that system in the URL field.

If you are using a local OPS server and an OPS-created certificate for HTTPS environments, change
the Application and WebAPI's URLs to https://IP address or FQDN name to match the OPS
server. Then continue on to the following sub-sections Creating an SSL binding (41) through to
Editing the OmISAPIU.xml file (43).

Otherwise, continue these steps below at Creating a group of devices (part 2) (43).

IMPORTANT: The following sub-sections are for users with a local OPS server and an OPS-created certificate for
HTTPS environments.

Creating an SSL binding

1.

o o 0w Db

Open the IIS Manager.

Click on the Default Web Site and locate Bindings under Edit Site (top right corner of the window).
Click on Bindings. The Site Bindings dialog opens.

Click on HTTPS type and select Edit. The Edit Site Bindings dialog opens.

In the SSL certificate drop-down, choose the certificate that was created earlier and click OK.

Click Close to close the dialog.
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Requiring SSL for the virtual web sites

1.

o DN

Open the IIS Manager.

Expand Local Machine > Default Web Site and select OXP DeviceClient.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.
Expand Local machine > Default Web Site and select WebAPI.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.

Verifying the SSL binding

1.
2,
3.

Open the IIS Manager.
Expand Local Machine > Default Web Site and select WebAPI.

Click on Browse *:443 (HTTPS) under Manage Application/Browse Application (located at the
top right corner of the IS dialog).

You will see this message: There is a problem with this web site's security certificate.

NOTE: This message is expected and safe to ignore.

4,
5.

Click the Continue to this website (not recommended) option.

Verify that the IIS 7 dialog opens.

Enabling directory browsing in IIS

1.

N o o e DN

Open the IIS Manager.

Expand Local Machine > Default Web Site and select OXP1.6.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Expand Local Machine > Default Web Site and select WebAPI.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Verifying HTTPS browsing

1.

N o a ke Dbd

Open the IIS Manager.

Expand the Default Web Site.

Expand OXP.

Select the Configuration folder.

In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
Verify that the local page is displayed.

For HP OXPd:

.../DeviceClient/Configuration/
In the IIS Manager with Default Web Site expanded, expand WebAPI.
In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
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11. Verify that the localhost page is displayed:
.../WebAPI/

12. Select Continue to this website (not recommended).

Editing the OmISAPIU.xml file
1. Navigate to the following path.
C:\Program Files (x86)\HP\HPCR\WebAPI\WebAPI\Scripts

2. In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the fully qualified domain
name. Also, change http to https.

<FileTransfer>https://fully qualified domain name/WebAPI/FileTransfer/
</FileTransfer>

NOTE: XML files can be edited using Microsoft Notepad.

3. Save the file and continue with Creating a group of devices (part 2) below.

6-1-2 Creating a group of devices (part 2)

1. Click the Authentication tab to specify the type of user authentication required for the group of

devices.
Device Group Properties -
General] Settings  Authentication l Buttons] Advanced]
Type: |F'IN j
Fields: Cromain Uszer Entered
Uszer Uszer Entered
Password Uszer Entered

LDAP Lookup Settings

Server |VMELAD.VMELAD1 .COM

Port: 1339 -

SearchBase: |DC=YMELAD1T.DC=COM

Filter: |[&[obiectEIass=user][emponeeI D=[USER_MAMET)]

Uszername: |administrat0r

Pazsword: | ““““““

Altribute bap: | E=change. default. <ml j

¥ Bind using Windows Generc Security Services

Attribute Aliazes. .. | Test LDAF Lookup |
[ Canfirm authentication
Meszage: |@mng0nfirmation
ok | Cancel |

2. From the Type drop-down, select one of the three authentication options: Email, Login, or PIN.

After you select Email, Login, or PIN as the authentication type, you can define the properties for
the Domain, User, and Password in the Fields section.

Domain, User, and Password properties are described on the following pages.
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Defining Domain Properties
To define domain properties, double-click Domain. The Domain Field Properties dialog is displayed:

Domain Field Properties | x|

Label:

Default value: I

% User must enter a valus For Domain

[ Enahble input validation

Reaular Expressian; |

Errat message: I @authDomainError Text

™ User must select a walue For Domain from one of the Following:

fdd... |
T

Remove

Set Default |
N
™ User may not enter a valus For Domain

[ | Display the default value ko the user (read-anly

oK I Cancel

When you define a domain, you can specify a Default value (domain) that will be displayed at the device.
In addition, you can specify one of the following:

° User must enter a value for Domain - The device user will need to enter a domain for
authentication during login at the device.

e User must select a value for Domain from one of the following - If there are multiple domains in
the environment, use this option to create a list of domains from which the user can select.

° User may not enter a value for Domain - This option prohibits the user from entering a domain
value. When you select this option, you can indicate that the device will Display the default value
to the user (read-only). The user will see the Default value, but cannot change it.

NOTE: Domain definition is optional for all authentication types.
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Defining User Properties

Required Configuration

To define user properties, double-click User. The User Field Properties dialog is displayed:

User Field Properties E3
Label: | P

Default value: |

™ User must enter a walue For Lser

I™ Emable inpuk validakion

Reqular Expression |

Error message; I @authlserErrarText

{* User must select a value For User From one of the Following:

1234
4567

" User may not enter a walue For User

™| Display the default value to theuser (read-anly)

Add
Remave

Sek Defaulk

e

Cancel |

When you define a user, you can specify a Default value (user) that will be displayed at the device. In

addition, you can specify one of the following:

User must enter a value for User - The device user will need to enter a user for authentication

during login at the device.

User must select a value for User from one of the following - If there are multiple users in the

environment, use this option to create a list from which the user can select.

User may not enter a value for User - Do not select this option if you are using Email, Login, or PIN

authentication. This option prohibits the user from entering a user value.

When you select this option, you can indicate that the device will Display the default value to the

user (read-only). The user will see the Default value, but cannot change it.

NOTE: User definition is required for Login authentication and optional for all other authentication types.
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Defining Password Properties

To define user properties, double-click User. The User Field Properties dialog is displayed:

Password Field Properties Eq

Label: I P

Default value: |

% Lser must enter a value For Password

[~ Enable input validation

Regular Expression: |

Error message: I @authPasswordError Text

™ User must select a value For Password from one of the Following:

Add.,.
Remave

Set Defaulk

nil

™ User may not enter a value for Password

™| Display the default value to theuser (read-anly)

oK I Cancel

When you define a password, you can specify a Default value (password) that will be displayed at the
device. In addition, you can specify one of the following:

° User must enter a value for Password - The device user will need to enter a password for
authentication during login at the device.

e User must select a value for Password from one of the following - If there are multiple
passwords available in the environment, use this option to create a list from which the user can
select.

° User may not enter a value for Password - This option prohibits the user from entering a
password. Use this option only when PIN authentication is used without a password. Do not select
this option if you are using Email, Login, or PIN (with password) authentication.

When you select this option, you can indicate that the device will Display the default value to the
user (read-only). The user will see the Default value, but cannot change it.

NOTE: Password definition is required for Login authentication and optional for all other authentication
types.
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3. After you define Domain, User, and/or Password properties, click OK to return to the Device
Group Properties page. For example

New Group E
Generall Settings  Authentication | Buttonsl Advancedl
Type: =
Figlds: Dromain User Entered Froperties |
Uszer Uszer Entered
Password Uszer Entered

LDAP Lookup Settings

Server. |VMELAD.VMELAD1 .COM
Paort:  |329 =

Seaich Base: [DC=YMELAD1,DC=COM

Filter: I[&[obiec:tEIIass=user][prox}\Addresses=SMTP:[USEH_NAME]]]
Uszername: I

Password: I

Attribute b ap: I E=change. default. <ml j

[V Bind using ‘Windows Generic Security Services

Attribute Aliazes. .. | Test LDAF Lookup |
[T Corifitm authentication
Meszage: |@mng0nfirmation
oK I Cancel |

4. Inthe Username text box, enter the name of a Windows user who has permissions to query the
active directory.

5. Inthe Password text box, enter the Administrator password.

Select the Confirm authentication option if you want to display a prompt on the device to verify the

user’s information when authenticating.

47



Required Configuration

7. Click the Buttons tab where you can add or remove buttons that appear on the device.

New Group E

Generall Settingsl Authertication  Buttans | Advancedl

Device Home Screen Froperties
: - Riouting Sheet

- Perzonal Distributions
- Public Distributions

i Scan to me

e MyFiles fove..

Al

Femove

dai

]I_
8

Add Button

Ll

Type:

Fax

Fax Release

Mobile Reservation
Mested Butkon
Personal Distributions
~——Public Distributions
Routing Sheet
Scan o Destination
Sican bo Distribution
Stcan to Folder
Scan ko me

Mame:

Lancel |

=
sy

NOTE: Itis best to add or remove buttons before installing to the device. Otherwise, if buttons are added
or removed, or if button text is modified, it will be necessary to uninstall and run the installation again.

8. To add a button, click Add. The Add Button dialog is displayed.
Tee: [ - |

Mame:! |

o | Cancel |

NOTE: If the Add button is not active, click on Device Home Screen.

9. From the Type drop-down, select a button type.

Type:  |Routing Shest |

Fax

Mested Button
Personal Distributions
|Public Distributions

Mame:

5|:a b Dn
Scan ko Distribution
Scan ko me

10. Enter a Name for the button. Then, click OK.
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Required Configuration

will need to define properties for the button. With the button highlighted on the list, click

Properties.

Button Properties E

General
Type:

M ame:

Dizplay Text: |@buttonscantomeT ext

Description: |@butt0nscantomeD esc

Image:

Location: ' Auto assign baszed on configured ordering

Options:

| Job Propertiesl Promptsl Device Settingsl

Scan ta me

IScan ta me

Iscantome

" Use specific ordering priority: I

¥ Enable this button for uss o the device
" Enable Job Build mode by default
™ Enable One-Touch scanting
[~ Enable scan preview by default [only on supported devices)
V¥ Require authentication
V¥ Capture user password
V' Always prompt user for password

oK I Cancel |

Each button has a default Name, Display Text, and Description that you can edit.

NOTE: Do not change Image from the default value.

NOTE: For buttons requiring authentication, select Capture user password for the credential pass-
through feature and Always prompt user for password for use with HPAC authentication.

12. Specify a location for the button. Select either of these options:

Auto assign based on configured ordering - The button is positioned based on a
predefined order.

Use specific ordering priority - You can enter a value to indicate the button placement.
Position 1 is in the upper left location and position 2 is in the upper right location, in a Z-order
layout. The pattern is as follows:

12
34
56
etc.

13. Select addition options for the button:

Enable this button for use on the device - Self-explanatory.
Enable job build - This option enables the Scan More feature.

Enable One-Touch scanning - This allows the user to select a button with the documents
already loaded in the Automatic Document Feeder for one-touch scanning. Typically, this is
used with a Distribution that has all scan settings saved.

Enable scan preview by default (only on supported devices) - This applies to
Futuresmart devices only.
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e Require authentication - If you select this option, you can then indicate that the button
should capture the user’s password. Note that although the Routing Sheet feature typically
does not require authentication, you can configure this requirement here.

14. If you are adding a Personal Distributions or Public Distributions button, click the Options tab.

Button Properties E I

General  Options | Job Propertiesl Promptsl Device Settingsl

V¥ Enable Public Distributions for the following user:

Email: Iadministrator@VMELAD‘I.EDM

Collection Mame: IDefauIt Distributions

Diistribution Listing:
Enumeration Limit: |24 3:

" Display multiple Distribution Collections as a single List
' Display multiple Distribution Collections grouped by Distribution Collection name

[ Display the following Distibution Collections

Mame |

oK I Cancel |

Enter a Public Email address (if applicable) and set the Enumeration Limit for distributions (the
maximum number of distributions allowable).
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15. If you are adding a Scan to Distribution button, click the Options tab to route using an existing
(already created) distribution.

Button Properties

Gereral  Options | Job F'n:upertie3| F'romptsl Device Setting$|

Scan to distribution: [Maone selected]

] | Cancel

Click Select and the Select Embedded Directive dialog is displayed.

@8 Select Embedded Directive E3
I~ Tile |
[~ Owner e-maik I
[~ Date created: | Bisem2 = | 8/15/2012 =
[ Date last used: I 8552012 = to I aMe/2mez =
[~ Expired
[ Single use
[ Public
Title & | Dwuner | Created | Lazt Uzed | Single Uze | Expires | Select |
Cancel |
Broperties... |
|D ikem(s) S
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17.

Required Configuration

Click the Find button to display all distributions.

Select the distribution and then click the Select button to choose the distribution that will be used
when that button is selected from the device.

If you are adding a Fax button, click the Options tab to configure fax cover pages. Select options to
allow a cover page to be specified and include the cover page by default. In addition, you can
indicate the information (subject, etc.) that will appear on the cover page.

Button Properties

General Dptionsl Ennfirmatinn&l Job Propertiesl Prnmpt&l Device Settingsl
v Allow Coverpage to be specified
v Include Coverpage by default

Defaults:

Subject:

Carnment;

Recipient Marme:

Sender Mame:

Ok I Cancel

If you are adding a Fax button, click the Confirmations tab to:
e Allow authenticated and non-authenticated users to select the button.
e Define the type of fax confirmations (select a field and click Properties).

e Add recipients for confirmations (click the Add button).
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For example, you can edit the fields for the Originator for faxed faxes:

Button Properties o x|

Genera!l Options. CorﬁmmlJomeperbesl F'romptsl DemceSetMgsI

¥ Allow user bo specify confirmations:

El- Authenticated Users Eroperties
i i Email on Failure

- Print on Failure i
i~ Email and Print on Failure Remove |

E| Unauthenticated Users
&~ Print on Failurs

Confirmation Properties x|

Name: [Erai on Failure

Display Text: | @labelEmailDelivery

Redpients:

%\ \proriginator % Properties |
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18.

If you are adding a Routing Sheet, Scan to Destination,

Scan to My Files button, click the Job Properties tab.

Required Configuration

Scan to Distribution, Scan to Me, or

Button Properties E

General Job Properties | F'romptsl Device Settingsl

- Meszage

=0
=8
prDestination = routingsheet
- prRecipientType =0
L. Transtormations

d

Broperties
Add.

Eemowve

o ]

Cancel |

You can add, remove, or change a property. This example shows the property of a Destination.

Recipient E

rCeskination

Property:

Yalue: I routingshest

o]

Cancel |

You can change an Originator, Destination, or Recipient. You also can add a Transformation
(replacing a data value (a message property, recipient property, Embedded Directive property, or

template variable) with another value.).

54



Required Configuration

Note that the Scan to Destination button allows for message routing based on routing rules.

e The default is set to send to a destination of MyFiles, which can have an outbound rule
associated with that destination to route to any location to which the HP CR server can route
messages. This destination value can be edited.

e Transformations can also be added here.

Button Properties

General Job Properties | F‘romptsl Device Seﬂingsl

[ |

[=- Message Properties
: pronginator = HPCapture&Route

: ... prOriginator Type = 0 Add,
El F-!:ecipierrt Rem
S o Destination = myfiles

; prRecipiert Type = 0

.. Transformations

[

ove
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19. Click the Prompts tab. Click Add to select a prompt configured on the HP CR server. The Select

Property Dictionary Field is displayed.

Button Properties E

Generall Job Properties  Prompts | Device Settingsl

Add.

Femove |

DeficiencyComments
DreficiencyD escription
DeliveredD ocumenttd ame
DeliveredFarmat
DocumentP assword
DocumentStamp

FolderD

JoblDT ext

LockU ser

Originator

P |
Select Property Dictionary Field [ %] J
AppCode
DEFICIEMCYSTATUS

Cancel

Lancel

Select a prompt and click OK.
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20. Click the Device Setting tab to configure native device scan settings. This is used for configuring a
fleet of monochrome or color machines to use the same scanning settings. For example, the Fax
button should only use Monochrome scan settings for better output quality.

Button Properties E

Generall Dptinnsl Job Prnpertie&l Prompts  Devies SEtting$|

Setting | W allie | Properties |

Fiezsolution 300 DRI
Duplex Falze

Color Mode tonochrome
Caompreszion Medium
Ornientation Fartrait
Media Size Letter

Ok I Cancel
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Select a setting and click Properties to change the setting value. For example:

Genemll Job F‘ropertiesl Prompts Device Setftings |

Color Mode Maonochrome
Compression Medium
Orientation Portrait
Media Size Letter

x|

Setting | Value | Properties |

Resolution 300 DPI
Duplex False

Device Setting Properties x|
Resolution: 300 DPI |
150 DFI
200 DPI

B

Cancel

NOTE: The HP Officejet Pro 276dw does not support 600 x 600 scanning with the HP CR Embedded

Device Client.

21. Click OK to return to the Device Group Properties.

NOTE: All features/settings within each button can be configured after the button has been installed to a
device and are updated instantaneously after selecting OK. Uninstallation and re-installation are required

only if a button is added or removed, or if the button text is modified.
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22. Click the Advanced tab to modify settings that control the device’s native settings for connectivity
timeouts and job refresh settings.

NOTE: Take note of all defaults before changing any of these settings.

Device Group Properties

General| Settings| Authertication| Buttons Advancedl

|

MHame I Walue I Froperties
ConfigurationF efreshinterval 1800

DrelayCount 100 Add
JobRefrezhTimer & Femave |
Connection Timeaut E0

FezponseTimeout 300

Retylnterval EQ

M axConzecutiveF etries 3

UllnactivitwTimer B0

MOTE: These settings are advanced and changing them could cause the button ta no
longer work, and should only be done when requested by Support.

ok | Cancel

23. Click OK to end your work with the Device Group Properties.

24. Once a button configuration is complete, the xml files can be exported for importing into HP's
WebJet Admin server for button deployment.

Go to the Devices node and right-click on the group name. Then, select the Export to Web Jet
Admin option. See Installing HP CR Embedded Device Client buttons (68).

6-1-3 Updating the Deviceloader.xml to support new devices

If you need to update the Deviceloader.xml to include new devices, refer to HP CR administrator on-line
help.
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6-1-4

3.
4,
5.

Adding a new device

In the console tree, expand the HP CR server and go to the Devices node.

Right-click and select the group name. Then, select New > Device.

The Properties for device page opens.
Properties for device

General | Device Ennfiguratinnl Ju:uumall

[Device Details Mot Known)

Hame:; ||

Dezcrphion: I

Metwark Address: |

Group: |2nd flacr HP j

] I Cancel Help

In the Name text box, enter a name for the device.
Optionally, in the Description text box, enter a device description.

In the Network Address text box, enter the HP device IP address.

Required Configuration
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6. Click the Device Configuration tab. The following example is for HP OXPd v1.6 devices:

7.
8.

Properties for device Eq

General Device Configuration | Jnurnall

Device Authentication

sermame; ||

Pazzmord: |

SMMP Community Strings

Public:  |public

Prirate: |“"“’“‘“

0k, I Cancel | Help |

When installing to an HP OXPd v1.4 device using HTTPS, you must select the Use SSL for secure

communication option.

Properties for HP 0XPd 1.4 device |

General Device Configurstion | Jgumall

Device Authentication

Usemame: Iadmin

Password: |“*'*'

¥ Use S5L for secure communication

QK I Cancel Help

In the Username text box, enter the device Administrator name.

In the Password text box, enter the Administrator password.
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6-2-

Required Configuration

9. If you are using HP OXPd v1.6, configure the SNMP Community Strings section (this section will
not appear for HP OXPd v1.4).

e In the Public text box, enter the v1.6 device public community string.
e In the Private text box, enter the v1.6 device private community string.
The default value is public in both the Public and Private fields.

10. Click OK to add the device.

11. Test by selecting the newly added device. Right-click on the device name and select Query from the
drop-down options. Verify that the device is successfully queried from the server.

12. After a successful query, right-click and select Install.

13. Verify that the buttons appear on the device.

Choosing an authentication method

The HP CR Embedded Device Client must be able to authenticate the device user when the Personal
Distributions or Scan to My Files options are used.

You can configure:

° LDAP authentication

° HP authentication at the device

NOTE: HP Pro devices do not support LDAP authentication.

1 Configuring LDAP authentication

When you choose LDAP Authentication, the user is prompted to enter an email username and password.
The HP Authentication Manager uses the login credentials to initiate a lookup. The lookup validates the
user and returns the user’s email address. Then the HP CR Embedded Device Client uses the email
address to request information from the HP CR server, such as a list of the user’s Personal Distributions.
When the scan is submitted to the HP CR server as a message, the email address is used to set the
property prOriginator.

Both the email username and password are required to identify the device user, and the credentials are
validated via LDAP authentication. This method provides increased security.

NOTE: With LDAP Authentication configured for the device group on the Administrator, the LDAP lookup
only appears on the device once Require Authentication is enabled for the relevant device button. See
step 6 of Defining Password Properties (46) for details.

The following figure is an example of an LDAP Authentication configuration for Active Directory. (For
information on configuring LDAP Authentication, consult HP documentation.)
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6-2-2

Required Configuration

Figure 6-1 Example of an LDAP authentication configuration for Active Directory (2 screens)

LDAP Authentication binds to the LDAP server with the device user's common name (CN). The search is conducted within the root
ou=engineering,cn=users,dc=hp,dc=com using the device user's common name (CN). The return value is the user’s email address
(mail) and name (displayName)
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B and Saarch oo
=3
]

‘

Chelingrs DCVUELAD! DC-COM

Bisich ihe name entesed with this amtvibute:
]

Betiee the use . treu . stirate:
Far [paciaytiame === ¥ Exact match on Geoup atirbute.

Username: Passwert:

‘540 i1 and Peamission Poscies

Wi have ot Sgned e el iner e 0 18 etminn

] [ [
W ” e —
] = (T —
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[ —
[T a—
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=
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9

after startiog esch job

Configuring HP authentication on the device

Open a Web browser and enter the device IP address.
Log in to the Embedded Web Server. All options become available.
Go the Settings tab and click Authentication Manager.

Locate the following HP CR functions:

e Scan to My Files

e Personal Distributions

e Scan to Me

The list shows the options that are installed with HP CR Embedded Device Client, so it can contain
all, some, or none of these functions.
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Configure Device

Tray Sizes/Types
E-mail Server

Alerts

AuteSend

Security
Authentication Manager
LDAP Authentication
Kerberos Authentication
Device PIN

User PIN

Edit Other Links

Device Information
Language

Date & Time

Sleep Schedule
Restrict Color
Certificate Management
Heme Screen Setup
HPAC-Agent

Other Links

hp instant support
Shop for Supplies
Product Support

7. Click Apply.

5. For each of the features listed above, click on the drop-down menu.

6. Select LDAP as the authentication method for each scanning feature that requires user login.

Authentication Manager

Sign In At Walk Up

m
g
]
5
z
L
g
2

Copy MNone

Color Copy
Send to E-mail

Send Fax
Send to Folder

Job Storage

Create Stored Job

Digital Sending Service (DSS) Secondary E-mail
Digital Sending Service (DSS) Workflow
Simplex Copy

Public Distributions.

Personal Distributions

Fax

Routing Sheet

Scan To Me LDAP

Scan To Folder

HP AC Express HPAC - PIC Server
Scan To My Files LD&AP

0
=]
El
5
=
(]
=]
2

Configuring the server

When a message arrives on the HP CR server, the Dispatch component applies rules to the message. The
rules determine how the server processes the message. Every message on the server must match a rule
associated with an action in order to be processed and distributed to its final destination. The additional
configuration in this section ensures that rules exist for HP CR scanning features.

Several HP CR scanning features require special rules on the HP CR server. Most of these rules are

created by default when you install HP CR. You can, if needed, create rules based on the HP CR scanning
features available on devices in your environment. For more information on rules and how to create them,
refer to the HP_CR administrator on-line help.

Help
Set the Device Functions that require users to successfully sign in before use. Each function can require a different Sign In Method
Home Screen Access Sign In Method

Future Installations i

When rules have been created for all HP CR scanning features available on devices in your environment,
the HP CR server is fully configured for the HP CR Embedded Device Client. Now you are ready to test
the HP CR scanning features. Continue with the information in Section 8: Testing (79).
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7-1

Using HP’s Web Jetadmin Application to
Install HP CR Embedded Device Client
Buttons on HP Devices

The information in this section will allow you to administrate and install HP CR Embedded Device Client

buttons onto HP devices using the Web Jetadmin application. This section includes:

Supported devices (65)
Exporting the XML files (66)

Manually importing a certificate (67)

Installing HP CR Embedded Device Client buttons (68)

Supported devices

The following devices are supported:

Table 1 HP Device Series Matrix

Device g)?:tr:ﬂng
Color LaserJet CM 4730 MFP Oz

Digital Sender 9250c Oz

LaserJet M3035 MFP Oz

LaserJet M4345 MFP Oz

LaserJet M4349 MFP Oz

LaserJet M5035 MFP Oz

LaserJet M5039 MFP Oz

LaserJet M9040 MFP Oz

LaserJet M9050 MFP Oz

LaserJet M9059 MFP Oz

Color LaserJet CM 6030 MFP Oz

Color LaserJet CM 6040 MFP Oz

Color LaserJet CM 6049 MFP Oz

Color LaserJet CM 3530 MFP Oz

Color LaserJet CM 4540 MFP FutureSmart
ScandJet 7000n FutureSmart
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Device g)'?gt':ﬂng
ScanJet 8500 FutureSmart
LaserJet Flow M525 MXP FutureSmart
LaserJet Flow M575 MXP FutureSmart
LaserJet M775 MFP FutureSmart
LaserJet M4555 MFP FutureSmart
HP Color Laserjet Flow MFP FutureSmart
M880

HP Color Laserjet Flow MFP FutureSmart
M830

HP Laserjet MFP M725 FutureSmart

Exporting the XML files

Complete the following procedure for HP CR to configure the HP CR Embedded Device Client with the

appropriate settings for your environment.

1. Once the configuration is complete (as described in Section 2: HP CR Embedded Device Client
Installation and Section 6: Required Configuration), right-click the Devices group to which you

intend to deploy buttons. Select Export to Web Jet Admin.

2. You can now store the XML files by browsing to a network folder or creating a new folder destination.

Browse:

Select Folder to store Web Jek Admin export

B Deskiop

[+ = Libraries

2 Administrator

=18 Computer

[ € Metwork,
Fax_output

Falder: I Adrninistratar

Make Mew Folder | oK I Cancel
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Make New Folder:

Browse For Folder

Select Folder to store Web Jek Admin export

B Deskiop
[+ = Libraries
2 Administrator
=18 Computer
[ € Metwork,
Fax_output
Mews Folder

Folder: I Mesw Folder

Make Mew Folder | oK I Cancel |

g

3. Click OK and verify that the correct buttons are represented in XML format.

. New folder

g

&L :" | = Wity - lﬁ.ﬂ]l Search Mew Folder

Organize *  Includeinlibrary +  Share with = Mew Folder

SR Mame = Date modified Type | Size |
B Desktop |2 FukureSmart-Fas afi3f2012 7:12 PM #ML Docurnent 5 KB
4 Downloads 2] Futuresmart-HP Capture and Route 9/13/2012 7112 PM %ML Document 4 KB
=l Recent Flaces =] Futuresmart-Fersonal Distributions 9/13/2012 712 FM %ML Document 7KE
=3 Libraries |2 Futuresmart-Public Distributions af13f2012 7112 PM #ML Document 7KE
| Documents = FutureSmart-Routing Sheet qf13/2012 7112 PM #ML Document 6 KB
.'" Music = FutureSmart-Scan To Me 9f13/2012 7112 PM AML Document 6 kB
k=| Fictures =] FukureSmart-5can To My Files 9f13/2012 712 PM =ML Document TEE
E Yideos
18 Computer

7-3  Manually importing a certificate

For HTTPS support, you need to import the client certificate into the device Embedded Web Server (EWS)
before installation, as follows:

1. Save the certificate to be used for HTTPS communication to a network-accessible location.
Open and log into the EWS of the device.

In the Security tab, select Certificate Management.

Under Certificates, select Choose File > Browse.

Browse to the location where you saved the certificate and select Open > Import.

o 9 M b

Verify that the certificate appears under the Certificates section within the device Embedded Web
Server.
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7-4  Installing HP CR Embedded Device Client
buttons

Once you can discover devices using the Web Jetadmin application, you can install the buttons using the
Web Jetadmin application.

NOTE: If Omtool AccuRoute buttons exist on the device, HP CR buttons will overwrite them during
installation.

1. Right-click the Group node and select New group.
The Specify group options page appears.

=i Create Group [ 7] %]

Specily group oplions

al

Group iderhiiz ation

Gopup name:; [IJH
Paient grovg: | Gioups
Gioup membalthip bpe
(% Manissl o
Devices atn added o temoved by the e
™ Automatic group
Dwaces pe aulomaticaly added o d barsed on e crberia)

I Corfigun group propsitie: now

Mt 3 Cancal |

2. Enter the name of the new group that you will use to group similar devices for button installation.
(Preferably, this is a device group name that will allow the administrator to easily configure similar
firmware or button functionality installations such as Jedi, Oz, etc.)
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3. Click Next and verify that the group name is correct. The Confirm page appears, showing the
settings for the group.

1 n:_dl:reate Group ﬂ
: Confirm %
| Seftings

Group name: 0z

Parent group: <Ma parent>

Description: <Mot specified:

Contact: <Mat specified>

Membership type:  Manual [0 devices)

Policies: 1]

< Back I Create Group I Cancel

4. Click Create Group and then Done.

Right-click the newly created group and select Add devices to group.

. giam |
111 Digoo Mew group...
LT Hi

Edit group...
Add devices ko group...

m
B
Do EE

Remove devices From group. ..
Delete group...

Edit group policies. ..

Ut
]

=

]

2] Renarne

= TTFF T TR

NOTE: For more options to use the Web Jetadmin device filters to find or add devices, consult HP’s Web
Jetadmin team for a complete Web Jetadmin installation guide.
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6.

The Select Devices page appears.

i

Select dewvices

Avadsble devices Devices lo add
Sounce | Al Devices Humber of devices: [
Device Model | P Hostname ~[1P4 Devece Model IPHonome | 1P|
| HP Laselet M3035 MFP NPIDIZAD <M
| Canon R-ADV 6065 40.13 CANDMAFSSSS 174
HP Color Laseslst CH23200 M_ NPIE2AZ4E 172
| HP Laseclet 4345 MFP NFIDBAD 7F 173
HP Color Laseslot CMA580 MFP NPI4SCIES 172
HP Oificesst Pro457cn Series  HPF2A85C 73 5
HP Lazeslet MASS5 MFP MFIE4AT 04 172
lal J | 4 I il |
[ hed> | | concel |

Select devices

=

— Devices to add

— Available devices
Source: ;AII Devices | Mumber of devices: 1
Device Model | IP Hosthame | IP Device Model IP Hostname | IE
HF Laserlet 3035 MFP WPID 2400 <Ay HF Laserlet 4345 MFP MPIDEADTF 17,
Canon iR-40% 6065 40.13 CAMOMAFES38 172
HF Color LaserJet CM2320f M. NPIB24248 172
E 4540 MFP i 173
HP Officejet Pro #451dn Series HPF2&85C 17a >
HF Laserlet 4555 MFP MHPIB44104 174 »»
<
<<
4 I | » 4 | | »

< Back I Mext > I

Cancel

In the Available devices list (on the left), highlight the device(s) to be added to the group. Then click
the > (add) button. The selected device(s) are added to the Devices to add list (on the right).

4,4Add Devices EHE
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7. Click Next. The Confirm page appears.

«d add Devices =

Confirm %

— Settings
Group name: (02

Devices:

Device Model IP Hostname: | IP Address
HP Laserlet 4345 MFP MPIDEADTF 172165131

< Back I Add Devices I Cancel |

8. Click the Add Devices button. You should see the devices added to your new group in the Group
page.
9. Highlight the device(s) on which you want to install buttons.

i OZ(10f3 Selected)
=) Layouts = | F Filbers ~ @ a £

I Address

Device Madel IP Hosthame Part [&ny) Severity
et MFP E :
HP Calor Lasenl et 4730 MFP 17216.5130 NFISBDART 1 :i\ 001438580467

“§  HP Color Laserlet CMEDSOMFP 172168117 NPITCE 481 1 @_\ 001B721CB481

Hardware Address

.Slatus Corfig IAIerts I Tloubleshootl Gmupsl F\epnrlsl Supphesl Stnragel Salutions | Capabilities Flrmwarel
ﬁnpp\y Template. .. ﬁf\l‘lew Histary: % Customize... 5 Refresh |

Alternative Lettethead Mode

by Settings -

Alternative Letterhead Mo
- Agget Mumnber

- Auta Cleaning Page

- duto Continue

- Broweser

- Clearable Warnings

Cempary Name AutoCleaning Page
- Contact Person
- Control Panel Display ™ Auto cleaning frequency: I2UDU hd
ool el amiace Cleaning page size: ILetter [8.5x11 in) ¥

Date and Time
- Date/Time Farmat T
. Deplbe Sadigs T
- Default Media Size [ =Can

Default Media Type - o
- Default Print Density

Dot Pilr Copies
I

AssetNumber

-

|Mat specified)

- Device Certificates

Device Location Connection timeaut B0 ¥| seconds
- Device Hame
- Duplex Binding Responge timeout: 300 =| seconds
- Duplex Blank Pages

Tl Innressinne Trusted sites:
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10. Click the Config tab and scroll to the OXPd Device Functions subset (as shown below). Check the

box in the upper left corner of the center screen. The title bar of that area will read: OXPd Device

Functions (Changes Pending - Click ‘Apply’ to continue).

Statyz  Config |A|erts I Troubleshootl Groupsl Fleportsl Suppliesl Storagel Solutionsl Capabilitiesl Firmwarel

- Home Screen Language.
- 10 Timeout to End Print
Input Auto Continue

- Jam Recowveny

~Job Hold Timeout

- Job Retention

- Job Starage Limit

- Ky Pregs Sound
Kepbaard Lapout

- Marually Feed Prompt

- Media Adminiztration

- Order Supplies % Lewvel

- Original Orientation

- Override Ad/Letter

- 0%Pd Accessom Records

0xPd D i

- 0¥%Pd Enabled

- PJL Configuration

- Print PDF Erors

- Print PS Errors

- Printer 'wakeup

- Replace Supplies

- Flesalution

- Resolution Enhancement

- Flestore Modes

- Show Date and Time

- Show Network Address

- Size / Type Prompt

Clame dflem T

el

> Functio...

-

S

-~ Input Auto Contitue Time...

ﬁ’ Apply Template. .. ﬁ? Views History | ?% Customize. .. @ Refresh |

| Description

Add..

Remove I

Save as Template...

Schedule...

Apply...

11. Click the Add button. The Add OXPd Device Functions page appears.

"Gtatys  Config |Alerts | Tloubleshootl Groupsl Heportsl Suppliesl Storagel Solutionsl Eapabilitiesl Firmwarel

ﬁnpply Template, ., ﬁf\flew History | % Customize... £ Refresh |

- 140 Timeout to End Print
- Input Auto Continue

- Jam Recovery

- Job Hold Timeout

- Job Retention

- Job Starage Limit

- Ky Press Sound

- K.ewboard Layout

- Manually Feed Prampt

- Media Admiriztration

- Order Supplies % Level

- Original Orientation

- Overide A4/Letter

- 0XPd Accessony Records
¥z 0-Pd Dev
- 0%Pd Enabled
- PJL Configuration

- Print PDF Erars

- Print PS5 Errars

- Printer Wakeup

- Rieplace Supplies

- Resolution

- Resolution Enhancement
- Restore Modes

- Show Date and Time

- Show Network Address
- Size / Type Prompt

Clamm H1iaken Tirnn

& Functio...

-~ Home Screen Language... _AI

.

- Input Auto Continue Time...

s

¥ 0XPd Device Functions [Changes Pending - Click "Apply’ to continue]

. f add 0XPd Device Functions

| Description

Remove |

| Title

| Description

Edit... I

oK

Cancel

Save az Template. ..

Schedule...

Apply...
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12. Click the Edit button.The OXPd Device Function Repository page appears and enables you to
import the edited HP OXPd solutions XML files (from Exporting the XML files on 66).

"Gtatus Config |A|erts I Troubleshootl Groupsl Fleportsl Suppliesl Storagel Solutionsl Capabilitiesl Firmwarel
ﬁ’ Apply Template. .. ﬁ?\n‘iew Histary % Custamize. .. @ Refresh

- Home Screen Language.. ﬁ 0XPdDevice Functions [Changes Pending - Click "Apply’ to continue)
- 140 Timeout to End Print J...

Input Auto Continue

- Input Auta Continue Time... | Description Add...
--Jam Recovery
- Job Hold Timeout Remave |
o B
- Key Press Sound

- Keyboard Layout

- Manually Feed Prampt | Description Edit... I

- Media Administration
- Order Supplies % Level

- Original Orientation o Opti

+# Options X
- Override &4/Letter S 20
- 0x%Pd Accessony Recon L Templates =l 0%Pd Device Function Reposzitary
. 0%Pd Enabled User Defined Mame /! | Title | Drezcription Impat... |

PIL Confi i PIL Repository

Y onnguiatian Certificate Repositary [elete |
- Print PDF Emars

- Print PS5 Errors i |
0=Pd A Rec. Edit..
- Printer ‘W akeup cosssaly ek

- [#- Alerts
- Replace Supplies X
- [#- Fimware
- Resolution
X [#- Reparts
- Riezolution Enhancemer "
[#- Supplies

- Restore Modes

- Show D ate and Time
- Show Metwork Address
- Size / Type Prompt

Clrmm 241 falm Tirnn

M o

B
4 | =

Feset Page | ak I Cancel Apply

13. Click Import. In the Open page, search for your XML files.

Device Model IF Address IF Hostnarme Hardware Address

HF Color Lager)et 4730 MFP 172.16.5.120 MPISEDAEY 0014328580467

HP Color LaserJet CME040 MFP 172165117 NPICE4ET 1 001B761CR4ET
& Options | 7| x]
Templates \a| | DPd Davice Funclion Repositary
User Defined Name [T | Description [ impor. ]

- PIL Repositary
- Certificate Heposzitory

Delete |
Edit |

OxPd Accessory Rec.
Alerts

Firmuware

Reports

Supplies

"Status  Cenfig | Ak
L% apply Template.

-~ Home Scre

140 Tirneou

Jam Recoy
Job Hald Ti

~ HP ~ WEBJETADMIM - “weblet_admin_HPCR ~ webletAdmin_xML_0zZ

Organize v  Mew Folder

A Favorites Mame ~ | et modifisd Type Size |
Bl Ceskiop ™ Fax 422012 2146 PM =ML Document 3 KB
.:‘ Downloads |2 MyAccuRoute_original S19/2012 10:23 AM XML Docurment 3KB
& Recent Places = PersanalDistribution 4j2[2012 2:44 PM XML Dacument IKE

=3 Libraries |2 PublicDistribution 4/2]2012 2:45 PM EML Diocurnent 3KB
13 Documents = RoutingSheet 4[2[2012 2:45 PM XML Document SEKE
J‘, Plusic =] scanToMe 4/2/2012 2:46 PM WML Document 3KB
(=] Pictures
B¥ videos

& Computer
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14.

time in the Open page.)

15.
page.

Gtatus  Config | Ale
ﬁ’ Apply Template.

-v,ﬂ' DOptions

Templates
User Defined
FJL Repogitony
Certificate R epositary

d

H- dlerts
H- Firmnware

- Home Scre
- 1/0 Timeou
- |nput duko [
- |nput Ao
- Jam Recoy
- Job Hold Ti
- Job Retenti
-~ Job Storage
- Key Press £
- Keyboard L
- b anually Fe
- Mediaddmi 4|
- Order Supp
- Original Drie
- Overmide 44

e

£
£
[+ Reports
[+ Suppliex

HF e Functio...
- 0#Pd Acceszom Rec.

Feset Page |

ol

d — 0¥Pd Device Function Reposzitary

Select and highlight the file and then click Open to add the file. (You can import only one file at a

Verify that the selected feature XML file is reflected in the OXPd Device Function Repository

[ 7] x]

Description

Import. ..

Delete

il

Edi...

Ok

Cancel

Apply

16. Click OK. The Add OXPd Device Functions page appears.

"Status  Config IAIerts | Troubleshootl Groupsl Heportsl Suppliesl Storagel Solutionsl Eapabilitiesl Firmwarel
ﬂnpply Template... ﬁl’\ﬂew Histary .%Customlze... 25 Refresh |

-~ Home Screen Language... ;I
- 140 Timeout to End Print J...

- Input Auto Continue

- Input Auto Continue Time...

- Jam Recovery

- Job Hold Tirneout

-.Job Retention

- Job Storage Limit

- Ky Prezs Sound

- Kevboard Layaut

- Manually Feed Prompt

- Media Adminizstration

- Order Supplies & Level

- Original Orientation

- Override &4/ etter

- OPd Accessory Records
0xPd Device Functio..
- 0%Pd Enabled

- PJL Configuration

- Print PDF Emars

- Print PS5 Errors

- Printer W akeup

- Replace Supplies

- Resalution

- Resolution Enhancement
- Restore Modes

- Show D ate and Time

- Show Network Address
- Size / Tupe Prompt
Clemm Mt alem Tiean o
4 I I 3

XPd Device Functions [Changes Pending - Click "Apply’ to continue]

+# Add 0xPd Device Functions

| Description

D

Title Description

Edit... I

23320c5c-f3dd-442f-a56f-0335deb03e ..

Fax Send a Fax

oK Cancel |

Save az Template... | Schedule.. |

Apply...

17. You should see the file referring to the feature(s) or button(s) you are about to install onto the device.
Click OK to close the Add OXPd Device Functions page and return to the OXPd Device
Functions page.

At this point, you can continue to add another feature or button (repeating Steps 11 through 16).
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- 0%Pd Enabled
- PJL Configuration

- Print PDF Errars

- Print PS5 Emarg

- Printer W akeup

- Feplace Supplies

- Fiesolution

- Resolution Enhancement
- Restore Modes

- Show Date and Time

- Show Network Address

- Size # Type Prompt
Clamm b alem Tirmm _lll
mlE= ’

- Home Screen Language... ;I
140 Timeout to End Print J...
- Input Auto Continue

- Input Auto Continue Time...
- Jam Recovery

- Job Hold Timeout

- Job Fetention

- Job Storage Limit

- Fey Prezz Sound

- K.epboard Layout

- Manually Feed Prompt

- Media Administration

- Order Supplies % Level

- Original Orientation

- Overide &4/ Letter

- 0xPd Acces

Pd D

"Status  Config |Alerts I Troubleshootl Groupsl Heportsl Suppliesl Storagel Solutions | Capabilities Firmwarel
: 3 | 7 &l
ﬁnpply Template... ﬁl’\ﬂew Histary %Customlze... 25 Refresh |

0XPdDevice Functions [Changes Pending ck "Apply’ to continue]

[0] | Title | Description

Add...

Remaove |

Save az Template... | Schedule... |

Apply... |

18. After you have added and confirmed all of the features/buttons of interest, click Apply. The Confirm
page appears.

+ Configure Devices HE

Confirm

P

— Settings
Devices:

Device settings:

< Back I Configure Devices I

Cancel
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19. Click the Configure Devices button. The In Progress page appears.

-__ﬂl:onfigure Devices ﬂ B

Progress ﬁ

% In Progress...

Summary
O Success:

5. Warning:

0 Error:

(i) Information needed:

t.{ Pending:

L=

v realiiel e e

Detas... | e | s |

The Results page indicates whether the installation was successful or an error was received.

ﬂtonﬁgure Devices [7]

Results ég
O Success

Summary
O Success:
5. Warning:
0 Error:

(i) Information needed:

L)

fel (e e i

g{ Pending:
| &

Detse._|

NOTE: You can click the Details button to show additional notes if an error has occurred.
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20. Click Done to return to the main Group page, which defaults to the Device subset node.

i OZ{1 of 3 Selected)
& Layouts ~ | T Fieers - | [E] | @ B

Device Model IP Address IP Hastname Port [Any) Severity Hardware Address
S  HP Laseilet MFP : d : :
‘j HP Color Lasen)et 4730 MFP 172165130 NPIGEDAET i) L 0014385BDAE7
“§ HP Color Laserlet CMED40 MFP 172165117 HPITCE481 1 £ O0B7E1CB4T1

Status  Config |Alells | Tmublsshuull Eluupsl F\spculsl Supphssl Sturagel Sulullunsl Capabilities | Firmware
(ﬁmpp\y Template... ﬁ?\ilew Histary %Custumlze..‘ @Refresh |

Alternative Letterhead Mode

Altemative Letterhead Mo
- Agset Number
~ Buto Cleaning Page
- Auta Continue
Browser
« Clearable ‘' amings

- Company Mame Auto CleaningPage
- Contact Person

Contiol Panel Display ™ Ao clearing hequency: 2000 b

« Control Panel Language
- Date and Time
Date/Time Formnat o
Dt Svings i
- Default Media Size [ RSt
~ Default Mz.edia Typ.e o o
Drefault Print Density
- Device Certificates
- Device Location L
Dewice Name
- Duplex Binding Response timeout: 300 +| seconds
« Duplex Blank Pages
- Duplex Impressions Trusted sites:
Economade
- Fuser Modes
~ Haome Screen Applications

Home Screen Language..
L‘V o I_'l_l Use semicolons(;] to separate addresses &
Save as Template | Schedule: I Apply. I

Asset Number
™ [INot specified)

Cleaning page size: Letter [B.5%11 in) -

Connection timeaut B0 x| seconds

21. Scroll down to the OXPd Device Functions subset and you should see the feature buttons that
were successfully added to the HP device.

‘Status  Config |Alerts | Troub\eshootl Groupsl Heportsl Supphes' Storagel Solutlonsl Eapabllltlesl anware'
ﬁnpply Template. .. ﬁ’\flew Histary ﬁCustomlze‘.. 5 Refresh |

0XPdDevice Ful
- 0%Pd Enabled r
- PJL Configuration
- Print FDF Emars I | Title | Description
- Print PS Errars
Printer ' akeup
- Replace Supplies
- Resolution
- Resolution Enhancement
- Restore Modes
- Show D ate and Time
- Show Metwork Address
- Size / Type Prompt
- Sleep £ wake Time
- Stared Job Sort Oider
- Supplies Status Message..
- Suppress Blank Pages
- Time Zone
- Tray &dministration
- Use Anather Tray
- Use Requested Tiay

Add...

Remaove

[} Capier

- Network.

[+ Security

F-Fan

B Embedded Yweb Server
(- File System

[+ Digital Sending

< _

Save as Template.. Schedule... Apply...

22. Test the buttons on the device panel to verify all functionality.
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Testing

The following section provides a procedure for testing the Routing Sheet feature and the Device
Administrator user interface. This will ensure that your installation is operational. For additional button
testing procedures, refer to the HP_ CR administrator on-line help.

Testing the Routing Sheet feature

1. Create at least one Distribution Rule with your user account.
2. Generate and print a Routing Sheet using the HP CR End User Interface application.

3. Assemble a test document. Add the Routing Sheet to the front of the document and go to the device.
The main screen looks like this:

sy OXPd Remote Control Panel - .

I\.@J L Sign In J Ready
B Routing Sheet
L Q | | Distribute a document using a

Distnbute document using a

== /| routing shest personal distnbulion

Public Distributions Scan To Me

| | Scan document to my desktop

Distribute: document wsing a public
distnbution

4. Load the document into the document feeder.

5. Press Routing Sheet. (If this feature is not visible, use the scroll bar to find it.)

NOTE: If you have configured prompts, you will see the them now. Enter the appropriate prompt values
and click Next. For information on configuring prompts, refer to the HP CR administrator on-line help.

The device indicates it is ready to scan.
6. To begin scanning, press Start on the display screen or on the hard keypad.
Alternately, to change the scan attributes, click More Options.

For example, you can specify the page size for the scanned document. The default page size is
Letter. After you have made your modifications, click Start to begin scanning.

The scan job starts. A progress indicator shows the scan job status.

To stop the scan job, press Cancel Job. Otherwise wait for the job to finish. When scanning is
complete, the device shows the scan completed message.

The message is transferred to the HP CR server via HTTP/HTTPS where it is processed and routed
to the intended recipient. If the document does not arrive at the destination, troubleshoot the setup.
Refer to “Troubleshooting” in the HP CR administrator on-line help.
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8-2

Testing

7. To scan another document using the Routing Sheet option, click Back. To end the session and go

back to the main HP CR menu, click |%%] or the OK button.

IMPORTANT: If you see that the HP CR server cannot decipher or interpret the Distribution Rule
instructions in the Routing Sheet, you must change the device setting from mixed to text. For instructions,
refer to “Troubleshooting Issues When the HP CR Server Cannot Decipher the Distribution Rule
Instructions in a Routing Sheet” in the HP_CR administrator on-line help.

Testing the Device Administrator user interface

To test the Device Administrator user interface, complete the procedure for Creating a group of devices
(part 1) (39).

You can set up tests to test all authentication types at once by configuring groups on the HP CR server,
with each group having a different authentication type:

Email

PIN

PIN with Password
Login

Then, test one device by uninstalling and reinstalling from each authentication type group to verify that all
authentication types will work at once.
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Configuring HP Pro Devices on a Remote
OPS Server with HTTPS Support

This appendix describes the installation and configuration process for HP Pro devices on a remote OPS
Server with HTTPS support, which is installed on a system remote from the HP CR server. This includes
HTTPS support on a remote IIS server.

HP Pro devices require an OPS server for registration prior to installing feature buttons on the devices. The
OPS server creates a certificate used for a secure registration of each Pro device. You can also use this
certificate in your IIS server for HTTPS support.

This process includes the following steps:
Installing the HP CR Embedded Device Client on the local server (81)

Installing the OPS kit on the remote server (81)
Exporting the OPS server certificate (86)

Importing the OPS certificate into the device EWS (86)
OPS regqistration (86)

HTTPS support using the OPS-created certificate (87)

NOTE: In these steps, System A represents the local system. System B represents the remote system.

Installing the HP CR Embedded Device Client
on the local server

On the local system (System A) running the HP CR server, install the HP CR Embedded Device Client.
See HP CR Embedded Device Client Installation (11) for more information.

NOTE: If you want HTTPS support with your remote OPS server installation, the OPS server must be
installed on the system where the |IS server is installed. To use the HTTPS certificate, the OPS server must
be installed on the IS server.

Installing the OPS kit on the remote server

From the local server (System A), navigate to the \Tools folder on the remote server (System B).
Right-click and select Run as Administrator.

Run setup.exe for OPS on System B.

Eal o

The OPS InstallShield wizard appears and requests that you install the following two items:

° GnuWin32 OpenSSL-0.9.8h-1

° setup-couchdb-1.2.0 otp R15B
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Upgrading HP CR v1.1 to HP CR v1.2.0

OPS - Instalishield Wizard

T OPS requires the following items to be installed on your computer, Click Install to begin
installing these requirements.

Status | Requirement
Pending GnuWin32_OpenSsL-0.9.8h-1
Pending setup-couchdb-1,2.0_otp_R158

Install I Cancel

Click Install.
After installing the items in Step 3, the following message may appear:

To complete the installation of Apache CouchDB, setup must restart your computer. Would you like
to restart now?

OPS - Installshield Wizard .
T OPS requires the following items to be installed on your computer, Click Install to begin
installing these requirements.
=T zl
Succeedet
Installi o
A k. To complete the installation of Apache CouchDB, Setup must
restart your computer,
Would you like to restart now?
Yes No
==
Inistall | Cancel |

If this message appears, click Yes to restart. The OPS InstallShield wizard reappears upon
restarting the system.
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Otherwise, the OPS InstallShield wizard Welcome screen immediately appears.

2 OPS - InstallShield Wizard - x|

Welcome to the InstallShield Wizard for OPS

The Installshield(R) Wizard will install OPSv0.4.7 on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

= Back Mext = Cancel |

7. Click Next. The License Agreement screen appears.

51 0PS - InstallShield Wizard (e

License Agreement

Please read the following license agreement carefully.

HP OXPd Professional Services (OPS) End User License Agreement and =+
As-Is Warranty

PLEASE READ CAREFULLY BEFORE USING THIS SOFTWARE
PRODUCT: This End-User License Agreement and As-ls Warranty ("EULA") is
a contract between (a) you (either an individual or the entity you represent) and
(b) Hewlett-Packard Company ("HP”) that governs your use of HP's OPS
software product (“Software”). This EULA does not apply if there is a separate
license agreement between you and HP or its suppliers for the Software,
including a license agreement in online documentation. The term “Software”

mme ineluda G accaniatad madia i A gear anida and athar arintad mataciale

(@) [ accept the terms in the license agreement Print

(7)1 do not accept the terms in the license agreement

InstallShield

[ <Back |[ mext> J[ cancal |

8. Select | accept the terms in the license agreement and click Next.

The Destination Folder screen appears.

Destination Folder
Click Next to install to this folder, or dick Change to install to a different

Install OPS to:

C:\Program Files (x88)\Hewlett-Packard\OPSY,

InstallShield

<Back || Next> |[ cCancel




9. Click Next. The OPS Instance Details screen appears.

ii% OPS - InstallShield Wizard Il x|
OPS Instance Details
Enter the OPS and DB details for the instance

OPS Details:

Hostname |192. 168.30.81 Username Iadmin

Port [aos 1 Password |
DB Details:

DBName onpdleops Username Iadmin

Port |5934 Password I

V¥ Enable OPS Debug Log
InstallShield
< Back | MNext = I Cancel |

10. In the Hostname field enter either the IP or FQDN of the server on which OPS is installed. This
value is the OPS server name. Make note of this value, as you will need to reference it later during
device registration and HTTPS configuration.

11. Enter the Passwords in both the OPS Details and DB Details sections. Also make note of these for
later use.

12. Click Next.The Ready to Install the Program screen appears.

141 OPS - InstaliShield Wizard )
_—

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back ][ Install ] [ Cancel

13. Click Install.
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14. The OPS InstallShield Wizard Completed screen appears.

15.

14 0P - InstalShield Wizard [ e

InstallShield Wizard Completed

The Installshield Wizard has successfully installed OPS. Click
Finish to exit the wizard.

Launch OPS

Show the readme file

Select both the Launch OPS and Show the readme file check boxes (Show the readme file is

optional) and then click Finish.

{= OPS - InstallShield Wizard 3 x|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed OPS. Click
Finish to exit the wizard.

OPS - InstallShield Wizard x|

p
@ OPS server listening at: https: /192, 168.30.81:8081

=

= Back I Finish I Cance

Click OK. OPS now appears as a Windows service.

ops Name . S T
£ Office Source Engine Saves inst... Manual

Stop the service 4, Office Software Pr... Office Soft... Manual

Eaa:x lf&m 4, 0Omtool Address Bo... Managest... Started  Automatic

4 Omtool Component... Managest... Started Automatic
% Omtool Connector ... Managest... Started  Automatic
(i Omtoo| Device Man... Thisservic... Started  Automatic
CJ, Omtool Message Se... Managesal... Started  Automatic
£ Omtool Mobile Push... This servic... Started  Automatic
(% Omtool Modem Man... Manageal... Started  Automatic

. Managest.. Started  Automatic
Manages t...
i... Managesb...

. |provided by 32-bit DLLs.

m

.. [Enables remote users and 64-bit processes to query performance ¢

Enablesac... Started Automatic
. ThePrPX... Disabled
. Enforcesg... Manual
Managesp... Started Automatic
Loads files ... Started Automatic

Local System
Local System
Local System
Local System
Local System

A pop-up message appears to inform you that the OPS server is listening at the IP address and port
listed in step 9.
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© ® N o g ~

Exporting the OPS server certificate

Open a Windows console and select File > Add /Remove snap in...

Select Certificates and click the Add button. The Certificates snap-in wizard appears.

Select the Computer account radio button and click Next, Finish and OK.

The console loads with the new Certificate snap-in.

Expand Certificates (Local Computer) > Trusted Root Certification Authorities > Certificates.
Right-click the OPS certificate and select All tasks > Export.

The Certificate Export wizard appears. Select Next.

Choose Base-64 encoded x.509(.CER) and select Next.

Name the file and select Browse.

Place the certificate in C: \Program Files (x86) \Hewlett-Packard\OPS.

NOTE: When using the OPS-created certificate as the certificate in an HTTPS environment for HP Pro,
Futuresmart and Oz devices, you must browse to place the certificate in C: \Program Files
(x86) \HP\DeviceClient\OPS

10.

P w0 Dd =

6.

Select Next and then click Finish.

Importing the OPS certificate into the device
EWS

Open and log into the EWS of the Pro Device.
On the Network tab select Advanced settings > Certificates.
Select Import > Choose File.

Browse to the location where the OPS certificate was saved and select Open and then Finish.

OPS registration

At a command prompt enter
C:\Program Files (x86) \Hewlett-Packard\OPS\bin>OPSSetup
You will be prompted to choose from a selection of options.
Select Option 3: Register a device to the OPS server.
Enter the IP address for the device. For example, 123.456.78.9.

Enter the device username and password you want to use, noted from Step 10 of Installing the
OPS kit on the remote server (81).

Enter the OPS server URL you want to register. For example, 123.456.78.9:8765.

Enter the username and password for the OPS server.

NOTE: The OPS server URL and username can be obtained above from Steps 8 and 9 in |nstalling the
OPS kit on the remote server (81). All devices will be using this Certificate for HTTPS communication.
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7. The following message appears:

OPS Registered successfully

Your remote OPS server is now installed. See Creating a group of devices (part 1) (39) for more information
on creating device groups.

A-6

HTTPS support using the OPS-created
certificate

Creating an SSL binding

1.

o 9 M NN

Open the IIS Manager.

Click on the Default Web Site and locate Bindings under Edit Site (top right corner of the window).
Click on Bindings. The Site Bindings dialog opens.

Click on HTTPS type and select Edit. The Edit Site Bindings dialog opens.

In the SSL certificate drop-down, choose the certificate that was created earlier and click OK.

Click Close to close the dialog.

Requiring SSL for the virtual web sites

1.

o & 0NN

Open the IIS Manager.

Expand Local Machine > Default Web Site and select Device Client.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.
Expand Local machine > Default Web Site and select WebAPI.

Open SSL Settings and check Require SLL. Under client certificates, select Ignore.

Verifying the SSL binding

1.
2,
3.

Open the IIS Manager.
Expand Local Machine > Default Web Site and select WebAPI.

Click on Browse *:443 (HTTPS) under Manage Application/Browse Application (located at the
top right corner of the IS dialog).

You will see this message: There is a problem with this web site's security cetrtificate.

NOTE: This message is expected and safe to ignore.

4,
5.

Click the Continue to this website (not recommended) option.

Verify that the 1IS 7 dialog opens.

Enabling directory browsing in IIS

1.

o o M w N

Open the IIS Manager.

Expand Local Machine > Default Web Site and select DeviceClient.
Double-click on Directory browsing.

In the right Actions field, select ENABLE.

Expand Local Machine > Default Web Site and select WebAPI.

Double-click on Directory browsing.
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7.

In the right Actions field, select ENABLE.

Verifying HTTPS browsing

1.

10.
1.

12

N o a ke Dbd

Open the IIS Manager.

Expand the Default Web Site.

Expand OXP.

Select the Configuration folder.

In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).
Verify that the local page is displayed.

For HP OXPd:

.../DeviceClient/Configuration/

In the IIS Manager with Default Web Site expanded, expand WebAPI.
In the actions pane, select Browse*:443(https).

Select Continue to this website (not recommended).

Verify that the localhost page is displayed:

.../WebAPI/

Select Continue to this website (not recommended).

Editing the OmISAPIU.xml file

1.

Navigate to the following path.
C:\Program Files (x86)\HP\HPCR\WebAPI\WebAPI\Scripts

In OmISAPIU.xml, find the FileTransfer node. Replace the IP address with the OPS Servername or
IP. Also, change http to https.

<FileTransfer>https://0OPS Servername or IP/WebAPI/FileTransfer/
</FileTransfer>

This OPS Servername is based on the value noted from Step 10 of Installing the OPS kit on the
remote server (81).

NOTE: XML files can be edited using Microsoft Notepad.

4,

Save the file.

Editing the Bootstrap.xml file

1.

3.

4.

Navigate to the following path.

For HP OXPd:
C:\Program Files (x86)\HP\DeviceClient\Configuration

In bootstrap.xml, change http to https.

<Server>https://OPS Servername or IP/webapi/scripts/omisapiu.dll </
Server>

This OPS Servername is based on the value from noted from Step 10 of Installing the OPS kit on the
remote server (81).

Save the file and reset IIS.
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Troubleshooting

If you try to query the device when the OPS and Intelligent Device Client are remote from the HP CR server,
an error message appears.

There are several workarounds:
° As the Best Practice, allow the traffic to Certificate Authorities to validate the certificates. If this is not

possible, the network rejects the requests and returns an error message indicating that the host
cannot be reached.

e As an alternative, you can configure ASP.NET to not check the certificates. To do so, you need to
edit the aspnet.config files in these two locations:

® c:\Windows\Microsoft.NET\Framework64\v2.0.50727
® c:\Windows\Microsoft.NET\Framework\v2.0.50727

At both locations, add the tag <generatePublisherEvidence enabled="false"/> tothe
runtime section, as follows:

<runtime>
<generatePublisherEvidence enabled="false"/>
</runtime>

Then save the files and reboot the server.

e Also, there is another check for certificates controlled by Group Policy. If the server is not regularly
updated, the server may force an attempt to update, adding another delay. There is a Microsoft
Support article detailing this situation and how to change the setting.
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